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Mail attachment viruses : Melissa , Love bug

Distributed packet flooding denial of service attakcs
- Tribe Flood, trin00, DNS, mstream

Attacks on DNS servers running BIND

Exploits of unprotected Windows file shares
FTP server compromises (wu-ftp, Netscape)

IS Web server attacks using published exploits
Windows RPC
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sRamen, LiOn, Red, Carko, Cheese, Sadmin/IIS

2001

] -> PC
sSircam , CodeRed , Nimda

sNetBus,Sub7

«SSH Linux

*MS SQL Spida (2002.5)

. Operserv (2002.10)

= ( root DNS DDoS, 2002.10.21)
sSlammer , GT bot, MircPack windows

= PC

sMS RPC

*MS Blaster, Sobig
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d DB

® CVE : 6000
® SecurityFocus : 9000

01

50

40

30

20

10

‘08 '99 ‘00 ‘01 ‘02 : SecurityFocus

WSAT S L FNTEN



@) 10
> > >
‘01 ‘02 81.5%
50%
® 1-2
— Auto Scanning & Exploit
Using Vulnerability, E-mail, Shared folder, IRC
Nimda Worr’n, Badtrans, ...
- DDOS
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® PC
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Jd Win32

- 2001
- 2001

— 2002 9 Linux.Slapper

— OpenSSL
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d AOL (DDoS)
- : AOL
— 8 Windows
— Windows Null Passwd

srvsupp.exe 98k Autocrat DDoS
wupdmgr32.exe 98k Autocrat DDoS
trashmanx 169k Syn Flooding Tool
temp2.exe 40k

psexesvc.exe 60k
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d  Slammer
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MS Blast

Windows 2000, NT, XP MS RPC
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Slammer

MS Blast
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v EICAR (European Institute for Computer Anti-Virus
Research)
v Incidents.org
v CAIDA (Cooperative Association for Internet Data Analysis)
v Securityfocus
v Telecom-ISAC
d
v CERTCC-KR
v
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d EICAR (European Institute for Computer Anti-Virus Research)
- 92

— 4
. CDA : Cyber Defence Alliance
. CIP : Critical Infrastructure Protection
. Anti-Virus Practises
. European Cyber Crime Initiative
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d CAIDA

CAIDA : Cooperative Association for Internet Data Analysis
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= IDS, ,
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d Securityfocus

- Bugtraq :
- ARIS(Attack Registry & Intelligence Service)
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Part II, IEYT ¥
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4 Firewall

d Intrusion Detection System
d

d
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Intrusion Prevention System
Enterprise Security Management
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Access Intrusion Risk Secure Vaccine
Control Detection Assetment Comm.

Network IDS Virus Wall

Secure 0S Intrusion Risk Policy Vaccine

Detection Assetment Audit

Host IDS Log Analysis

Personal Risk Vaccine
Security Assetment

Firewall etc

Integrity
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Backup & PKI

Recovery Decryption

Encryption




Information Security Product Survey, May 2003

d AT 1138

d  Antivirus, Firewall, VPN : 2005 95%
Q IDS : 2005 60%
Q IPS 43%
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Security Solutions

e L7 Switch

* Router

* NAT

* Firewall

* Network IDS
» Server IDS
*PC IDS

e Intrusion Prevention System
* Virus Vaccine

* PC Security

e Mail Monitoring
* Web Monitoring
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Firewall

J

€ Perimeter Network Security
¢ P

J
L 4 (
€ IDS : DOS, DDOS
€ Host IDS
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DS

Active Responses

Passive Responses

Anomaly Detection

Misuse Detection

Network-based

Single Host-based

Multiple Host-based




Network IDS

False Positive
Event Flooding

Event Correlation

Misused Detection
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Passive System
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d Blackhole
Blackhole routing allows the administrator to take all
malicious traffic and route it to a null IP address or
drop it
eg) MS Windows Update DDoS

d  Sinkhole

Sinkhole routing is similar, except that the traffic is

sent to an IP address where it can be examined.



Sink Hole Routers/Networks

w Router advertises
P = 172.168.20.1/32

172.168.20.0/24 — target’s network

172.168.20.1 s attacked

0 ANZ, G Symieares, lnc. AR righis ressrved



Intrusion Preventlon ystem

J Code-Red Worm, Nimda Virus

Jd Intrusion Prevention Evolution

Firewall
Security Scanner

Intrusion Detection System
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Intrusion Prevention Technology




Enterprise Security Management
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