DDOS

DDOS(Distributed Denial of Service)

1. ip verify unicast reverse-path interface

v 1P CEF
, drop
v SMURF IP spoofing .
v "CEF(Cisco Express Forwarding)
switching" "CEF digtributed switching” :
v' CEF switching . CEF
Unicast RPF  11.2 113 , CEF 12.0
, unicast RPF  AS5800 PSTN/ISDN dia-up
2. ACL (Access Control List) RFC1918 address space
v IP RFC1918 address space
) ACL
interface seria 3/0/0

ip access-group 101 in

access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 192.168.0.0  0.0.255.255 any
access-list 101 deny ip 172.16.00  0.15.255.255 any
access-ligt 101 permit ip any any




3.ACL ingress egress filtering (RFC 2267)

v ISP edge

{ ISP Core} -- ISP Edge Router -- Customer Edge Router -- { Customer network }

v ISP
access-list 190 permit ip { customer network} {customer network mask} any
access-list 190 deny ip any any [log]
interface {ingressinterface} {interface #}
ip access-group 190in
v

access-list 187 deny ip { customer network} { customer network mask} any
access-list 187 permit ip any any

access-list 188 permit ip { customer network} { customer network mask} any
access-list 188 deny ip any any

interface {egress interface} {interface #}
ip access-group 187in

ip access-group 188 out




4. |ICMP rate limit

v rate limit

interface seria 3/0/0
rate-limit [inputjoutput] access-group 2020 3000000 512000 786000 conform-action
transmit exceed-action drop

access-list 2020 permit icmp any any echo-reply

* 3000000 : maximum link bandwidth
512000 : burst normal rate
786000 : burst max rate
* ICMP echo-reply 3Mbps bandwidth  512kbyte burst
normal size 786kbyte  burst max size
* show interface [interface-name] rate-limit : rate-limiting
clear counters [interface-name] : rate-limiting

v type rate limit
5. SYN limit
v ICMP limit . rate limit
interface seria 3/0/0
rate-limit output access-group 153 45000000 100000 100000 conform-action
transmit exceed-action drop

rate-limit output access-group 152 1000000 100000 100000 conform+-action transmit
exceed-action drop

access-list 152 permit tcp any host eq www
access-list 153 permit tcp any host eq www established




* 45000000 : maximum link bandwidth

1000000 synflooding rate  30% 50%
100000 : burst norma and max rate

* 80 TCP SYN 1Mbps bandwidth ~ 100kbyte burst
normal sze 100kbyte  burgt max size .

* 45Mbps bandwidth  100kbyte burst normal size 100kbyte

burst max size

7. Random detect

v' WRED(Weighted Random Early Detection) ,
random detect drop : drop
respond TCP

interface serial3/0/0

random-detect [weighting]

interface serial2/0/0

no random-detect

v' * weighting : exponentid weighting 1 16
10 : 2'°
drop
® “show” 1
(15)

SHB_NET.shinhan.com# config terminal
SHB_NET.shinhan.com(config)# privilege exec level 15 show

SHB_NET.shinhan.com(config)# ~Z



