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open scan

open scan method

open scan 7|2 A X &
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Connect scan simple code

get_connect_scan

AA Fre ZETE ofd el A E91 Z=E A

int portlookup([65536]; // XE WHEZ AA| portlist YAE S = = A
PORTINFO *cur, *daum;

// select o AHEE fla= 27I3F ot
FD_ZERO( &fds_read);
FD ZERO( &fds_write);
FD_ZERO( &fds_except);

if (AR BAGl AN EE 2 AR )
ss.max_width = op.max parallelism; // A&7} 91&dt ghg AMg-Sto.
}

ss.max_width = AR A|A®o] FAlel] A e LAFE FEC.

if ( 27| RES 45 e #ol Aladgo] sl o #Eyg Aud )
init packet width = ss.max_width; // A|&EO] FAl o= o2 wpfc),

Aol AREE 4 gl ol Al 2 gk A,
ss.numqueries ideal = init packet width;

/] A XES x27]3} st
for (1 =0 ; i < portcnt ; i++ ) {
portlist[i].state = PORT FRESH;
portlist[i].portno = portarray([i];
portlist([i].trynum = 0;
portlist[i].prev = i-1;

/) AY AT EE QD A9 next RO -1 & AT
if (i < portcnt -1 ) portlist[i].next = i+l;
else portlist[i].next = -1;
portlookup[portarray[i]] = i
[/ AHEE A wd e 2718HE st



portlist([i].sd[0] = portlist([i].sd[l] = portlist([i].sd[2]= -1;

// ZAATE LESS testportlist & 31T,
testportlist = &portlist[0];

memset ( &mysock , 0, sizeof( struct sockaddr in));
mysock.sin addr.s_addr = destaddr.s_addr;
mysock.sin family= AF INET;

do {

// @40l ol Aujs] AMrt @olA W delay #he T7HAUG
if ( tries > 3 && tries < 10 ) {
senddelay += 10000 * ( tries - 3);
} else if ( tries >= 10 ) {
senddelay += 75000;

// senddelay #©°| 200000 & H&
/) Aol AR 5 Al 249§

if ( senddelay > 200000) {
ss.max_width = MIN( ss.max_width, 5);

o,

[
o
s o e gto® ZHolt}.

s

/7 AFd LS =3 & A TIMEDOUT FE o F ZIr).
if ( timedout )

goto TIMEDOUT;

while ( testportlist != NULL ) { // AAIE X EV} Fo} glow
gettimeofday( &now, NULL); // A& AlZ+& nowdll A7strt.

/) AEE ALE 2798 A timedout FE& SETTING ).
if ( op.host timeout && ( TIME MSEC SUB( now, host timeout) >= 0 )) {
timedout = SET;
goto TIMEDOUT;

// testportlist o Qliz XEES A= WHEST).
for ( cur = testportlist ; cur ; cur = daum ) {

// B EE AE ARSHL v XE AU E FEY A9 nuLLe ¥

daum = ( cur->next > -1) ? &portlist[cur->next] : NULL;

%

check firewallmode(); // @A7ZIA S ZE Aoz Wi {75 FAAMST
/) AA EE et A Folw
if ( cur->state == PORT TESTING) {
R FERE SRR S S
if ( TIME SUB( now, cur->sent[ cur->trynum]) > tmout.timeout) {
/7 83 BE g gel Je HeEA AAS
if ( cur->trynum > 1 || ( cur->trynum > 0 && fi.active)) {

fi.nonresponse++;
cur->state = PORT FIREWALLED;

// HFe] AEFeRT o] TEE gAhEX AAFTE,
if ( cur->prev > -1) portlist[ cur->prev].next = cur->next;
if ( cur->next > -1) portlist[ cur->next].prev = cur->prev;
E7k A gtel XE o A5

cur == testportlist)

//

~



testportlist = ( cur->next > 0) ? &portlist[cur-
>next] : NULL;

/7 WEE T E g AEQ o] LES AHAH3T},

if ( !'fwportlist) fwportlist = cur;
else {
/* insert node at firewall port list */
cur->next = (fwportlist - portlist) /
sizeof (PORTINEFO) ;
fwportlist = cur;
portlist| cur->next] .prev = (cur - portlist) /

sizeof (PORTINFO) ;

/7 83 X E A ARG R thA] A ).
for (1 =0 ; i<= cur->trynum ; i++) {
( cur->sdf[i] >= 0) {
socklookup|[ cur->sd[i]] = NULL;
FD CLR( cur->sd[i], &fds_read);
FD CLR( cur->sd[i], &fds write);
FD CLR( cur->sd[i], &fds except);
close( cur->sdf[il]):;
cur->sd[i] = -1;
ss.numqueries outstanding--;

}
} else { // Bl #jFlo] o F Ak el EEshd

int victim;
// AR delay #E AR A

if ( op.scan delay) enforce scan delay( NULL);

/) A% A5E B2 A

cur->trynum++;

/7 @A B 7Y A E 753
gettimeofday( &cur->sent[cur->trynum], NULL);
now = cur->sent[ cur->trynum];

/) 9%l BokoA b ARG FAG W AAFR Bo

ki)
if ( ss.numqueries outstanding >= ss.max width) {
victim = -1;
for (1 = 0; i< cur->trynum; i++)
if ( cur->sd[i] >= 0 ) {
victim = 1i;
break;
}
if ( victim == -1 )

fatal("Illegal situation in connect scan");

/7 Aol Ao AAEL Pt
FD CLR( cur->sd[victim], &fds_ read);
FD CLR( cur->sd[victim], &fds_write);
FD CLR( cur->sd[victim], &fds_except);
close( cur->sd[victim]);
} else {
/7 AFel UrkSlE @A 5 SR

ss.numqueries outstanding++;

/) 2AE AR E



sizeof ( struct sockaddr)):;

EERE

&fds read);
&fds_write);

&fds_except);

from connect

cur->state) ;

(%d) :", errno)

//

’

}

res = socket ( AF INET, SOCK STREAM, IPPROTO TCP);

if ( res == -1) pfatal ("Socket troubles in connect scan");
/) EACl el EEE A7]98A block REE AT

unblock socket ( res);

init socket( res);

mysock.sin port = htons( cur->portno);

cur->sd[ cur->trynum] = res;

// connect 94L& 3},

res = connect ( res, (struct sockaddr *) &mysock,
socklookup[ res] = cur; // &9 FALE XEE Fol
if (res != -1) { // A&°] HIYE B¢

update port( cur , PORT OPEN);
} else {
switch (errno) {
case EINPROGRESS: // @Zo] A&qZFQl A5
case EAGAIN:
if ( maxsd < cur->sd[ cur->trynum])
maxsd = cur->sd[ cur->trynum];

FD_SET ( cur->sd|[ cur->trynum],
FD SET( cur->sd|[ cur->trynum],
FD SET( cur->sd|[ cur->trynum],
break;
default: // 11 99 A% - H B3

if (!connecterror) {

connecterror++;

fprintf( stderr, "Strange error

fflush( stdout);
perror ("");
}
case ECONNREFUSED: // d&@o] A HAS HS
update port( cur, PORT CLOSED);
break;

if (senddelay) usleep( senddelay);
}

else { // EE AH7} PORT TESTING ©] ofd A%

if ( cur->state != PORT FRESH) {
fatal ("State mismatch!! %d", cur->state);

/) TR A B 35S AlAFe] Ruy3 7|td o break
if ( ss.numqueries outstanding >= (int) ss.numqueries ideal) break;
if ( op.scan _delay) enforce scan delay( NULL);

cur->state = PORT TESTING;
cur->trynum = 0;
printf ("Insert Data PORT TESTING portno %d state %d\n", cur->portno,

ss.numqueries outstanding++;
gettimeofday( &cur->sent[0], NULL);



res = socket( AF_INET, SOCK_STREAM, IPPROTO_TCP);

if (res == -1) pfatal ("Socket troubles in connect scan");
socklookup[ res] = cur; // 279 FAihE XEE ZoYEF A

unblock socket ( res);
init socket( res);
mysock.sin port = htons( cur->portno);

cur->sd[ cur->trynum] = res;
res = connect( res, (struct sockaddr *)a&mysock, sizeof( struct
sockaddr)) ;
if (res != -1) { // A&l B¥E AF FEI} delflEs A4
update port( cur, PORT OPEN);
} else {
switch (errno) {
case EINPROGRESS: // 9Zo] A&qyFd A%
case EAGAIN:
if ( maxsd < cur->sd[ cur->trynum])
maxsd = cur->sd[ cur->trynum];
FD SET( cur->sd[ cur->trynum], &fds read);
FD SET( cur->sd[ cur->trynum], &fds write);
FD SET( cur->sd[ cur->trynum], &fds except);
break;
default: // 3 WalHo|A vebd
if (!connecterror) {
connecterror++;
fprintf ( stderr, "Strange error from
connect (%d):", errno);

fflush( stdout);
perror ("");
}
case ECONNREFUSED: // o] AY & A%
update port ( cur, PORT_CLOSED);
break;

if (senddelay) usleep( senddelay) ;

}
} /* for */

ss.alreadydecreasedqueries = 0;

B
-+

get _connect results(); // BYl #ZEolA & H7E R A8 23 4 AYst+=
if ( timedout)
goto TIMEDOUT;
if ( ss.numqueries outstanding != 0)

fatal (" Port count error in connect scan");

// 8E o7 whepxl R HdA® XEZF gvkd
if ( fwportlist) {

/7 G AL
if ( tries == 0 || ss.changed) {
testportlist = fwportlist;
for ( cur = testportlist ; cur ; cur= daum) {
daum = ( cur->next > -1) ? &portlist[ cur->next] : NULL;

cur->state = PORT_FRESH;
cur->trynum = 0;
cur->sd[0] = cur->sd[l] = cur->sd[2] = -1;



fwportlist = NULL;

} else { // Wa¥o] EAlsts A2 4Hd A
// %Y PrES BRE FES Wahor vyl dw 44
for ( cur = fwportlist ; cur ; cur = daum) {
daum = ( cur->next > -1) ? &portlist[ cur->next] : NULL;

myportlist.add( cur->portno, IPPROTO TCP, PORT FIREWALLED) ;
}
testportlist = NULL;

}

tries++;

ss.numqueries_ideal = init_packet_ width;
} while( testportlist && tries < 20); // AAE BEE XES JAY A7t 200 old& d& 4%

if ( tries == 20 ) // 208°]% #ZS Byl A B HESA o
error ("WARNING: GAVE UP SCAN AFTER 20 RETRIES");
TIMEDOUT:
return;

get_connec_result i
PORTINFO *cur;

do {
timeout.tv _sec = 0;
timeout.tv_usec = 20000;
selectedfound = 0;

// Timeout AlZ}o] XYW Timeout bit set
if (op.host timeout) {
gettimeofday (&tv, NULL) ;
if (TIME MSEC_SUB(tv, host timeout) >= 0) {
timedout = SET;

return;
}
}
// select
selectres = select( maxsd+l, &fds read, &fds write, &fds except, &timeout);

// select F%7k AL QY @ol AL 279 Auge UALS B4 RE 2L Az A4
for (sd=0; selectedfound < selectres && sd <= maxsd; sd++) {

cur = socklookup([sd];
if (!'cur) continue;

trynum = -1;
/7 EA W] e AS
if (FD_ISSET(sd, &fds_read) || FD ISSET(sd, &fds write) ||
FD ISSET (sd, &fds except)) {
for (i=0; i < 3; i++)

if (cur->sd[i] == sd) {
trynum = 1i;
break;

if (FD_ISSET(sd, &fds read)) {
selectedfound++;

if (FD _ISSET(sd, &fds write)) {
selectedfound++;



}
if (FD_ISSET (sd, &fds_except)) {

selectedfound++;

}

assert (trynum != -1);

if (getsockopt(sd, SOL_SOCKET, SO ERROR, (char *) &optval, &optlen) != 0)
optval = errno; /* Stupid Solaris ... */

switch (optval) {
case 0:
// Linux 9] %= AF 0 byte RS Hul= AALE dlloF ot
if (!FD _ISSET(sd, &fds read)) {
res = send(cur->sd[trynum], "", 0, 0);

if (res < 0 ) {
update port( cur, PORT CLOSED);

} else {
if (getpeername (sd, (struct sockaddr *) &sin, &sinlen) < 0) {
pfatal ("error in getpeername of connect results for port %hu", cur-
>portno)

} else {
if (cur->portno != ntohs(sin.sin port)) {

error ("Mismatch!!!! we think we have port %hu but we really have $%hu",
cur-

>portno, ntohs(sin.sin port));

}

if (getsockname (sd, (struct sockaddr *) &sout, &soutlen) < 0) {
pfatal ("error in getsockname for port %$hu", cur->portno);

if (htons(sout.sin port) == cur->portno) { // Zxd HAE B=A AA}
update port( cur, PORT_CLOSED);
} else {

update port ( cur, PORT OPEN) ;

}
} else {
update port( cur, PORT OPEN);
}
break;
case ECONNREFUSED: // dZo] A TIPS A5
update port( cur, PORT CLOSED);
break;
case EHOSTUNREACH:
case ETIMEDOUT:
case EHOSTDOWN: // AA| A|A®EO] th HUAL W3ldo] & A5
update port( cur, PORT FIREWALLED);
break;
case ENETDOWN:
case ENETUNREACH:
case ENETRESET:
case ECONNABORTED:
snprintf (buf, sizeof (buf), "Strange SO ERROR from connection (%d) -- bailing scan",
optval)

perror (buf) ;
return;
break;



default:
snprintf (buf, sizeof (buf), "Strange read error (%d)", optval);
perror (buf) ;
break;
}
} else continue;
} /* for */
// e E YR sjFlo] v ol il select 7k 7R Aol A#HE v} HYIAY timeout ©] HUE A
} while(ss.numqueries outstanding > 0 && selectres > 0);

Reverse ident scan

o] 7]4< ident/auth ©]¥2] RE3-ZHS Ab&3t) 113 LEE A y= T2 A0 A3S B=1 A

St ol WHOE root AOE T HlES dobd F vk FYAE rootdAEHE] XE FHFH

S 2AY g2 gHAge F%S g vk nobody Ao Zopzitpd, AdE AIE A Q)

7] WZel AR #AE E =T B 7O AREAL identd liEo] ofefjel] v ARAEEAIRE ALFA
Fr =

* user info
* entities
* objects

* processes

M2 idend7t AHgEHE LTREZO) AF WAUZTAY HolAu, o] LREDL ojds) AHEY HHo
2 WEA= &%tk RFC & EW "TCP dde| 974 A ARE A3 wolvh"gf 2oQity. 23
HoE glo] A Alo] AHIAR ARRHE ZE ofyn], $AE / ARG QIFS Ui ok b Hr}
RFC 1413 & X¥ EBNF 3249 #H& 35 & ol
FORMAL SYNTAX
<request> ::= <port-pair> <EOL>
<port-pair> ::= <integer> "," <integer>
<EOL> ::= "015 012" ; CR-LF End of Line Indicator, octal \r\n equivalents
<integer> ::= 1*5<digit> ; 1-5 digits.
o] #HHE W= HolHE ident/auth X Eeo| HujH, 7 XES} #APE T2 AAe) st s &
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Reverse ident scan simple conde

nmap.c

int getidentinfoz (struct in addr target, ul6 localport, ul6 remoteport, char *owner, int ownersz)
/] AASE E1

// connect
res = connect(sd, (struct sockaddr *) &sock, sizeof(struct sockaddr in));

// identd ° A& FAL

snprintf (request, sizeof (request), "%hu, %$hul\r\n", remoteport, localport);
/) F Ag

write(sd, request, strlen(request)

// F =9

read (sd, response, sizeof (response)

/) e RSIE Bl w4

strchr (response, ':')

p++;

g = strtok(p, " ")



half open scan

half open scan method

'half open' ©]& @2 three—way handshake 7} o|E|X|7] Ao F}o|AET} A4S EojHe]7] o
Fof AbgslE Dolth, T4 o] AZME connection GAT BA|slE DS 7] =Eo| @R gk I
o

2] 3 open/closed XE QA& AlgstE=z Hest AiE A4S 4 Q).

SYN scan
o] ~A7M& Three way handshake ¢4 ACK £ HU= il dZ2S #Ho W= AW A gshd
TCP connect scan¥ H]S=8lch. @A o] 7] L3chd, connect scan = HF A Ew X35k o),
client -> SYN
server -> SYN|ACK
client -> RST
A2~Ee] FEZE A9 9low, SYNIACK flag2 ©3tth RST flages #A4E 9 TCP/IP A8 oA
AFor RyEz Fgoldd oﬂ M= RST 7S B2 Aovt gl ol¢k vg=24 | %z‘ﬂ FEAM =

RST|ACK & &y3dlr},

client -> SYN

server -> RST|ACK

Hopr9] o] RSTIACK o 232 93 2£E7} ofyehes H& gtk
o] 7]&o] W2 IDSAA A5 4% d, B2 SYN #i7S Hy= ARlA 34 F9 3ol SYN
floode} #HE o] 917] wFEojt)h MAL IDS ( TCP wrappers, SNORT, Courtney, iplog )ollA= o]#

17
half—open A~75 7|58 4= vy, 1A HZele P2 w4 & 3d A= dlo] wol uhglin
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SYN scan simple code

scan_engine.c

void pos_scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)
u32 sequences[3];

// raw socket Al
if ((rawsd = SOCket(AFiINET, SOCK_ RAW, IPPROTOiRAW)) < 0)

broadcast socket (rawsd) ;

// sequece #°Z random # A
get random bytes (sequences, sizeof (sequences));

// pcap 2%
pd = my pcap open_ live (target->device, 100, (o.spoofsource)? 1 : 0, 20);

flt srchost = target->host.s addr;
flt dsthost = target->source ip.s_addr;

p = strdup(inet ntoa(target->host));

/7 3 A o= e wRlss HAske 28 2F

snprintf (filter, sizeof(filter), " (icmp and dst host %s) or (tcp and src host $%s and
host %s)", inet ntoa(target->source ip), p, inet ntoa(target->source ip));
free(p);

set pcap filter(target, pd, flt icmptcp, filter);
scanflags = TH_SYN;
starttime = time (NULL) ;

// syn scan ©|PZ ack &= 0
ack number = 0;

send tcp raw decoys (rawsd, &target->host, o.magic port +
tries * 3 + current->trynum,
current->portno,
sequences [current->trynum],
ack number, scanflags, 0, NULL, O,
o.extra payload,
o.extra payload length);

// Bl syn packet o tf3 95 3
get syn results(target, scan, &ss, &pil, portlookup, pd, sequences, scantype);

get syn result

get syn results(struct hoststruct *target, struct portinfo *scan,
struct scanstats *ss, struct portinfolist *pil,

dst



int *portlookup, pcap_t *pd, u32 *sequences,
stype scantype)

ip = (struct ip*) readip pcap(pd, &bytes, target->to.timeout))) {

// e AZAA el

if (ip->ip src.s addr == target->host.s addr && ip->ip p == IPPROTO TCP) {
tcp = (struct tcphdr *) (((char *) ip) + 4 * ip->ip hl)
i = ntohs (tcp->th dport);

newport = ntohs (tcp->th sport);

// syn °lY ack ¥ A4 2 A%
if (ip->ip_src.s_addr == target->source ip.s addr && ((tcp->th flags == TH ACK) || (tcp->th flags
== TH SYN))) {
continue;

}
current = &scan[portlookup[newport]];

if (tcp->th_flags & TH_RST) {
newstate = PORT_CLOSED;

} else if ((tcp->th flags & (TH_SYN|TH ACK)) == (TH_SYN|TH ACK)) {
newstate = PORT_OPEN;

}

return;

IDLE scan

IDLE (dumb) scan< thi#9 &9 A4 TCP/IP 9 73 EAS AFE3 £ ofmist A7 wWyo|u}
o] W2 antirez 7} =AR I, 17} 71+ AJ UL bugtraqell &% Th dummy source & TS Al
SRS ARREA N, A FE Y 71E 8= SYN scan WH S ARE-SHO.

A =o1717] Aol dumb EAEeR= @o oulE o=/ F skt bastion host SAESE tHEA
o] TAELE oW E¥L FE WX A=tk IW EE5S B AW 5AHQ o]FE AUt o
IAE Fof b B A% Fof s T AE sweepin ol sty A7 WRES R BHues &
A7 A AL, o]l H3F ol Hojut thE iiEﬂ PRAecw 2WE s A ARl IPE
At
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A el TAEZE e AYE E A7be] ®Ak

SAE AoA = D e BAS QA oo PING & HWith $AE BY IP 3y H¥&2& 743}
A AA. PING A5E 59 wjuit} dumb SAEA 2= 3§79 ID gto] A4&HA F7}3he}.



60 bytes from BBB.BBB.BBB.BBB: seg=1 ttl=64 id=+1 win=0 time=96 ms
60 bytes from BBB.BBB.BBB.BBB: seg=2 ttl=64 id=+1 win=0 time=88 ms

60 bytes from BBB.BBB.BBB.BBB: seg=3 ttl=64 id=+1 win=0 time=92 ms

ol TAE A°A B FAE AFLEA TAE C & SYN #7E& nulty, 974 TE= FAA} A
9)=x @3]g)=x e uE YEZ MAIT TAE CoAE BE the 271 W oz wmss 3t

—> RSTIACK = #!

©
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WAL FASIL o}F AL 8 ¢

At AW TEVF 93

L
=
ol dy=x g3ty YA, TAE AoA o8 PINGS RuUy @$or o= D ITeo M3l

A3 52 oluE C TAER [P 45 %9 7S wdt) o] u AojlA BE E4l PING 79
Hhgow & @7lS Ay B ID e EqrH e =15 2 5 Qi)

60 bytes from BBB.BBB.BBB.BBB: seg=25 ttl=64 id=+1 win=0 time=92 ms
60 bytes from BBB.BBB.BBB.BBB: seg=26 ttl=64 id=+3 win=0 time=80 ms

60 bytes from BBB.BBB.BBB.BBB: seg=27 ttl=64 id=+2 win=0 time=83 ms

oA e} 3HA w7 ID 7} 1 Xt} & Zko] uskt}h open portdS 7Fe 7t} kel E7F= Host B7F 1
e 43 ZEC Ut @& vk wo] Hrh dWAHoR, 1 TV, TAE AdA FAAE £
SYNS €9 Y Eo wu7] gio] TAE BolAd ColAl & SYN|ACK # e Hbg-afoF dtr}. o] wt
52 HOST Ael tigt 713 ID field & 714 PING WHS-& Ha & 4= Qlth o]9} Whth=z, Co 23l
FXEA & RST 974l $AE B7F o¥ 5% B odobx o3k ID =9 Wsglgte] vehy

60 bytes from BBB.BBB.BBB.BBB: seg=30 ttl=64 id=+1 win=0 time=90 ms
60 bytes from BBB.BBB.BBB.BBB: seg=31 ttl=64 id=+1 win=0 time=88 ms

60 bytes from BBB.BBB.BBB.BBB: seg=32 ttl=64 id=+1 win=0 time=87 ms

o]x¥ ID F=+ 10| Z7tefjof 3}l oA o] dumb EAEZ & Ho7t 9 olfolth. B SAEV}

e
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IDLE scan simple code

(Yol F7F <174 )



stealth scan

stealth scan method

AEA A9 A9 Chris Kluaus® " Stealth Scanning: Bypassing Firewalls/SATAN
Detectors" oA Uttt o] wol:= "half open" A7MYAHE IDS & AU 7| =0] HA 9= V=S
etk 28y Q5= ofg 2 A 9 AddE A S om| s

* flags sty AN g7 A4
« obF flags 7AA && 4§

* 5 flags A 45
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MAIMON(SYN|ACK) scan

o] 71&2 2549 7tA] FAE Z|solt. HolstA|, o] Ao o]&2 SYN Wy th=x] ¢t} half-
open 2719 HAWMA A YES b B gy g2 Jhe-S s

client -> SYN|ACK

server -> RST

Flell Jebe flage 2EZF @3 9lg& Kotk ofwd Hxo] SYN A2l Hx] ofgtr] watel,
A wbes gtk oAl kA SYN glo] SYNJACKE Bul7] wiiel ell#f7t 9= A= gelstal,
RST 3|71 & wult} o]¢} with2 d& EE|X= RST Ao whgshs d 3 5 givth



client -> SYN|ACK

server -> -

B vlel o] A= gy EEO HuU:E SYN|ACK 3|7 & FAgt) olel A oA 24
A2 false positves Yo7ty SYN|ACK A& Bulx 7]l e} | sl = gldolx-
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inverse mapping ©|&}x 3t}

A w2e kst DS W3l 78] 3 Three way handshake & 38 4 gl&
GA: Alg| o] "olAl, (false positive 7F &t} )

Maimon scan simple code

scan_engine.c

void super scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)
rawsd = socket (AF_INET, SOCK_RAW, IPPROTO_RAW)

broadcast socket (rawsd) ;

pd = my pcap open live(target->device, 92, (o.spoofsource)? 1 : 0, 10);

flt _srchost = target->host.s_addr;
flt dsthost = target->source ip.s addr;
flt baseport = o.magic port;

p = strdup(inet ntoa(target->host));
// BE A

snprintf (filter, sizeof (filter), " (icmp and dst host %s) or (tcp and src host %s and dst host %s and
( dst port %d or dst port %d))", inet ntoa(target->source ip), p, inet ntoa(target->source ip),

o.magic _port , o.magic port + 1);

/7 57 A ZE Qe wkgo] o4 ko dY XER AHY
if ( TIMEVAL SUBTRACT (now, current—>sent[current—>trynum]) > target->to.timeout)
current->state = PORT OPEN;

if (scantype == MAIMON SCAN) scanflags = TH FIN|TH ACK;

send tcp raw decoys (rawsd, &target->host, i,
current->portno, 0, 0, scanflags, 0, NULL, O,
o.extra payload, o.extra payload length);

while (!timedout && numqueries outstanding > 0 && ( ip = (struct ip*) readip pcap(pd, &bytes,
target->to.timeout)))

if (tcp->th _flags & TH RST) newstate = PORT CLOSED;

// Super scan = A& A9 RE§o] 4] ¢OW open OFE 7|
/7 old ek Aol dAe AAge A o dEe AR vt
/7 2#A 2571 ©]79] port 7F ¥ A& A Waldo] gl ZoF gelsta

1



// 2% XEE PORT FIREWALLED Z 3IT}.
if (numports > 25) {

for (portno = 0; portno < 65536; portno++)
{

current port tmp = lookupport (&target->ports, portno, IPPROTO_TCP);

if (current port tmp) {
assert (current port tmp->state == PORT OPEN) ;
current port tmp->state = PORT FIREWALLED;
target->ports.state counts[PORT_ OPEN]--
target->ports.state counts[PORT FIREWALLED]++;
target->ports.state counts tcp[PORT OPEN]--;
target->ports.state counts_ tcp[PORT FIREWALLED]++

FIN scan

FIN 270 Wy EE ZE=1 inverse mapping & AFE3StT} o] 712 BSD 7]WHe] &9 A A oA
AFEEE HEY A 7o) 7S ¥ 71Eolgbd BE G A Aol A = ik o]AF o FIN

rlo
H:l

< HudW 23 XE& RST #7lE Bty olg) vlusd] | 449 ZEAE d7lS HujA] Y=t
FIN #i7S XA AEsA g 2S 4 29 inverse mappingl @ 43 YEYUS & & Q.
A A FJsks A= ool A s,

client -> FIN

server —-> -

Ao A ol g2 WS = Qubd, 7 XEE 99 X Eo|t MW SAAAE 1 EEAM ZF3)
T AMulAd 2%k FIN #151S WA}, o]o Hjs] &3 ¥ Eql RST #izloz ¢S v & 1 X
EoA ol MuUlAR A %i=thd | FIN 37 & Buld Ao RST & §Hsttts oo

client -> FIN

server —-> RST

A FEZ AAF & 5 Q= 2714 Who] vk AW A 3l ¥EO S wlola A Bl ¥
EoA wja Hi= XEVF dd ¥ Eoth oF, 3709 #HFS XE 1, 2, 302 wHythd 13 394
RST #71& wrolrhd e g7S vl 2| 2EQ 1,2,3 3 HwalA] 1,3 9 A5 S wola] 28 Z=Z3F

FRA AAE R SRl RES AIZEE FARSEE Zlolth of = #7lo] Timeout @ w7bA] Flo] &=
o )

2 ekl 1 EEE ol Aedtiy 4248 5 Arh o71AE false positives] B AAME



9 dok @k =¥ UEDolt B =g W] Yol 7 Ae, hpE el A7 W
of @ & 97] wWEel , o7l Fu T FIN 22 $8e A3ty U 5 Qe At @ &
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4 false positive’}t B HAFS &M =7 4.

FIN scan simple code

scan_engine.c

void super scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)

rawsd = socket (AF_INET, SOCK RAW, IPPROTO_ RAW)
broadcast socket (rawsd) ;

pd = my pcap_open_ live (target->device, 92, (o.spoofsource)? 1 : 0, 10);

flt _srchost = target->host.s_addr;
flt dsthost = target->source ip.s addr;
flt baseport = o.magic port;

p = strdup(inet ntoa(target->host));

/7 BE 4%

snprintf (filter, sizeof (filter), (icmp and dst host %s) or (tcp and src host %$s and dst host %$s and
( dst port %d or dst port %d))", inet ntoa(target->source ip), p, inet ntoa(target->source ip),
o.magic _port , o.magic port + 1);

/] 5 AZF qlel REgo]l o] o UM XEZ g XEZ 44
if ( TIMEVAL SUBTRACT (now, current->sent[current->trynum]) > target->to.timeout)
current->state = PORT OPEN;

if (scantype == MAIMON SCAN) scanflags = TH_FIN;
if (o.fragscan) send small fragz decoys(rawsd, &target->host, 0,1, current->portno, scanflags);

send tcp raw decoys (rawsd, &target->host, i,
current->portno, 0, 0, scanflags, 0, NULL, O,
o.extra payload, o.extra payload length);

while (!timedout && numqueries outstanding > 0 && ( ip = (struct ip*) readip pcap(pd, &bytes,
target->to.timeout)))

if (tcp->th flags & TH RST) newstate = PORT CLOSED;

// Super scan & AREE A Whgo] 23] ¢kOW open OFE of7|=H|

/7 olml sk Aol dAT AA"Y A v dHEsle Ao YEn.

/7 284 2570 o139l port 7t AR A AA% Fao] G A0 Helshu
// RE XEZ PORT FIREWALLED &

if (numports > 25) {
// EE ’}ElE PORT FIREWALLED & W3t
}



ACK scan

Uriel Maimon<> Phrack 49—15¢ ©] 7]=& 2703tk o] 712 2 9 SGAA ] 1P ATl 43
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TTL #< 2 ¥ ACK 7S BuUw RST #5318 wAgk, RST HfZ 0] ofd 3 &= IP
AHE AARshE Zlolt 2 3 AIARY] &

BUE TTL #2 64 olstolr, tb& ¥FEEL ¢ 2 TTL #2 7FA 1 At}

client -> ACK

server -> RST -> (TTL <= 64)

AA WS A BY oe 3 2o

packet 1: host XXX.XXX.XXX.XXX port 20: F:RST -> ttl: 70 win: 0 => closed
packet 2: host XXX.XXX.XXX.XXX port 21: F:RST -> ttl: 70 win: 0 => closed
packet 3: host XXX.XXX.XXX.XXX port 22: F:RST -> ttl: 40 win: 0 => open

packet 4: host XXX.XXX.XXX.XXX port 23: F:RST -> ttl: 70 win: 0 => closed

29k 742 TTL = AHEW 64 ¥} =vh 37 39 TTL @2 64 wup @& 4 = 5 3l
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ACK scan simple code

SCHIl__CI]gQIlC.C
pos_scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)

rawsd = socket (AF_INET, SOCK_RAW, IPPROTO_RAW)

broadcast socket (rawsd) ;



// ISN 7k AA

get random bytes (sequences, sizeof (sequences));
pd = my pcap open live(target->device, 100, (o.spoofsource)? 1 : 0, 20);

flt srchost = target->host.s addr;
flt dsthost = target->source ip.s addr;

snprintf (filter, sizeof(filter), " (icmp and dst host %s) or (tcp and src host %s and dst host %s)",
inet ntoa(target->source ip), p, inet ntoa(target->source ip));
set pcap_ filter (target, pd, flt icmptcp, filter);

scanflags = TH_ACK;
ack number = get random uint();

send tcp raw decoys (rawsd, &target->host, o.magic port +
tries * 3 + current->trynum,
current->portno,
sequences [current->trynum],
ack number, scanflags, 0, NULL, O,
o.extra payload,
o.extra payload length);

get syn results(struct hoststruct *target, struct portinfo *scan,
struct scanstats *ss, struct portinfolist *pil,
int *portlookup, pcap t *pd, u32 *sequences,
stype scantype)

readip pcap(pd, &bytes, target->to.timeout)

// Unfiltered & 7},
if (tcp->th flags & TH RST) newstate = PORT UNFIREWALLED;

Window scan

g e S ARG, A5 gho] 00] ofd HFS 7Hd WESS Rl X EVE dd Y Eo|t
o] AME %A7] FreeBSD , OpenBSD ¢} AIX , Digital Unix oA AFAo]dxqat HZ Bl A= 9%

client -> ACK

server -> RST -> WINDOW (non-zero)

A wee s wE e P

packet 6: host XXX.XXX.XXX.XXX port 20: F:RST -> ttl: 64 win: 0 => closed
packet 7: host XXX.XXX.XXX.XXX port 21: F:RST -> ttl: 64 win: 0 => closed
packet 8: host XXX.XXX.XXX.XXX port 22: F:RST -> ttl: 64 win: 512 => open
packet 9: host XXX.XXX.XXX.XXX port 23: F:RST -> ttl: 64 win: 0 => closed

TTL ©¢] 64 olg&tx= 9 #HFlo] 64 o]|EE | ACK scana of7]of H3]A =1t} Window Zke] 09]
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Window scan simple code

scan_engine.c

pos_scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)
rawsd = socket (AF_INET, SOCK_RAW, IPPROTO_RAW)

broadcast socket (rawsd) ;

// ISN A7H
get random bytes (sequences, sizeof (sequences));

pd = my pcap open live(target->device, 100, (o.spoofsource)? 1 : 0, 20);

flt srchost target->host.s addr;

flt dsthost = target->source ip.s addr;
snprintf (filter, sizeof(filter), " (icmp and dst host %s) or (tcp and src host %s and dst host %s)",
inet ntoa(target->source ip), p, inet ntoa(target->source ip));

set pcap filter (target, pd, flt icmptcp, filter);

// ACK flag 2%
scanflags = TH_ACK;
ack number = get random uint();

send tcp raw_decoys (rawsd, &target->host, o.magic port +
tries * 3 + current->trynum,
current->portno,
sequences [current->trynum],
ack number, scanflags, 0, NULL, O,
o.extra payload,
o.extra payload length);

get syn results(struct hoststruct *target, struct portinfo *scan,
struct scanstats *ss, struct portinfolist *pil,
int *portlookup, pcap_t *pd, u32 *sequences,
stype scantype)

readip pcap(pd, &bytes, target->to.timeout)

// window @ ZAF
if (tcp->th flags & TH RST) {
if (tcp->th win) {
newstate = PORT OPEN;
} else {
newstate = PORT_CLOSED;



NULL scan

Null scanol& ©]&2 TCP &t EE flags AAsHA e FeolA 7FA%H. = ACK |, FIN
RST, SYN , URG, PSH o] 70| ¢t ¥tk otk v x| & o ¢kd B]E( RES1, RES2) & X
A Azl JFE A gorw HAFsteA WR Fex vk Al null HHe] e BSD
HEQA FToMs 43 XEY A9 7S A

client -> NULL (no flags)

server —-> -
HH 2 23 E¥EoA = RST #7& ®HJltlh & inverse mapping ©]t.

client -> NULL (no flags)

server -> RST

RFC oA o] F7e dizle] digats A FostA okokr] wfiol FAAnt H7 vkg Wl
th2

A7 1DS & 9T 4 9o TCP three—way handshake & 33 4 &
oA f-9 29 7158, false positive 7F A4S F AS

Null scan simple code

scan_engine.c

void super scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)
rawsd = socket (AF _INET, SOCK RAW, IPPROTO_ RAW)

broadcast socket (rawsd) ;

pd = my pcap open live(target->device, 92, (o.spoofsource)? 1 : 0, 10);

flt srchost = target->host.s addr;

flt dsthost = target->source ip.s addr;

flt baseport = o.magic port;



// B8 A

snprintf (filter, sizeof(filter), " (icmp and dst host %s) or (tcp and src host %s and dst host %$s and
( dst port %d or dst port %d))", inet ntoa(target->source ip), p, inet ntoa(target->source ip),
o.magic port , o.magic port + 1);

/) BR A7 e wrgo] ex ghow vuix TEF Y TER 47

if ( TIMEVAL SUBTRACT (now, current->sent[current->trynum]) > target->to.timeout)

current->state = PORT_OPEN;
scanflags = 0;

send tcp raw decoys (rawsd, &target->host, i,
current->portno, 0, 0, scanflags, 0, NULL, O,

o.extra payload, o.extra payload length);

while (!timedout && numqueries outstanding > 0 && ( ip = (struct 1ip*) readip pcap(pd, &bytes,

target->to.timeout)))
if (tcp->th flags & TH RST) newstate = PORT CLOSED;

// Super_scan = AHEE B¢ ¥H§o] 24 oW open OE o7]=H]
/7 ol W dAo] 4% AlA"Y] AL o dHYdE Ae® 2T,
// A 2570 ©1%e] port 7t €Y AeE o
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// B PORT FIREWALLED & 3T},

if (numports > 25) {

// 3EE 7tHlE PORT FIREWALLED & W%

XMAS A702 NULL A7 wigjolty, TCP ¢ BE e Z=( ACK, FIN, RST, SYN, URG,
PSH )& AAs7] wFo] XMAS =& g AntA Eg A7 w2olgt FET) ookd Uymr HESS
A7 A3pe] ¥ JEFS FX gornz HAHEHA di=tl o] WH2 BSD UEYA FTof ZHEtE R



XMAS 28E BE flagg A48t 7l 94 IAER wdth vk A SAES TEV 49
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client -> XMAS (all flags)

server -> -
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client -> XMAS (all flags)

server -> RST

RST & ZFPo|JEY} o]dd Adef #st Ar7E gISl7] witol Bul= Aol o] #zl& w2 F4]
AGAM = RST 7S SEo|AdEZ Hullt
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A7 1DS ¢ Three way handshake & 33 4 &
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o4 UNIX 7F 59, false positive 7} B2

XMAS scan simple code

scan_engine.c

void super scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)
rawsd = socket (AF_INET, SOCK_RAW, IPPROTO_RAW)

broadcast socket (rawsd) ;

pd = my pcap open live(target->device, 92, (o.spoofsource)? 1 : 0, 10);

flt _srchost = target->host.s_addr;
flt dsthost = target->source ip.s addr;
flt baseport = o.magic_port;

// ZE AA
snprintf (filter, sizeof (filter), " (icmp and dst host %s) or (tcp and src host %s and dst host %$s and
( dst port %d or dst port %d))",
inet ntoa(target->source ip), p,
inet ntoa(target->source ip),
o.magic port , o.magic port + 1);

/7 B A7 <ke] whgo] @A grow uwA LEZ AW LEZ AF
if ( TIMEVAL SUBTRACT (now, current->sent[current->trynum]) > target->to.timeout)
current->state = PORT_OPEN;

// 8 flag 23
scanflags = TH FIN|TH URG|TH PUSH;



send tcp raw decoys (rawsd, &target->host, i,
current->portno, 0, 0, scanflags, 0, NULL, O,
o.extra payload, o.extra payload length);

while (!timedout && numqueries outstanding > 0 && ( ip = (struct ip*) readip pcap(pd, &bytes,
target->to.timeout)))

if (tcp->th _flags & TH RST) newstate = PORT CLOSED;
o of7]=H

open
At Ao et
A3 Wldo] Q= Ao g 3helstu

// Super scan = A& A9 REgo] x| ¢kow
/7 oo s AAo] GAR AR A o E¥
/7 1A 2570 0148 port 7h A¥ A ¢

// 2% XEE PORT FIREWALLED E 3IT}.

if (numports > 25) {
// EE 7JHlE PORT FIREWALLED % W3
}

TCP Fragmenting
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Fragmentation Simple code

tepip.c

send small fragz(int sd, struct in addr *source, struct in addr *victim, u32 seq, ul6 sport, ulé6
dport, int flags)

{

struct pseudo header ({
/*for computing TCP checksum, see TCP/IP Illustrated p. 145 */
u32 s _addy;
u32 d_addr;
u8 zer0;
u8 protocol;
ul6 length;
bi

unsigned char packet[sizeof (struct ip) + sizeof (struct tcphdr) + 100];

struct ip *ip = (struct ip *) packet;
struct tcphdr *tcp = (struct tcphdr *) (packet + sizeof(struct ip));
struct pseudo header *pseudo = (struct pseudo header *) (packet + sizeof(struct ip) - sizeof (struct

pseudo_header)) ;
unsigned char *frag2 = packet + sizeof(struct ip) + 16;

struct ip *ip2 = (struct ip *) (frag2 - sizeof (struct ip)):;
static int myttl = 0;

int res;

struct sockaddr_ in sock;

int id;

if (!myttl) myttl = (time(NULL) % 14) + 51;

sethdrinclude (sd) ;

/*Why do we have to fill out this damn thing? This is a raw packet, after all */
sock.sin family = AF INET;
sock.sin port = htons(dport);

sock.sin addr.s_addr = victim->s addr;
bzero ((char *)packet, sizeof (struct ip) + sizeof (struct tcphdr));

pseudo->s_addy = source->s_addr;
pseudo->d_addr = victim->s_addr;
pseudo->protocol = IPPROTO_TCP;
pseudo->length = htons(sizeof (struct tcphdr));

tcp->th _sport = htons(sport);
tcp->th _dport = htons (dport);
tcp->th seq = (seq)? htonl(seqg) : get random uint();

tcp->th_off = 5 /*words*/;
tcp->th flags = flags;

tcp->th win = htons(2048); /* Who cares */

tcp->th_sum = in_ cksum((unsigned short *)pseudo,
sizeof (struct tcphdr) + sizeof(struct pseudo_header));

// ARA &Y

bzero((char *) packet, sizeof (struct ip));
ip->ip v = 4;

ip->ip hl = 5;

ip->ip len = BSDFIX(sizeof (struct ip) + 16);



id = ip->ip id = get random uint();
ip->ip off = BSDFIX(MORE_FRAGMENTS) ;
ip->ip_ttl = myttl;

ip->ip p = IPPROTO_TCP;
ip->ip_src.s_addr = source->s_addr;
ip->ip_dst.s_addr = victim->s_addr;

sendto (sd, (const char *) packet,sizeof (struct ip) + 16 , 0, (struct sockaddr *)&sock, sizeof (struct
sockaddr in)

/7 A A

bzero((char *) ip2, sizeof (struct ip)):;
ip2->ip v= 4;

ip2->ip hl = 5;

ip2->ip len = BSDFIX(sizeof (struct ip) + 4); /* the rest of our TCP packet */
ip2->ip id = id;

ip2->ip off = BSDFIX(2);

ip2->ip ttl = myttl;

ip2->ip p = IPPROTO TCP;

ip2->ip src.s_addr = source->s_addr;
ip2->ip dst.s_addr = victim->s_addr;

sendto (sd, (const char *)ip2,sizeof(struct ip) + 4 , 0, (struct sockaddr *)é&sock, (int)
sizeof (struct sockaddr in
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ICMP ping
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ICMP ping simple code

targets.c

sendpingquery (int sd, int rawsd, struct hoststruct *target,
int seq, unsigned short id, struct scanstats *ss,
struct timeval *time, int pingtype, struct pingtech ptech)

icmplen = 8;
pingpkt.type = 8;

pingpkt.code = 0;

pingpkt.id = id;

pingpkt.seqg = seq;

pingpkt.checksum = 0;

pingpkt.checksum = in cksum((unsigned short *)ping, icmplen);

bzero ((char *)&sock, sizeof (struct sockaddr in));

sock.sin family= AF INET;

sock.sin addr = target->host;

send_ip raw( rawsd, &o.decoys[decoy], &(target->host), IPPROTO_ICMP, ping, icmplen);

get ping results(int sd, pcap t *pd, struct hoststruct *hostbatch, int pingtype, struct timeval
*time, struc

t pingtune *pt, struct timeout info *to, int id, struct pingtech *ptech, struct scan lists *ports)

if (pd) A



ip = (struct ip *) readip pcap(pd, &bytes, to->timeout);
} else {
FD_SET(sd, &fd r);
FD SET (sd, &fd x);
res = select(sd+l, &fd r, NULL, &fd x, &tmpto);
if (res == 0) break;
bytes = read(sd, &response, sizeof (response)) ;
ip = (struct ip *) &(response);
}
if (ip->ip_p == IPPROTO_ICMP) {
ping = (struct ppkt *) ((ip->ip _hl * 4) + (char *) ip);
if ( (ping->type == || ping->type == 14 || ping->type == 18)
&& !ping->code && ping->id == id) {
if (hostbatch[hostnum].host.s_addr == ip->ip src.s_addr) {
pingstyle = pingstyle icmp;
newstate = HOST_UP;
}
if (ping->type == 3) {
pingstyle = pingstyle icmp;
newstate = HOST DOWN;
newportstate = PORT FIREWALLED;
} else if (ping->type == 11) {
pingstyle = pingstyle icmp;
newstate = HOST_DOWN;

TCP echo

ICMP 3|7 & ®uli= tjale] TCP ¥

§ ol galA Ag .

A

o

TCP echo simple code

targets.c

sendconnecttcpquery (struct hoststruct *hostbatch,
struct hoststruct *target, int seq,
struct timeval *time, struct pingtune *pt,
struct timeout info *to, int max width)
tgi->sockets[seq] = socket (AF INET,
unblock socket (tgi->sockets[seq]);
init socket (tgi->sockets[seq]);

SOCK_STREAM,

bzero(&sock, sockaddr in len);

sock.sin family AF INET;

sock.sin port htons (o.tcp_probe port);
sock.sin addr.s addr target->host.s_ addr;

res

if ((res -1 || errno == ECONNREFUSED)) {
hostupdate (hostbatch, target, HOST UP, 1, trynum,
&time[seq], pt, tgi, pingstyle connecttcp);
} else if (errno == ENETUNREACH) {
hostupdate (hostbatch, target, HOST_DOWN, 1, trynum,

&time[seq], pt, tgi, pingstyle connecttcp);

e

connect (tgi->sockets[seq], (struct sockaddr *)&sock,sizeof (struct

to,

to,

t}. root FA 7} obd Auk AlgAE=

struct tcpqueryinfo *tqgi,

IPPROTO_TCP) ;

sockaddr)) ;

connect



get connecttcpscan_results(struct tcpqueryinfo *tqgi,
struct hoststruct *hostbatch,
struct timeval *time, struct pingtune *pt,
struct timeout info *to)

res = select(tgi->maxsd + 1, &myfds r, &myfds w, &myfds x, &myto);

if (FD_ISSET (tgi->sockets[seq], &myfds r) [ FD ISSET (tgi->sockets[seq],
&myfds w) || FD_ISSET(tgi->socket
s[seq], &myfds x)) {
res2 = read(tgi->sockets([seq], buf, sizeof (buf)):;
if (res2 == -1) {
switch (errno) {
case ECONNREFUSED:
case EAGAIN:

foundsomething = 1;
newstate = HOST_UP;
break;

case ENETDOWN:
case ENETUNREACH:
case ENETRESET:
case ECONNABORTED:
case ETIMEDOUT:
case EHOSTDOWN:
case EHOSTUNREACH:
newstate = HOST DOWN;
break;
default:
snprintf (buf, sizeof (buf), "Strange read error from %s",
inet ntoa (hostbatch[hostindex].host));
perror (buf) ;
break;
}
} else {
newstate = HOST_UP;
}

TCP SYN

S 2AE°] SYN 917lg HijA RST HHeo] @+ A X gQldh= wyo|t},

TCP SYN simple code

targets.c

sendrawtcppingquery (int rawsd, struct hoststruct *target, int pingtype,
int seq, struct timeval *time, struct pingtune *pt)

myack = get random uint();
myseq = (get random uint() << 19) + (seq << 3) + 3;

send tcp raw decoys( rawsd, &(target->host), sportbase + trynum, o.tcp probe port, myseq, myack,
TH _SYN, 0, NULL, 0, o.extra payload, o.extra payload length);

get ping results(int sd, pcap t *pd, struct hoststruct *hostbatch, int pingtype, struct timeval
*time, struct pingtune *pt, struct timeout info *to, int 1id, struct pingtech *ptech, struct
scan_lists *ports)



readip_pcap (pd,

§fd_r, NULL,

& (response) ;

int newstate = HOST_DOWN;
if (pd) |
ip = (struct ip *)
} else {
FD SET(sd, &fd r);
FD_SET(sd, &fd x);
res = select (sd+1,
if (res == 0) break;
bytes =
ip = (struct ip *)
}
if (ip->ip p ==

TCP ACK

SJES ACK 2155 HuUA RST 7} &9 1

TCP ACK simple code

target&c

sendrawtcppingquery (int rawsd,

int seq, struct timeval *time,
myack = get random uint();
myseq = (get_random uint() << 19) + (seq << 3) +
send tcp_ raw_decoys( rawsd, &(target->host),

TH_ACK, 0, NULL, 0, o.extra payload,

o.extra payload length);
get _ping results(int sd, *pd,
*time, struc

t pingtune *pt,

pcap_t

struct timeout info *to, int id,

int newstate = HOST_ DOWN;

if (pd) |

ip =

} else {
FD_SET(sd, &fd r);
FD SET (sd, &fd x);
res = select (sd+1,
if (res == 0)
bytes =
ip =

(struct ip *)

(struct ip *)

if ==

(ip->ip_p

struct hoststruct *target,

struct hoststruct

IPPROTO_TCP)

Hopgl

3;

sportbase + trynum,

readip pcap (pd,

&fd r, NULL,

break;
read (sd, &response, sizeof (response)) ;

& (response) ;

IPPROTO_TCP)

&fd_x,

*hostbatch,

&fd_x,

&bytes,

newstate

int pingtype,
struct pingtune *pt)

struct pingtech *ptech,

&bytes,

newstate

int pingtype,

to->timeout) ;

&tmpto) ;

read (sd, &response, sizeof (response)) ;

= HOST UP;

4 ojn g},

o.tcp_probe port,

to->timeout) ;

&tmpto) ;

= HOST UP;

myseq,

myack,

struct timeval

struct scan_lists *ports)



Miscellaneous
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UDP scan
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udp scan simple code

scan_engine.c

super scan(struct hoststruct *target, ul6 *portarray, int numports, stype scantype)
rawsd = socket (AF_INET, SOCK_RAW, IPPROTO_RAW)

pd = my pcap open_ live(target->device, 92, (o.spoofsource)? 1 : 0, 10);

flt srchost = target->host.s addr;

flt dsthost = target->source ip.s addr;
flt baseport = o.magic_port;

snprintf (filter, sizeof(filter), "(icmp and dst host %s) or (tcp and src host %$s and dst host %s and
( dst port %d or dst port %d))", inet ntoa(target->source ip), p, 1inet ntoa(target->source ip),

o.magic port , o.magic po
rt + 1);

set pcap filter(target, pd, flt icmptcp 2port, filter);

send _udp raw_decoys (rawsd, &target->host, i,
current->portno, o.extra payload, o.extra payload length);

ip = (struct ip*) readip_pcap(pd, &bytes, target->to.timeout))
icmp = (struct icmp *) ((char *)ip + 4 * ip->ip hl);
switch (icmp->icmp code) {
case 3: /* pOrt unreachable */
if (scantype == UDP_SCAN) {
newstate = PORT_CLOSED;

} else newstate = PORT_FIREWALLED;
break;

openlist = testinglist;

for (current = openlist; current; current = (current->next >= 0)? &scan[current->next] : NULL) {
addport (&target->ports, current->portno, IPPROTO UDP, NULL, PORT_ OPEN);

// Super scan & AFEE A9 ¥hgo] 24 %OW open OF o7
/7 ol Wrsle o] AT A|ARC] A o A AoE 2.
// A 2571 ©]7%9] port 7t E¥ A& At Wldo] e AoFE gRlsta

// % ¥ EE PORT FIREWALLED ¥ 3+

if (numports > 25) {
// XE 7}HlE PORT FIREWALLED & W3t

FTP server bounce scan

oAl = AL gk 2ro]& o] WHE hobbit7} AFTE RFC 959 ¢ ftp port WH e A-$ client 7k
td IP ¢} XE & d3te uE #o® WA 1 3AES XEV dREA
7
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At WAL wu—ftp & old Ao FHEFAW Q=9 thRE ftp TR A X7} HojA o]
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Sun FTP server in SunOS 4.1.x/5.x, SCO OpenServer 5.0.4, SCO UnixWare 2.1, AIX
3.2/4.2/4.2./4.3, Caldera 1.2, RedHat 4.X, Slackware 3.1 - 3.3.

o]%l AL U= 49 WPE PORT Waol 200 ol9le) XES % s skd 47 e & Ak

AH: IS 93 8 £ 9o 2A YELYS HAE 5 a, FHE] e
G =g & FTP "loA 1%

FTP bounce scan simple code

scan_engine.c

bounce scan(struct hoststruct *target, ul6 *portarray, int numports, struct ftpinfo *ftp)
snprintf (targetstr, 20, "%d,%d,%d,%d,", UC(t[0]), UC(t[l]), UC(t[2]), UC(t[31));
for (i=0; portarrayl[i]; i++) |

portno = htons (portarrayl[i]):;

pl = ((unsigned char *) &portno) [0]
p2 = ((unsigned char *) &portno) [1l];
snprintf (command, 512, "PORT %s%i,%i\r\n", targetstr, pl,p2);
send(sd, command, strlen(command), O

’

0
1

res = recvtime (sd, recvbuf, 2048,15);
if (recvbuf[0] == '5') {

else /* Not an error message */

if (send(sd, "LIST\r\n", 6, 0) > 0 ) {
res = recvtime (sd, recvbuf, 2048,12);
if (!strncmp(recvbuf, "500", 3)) {

res = recvtime (sd, recvbuf, 2048,10);

}

if (recvbuf[0] == '1' || recvbuf[0] == '2") {

addport (&target->ports, portarray([i], IPPROTO_TCP, NULL, PORT_OPEN);
if (recvbuf[0] == '1') {

res = recvtime (sd, recvbuf, 2048,5);

recvbuf [res] = '\0';

if (res > 0) {
} else {
addport (&target->ports, portarray([i], IPPROTO TCP, NULL, PORT CLOSED);
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Finger print simple code

nmap o)X= oS3 248 13 (hmap—os—fingerprints ) ¥ 7AAF(osscan.c) & AFg3iT},

*Fingerprint IRIX 6.2 - 6.4 # Thanks to Lamont Granquist
*TSeq (Class=1800)

*T1 (DEF=N%W=CO000 | EF2A%ACK=S++%$F1lags=AS%0ps=MNWNNT)

*T2 (Resp=Y%DF=N%$W=0%ACK=S%Flags=AR%0Ops=)

*T3 (Resp=Y$DF=N%W=CO000 | EF2A%ACK=0%Flags=A%0ps=NNT)



*T4 (DEF=N%W=0%ACK=0%Flags=R%0ps=)
*T5 (DF=N%$W=0%ACK=S++%Flags=AR%0ps=)
*T6 (DEF=N$W=0%ACK=0%Flags=R%0ps=)
*T7 (DEF=N%W=0%ACK=S%Flags=AR%0Ops=)

*PU (DF=N$TOS=0%IPLEN=38%RIPTL=148%RID=ESRIPCK=E$SUCK=E$*ULEN=134%DAT=E

Test O
A A Zol= (FHE FE DS EAD:

> FingerPrint IRIX 6.2 - 6.3 # Thanks to Lamont Granquist

Zv+3] fingerprint’F IRIX 6.2%¥ 6.3 WA7FA] X Lsttt= 4 @3t 1 oS A FES Lamont
Granquist”} IRIX9|A] FingerprintsS 7ZAA}sE 2 23},

*> TSeg(Class=1800)

ISN (Interal Sequence Number) E¥0] i800 classerel] Uti= A Qujsic}, o)A & ztzto] A2

ISNo] 7 A wlx= ISNE T 8009 WlFHEZ AXT= 4 %3}

Test O simple code

while (seq packets sent < NUM SEQ SAMPLES) {
if (o.scan _delay) enforce scan delay (NULL);
send tcp_ raw_decoys (rawsd, &target->host,
o.magic port + seq packets sent + 1,

openport,
sequence_base + seq packets_sent + 1, 0,
TH SYN,
0 ,"\003\003\012\001\002\004\001\011\010\012\077\077\077\077\000\000\00
0\000\000\0OOO"™ , 20, NULL, O);
usleep( MAX (110000, target->to.srtt)); /* Main reason we wait so long is that we need
to spend
more than .5 seconds to detect 2HZ timestamp sequencing -- this also should make ISN sequencing more

regular */

gettimeofday (&seq send times[seq packets_sent], NULL);
seq_packets sent++;

/) AdE B

while (si->responses < seq packets sent && !timeout) {

ip = (struct ip*) readip pcap(pd, &bytes, oshardtimeout);
gettimeofday (&t2, NULL);

lastipid = ip->ip id;

if (ip->ip_p == IPPROTO_TCP) {
tcp = ((struct tcphdr *) (((char *) ip) + 4 * ip->ip hl));
if (ntohs(tcp->th dport) < o.magic port || ntohs(tcp->th dport) - o.magic port >

NUM SEQ SA



MPLES || ntohs(tcp->th sport) != openport) {
continue;

}
if ((tcp->th flags & TH RST)) ({

} else if ((tcp->th _flags & (TH_SYN|TH ACK)) == (TH_SYN|TH ACK)) {
seq_response num = (ntohl (tcp->th ack) - 2 -

sequence_base) ;
if (seq response num < 0 || seq response num >= seq packets sent) {

seq response num = si->responses;
}
si->responses++;
si->seqgs[seq response num] = ntohl (tcp->th seq); /* TCP ISN */
si->ipids[seq response num] = ntohs(ip->ip_ id);
if ((gettcpopt ts(tcp, &timestamp, NULL) == 0))

si->ts seqgclass = TS_SEQ UNSUPPORTED;
else {

if (timestamp == 0) {

si->ts seqclass = TS _SEQ ZERO;

}

si->timestamps[seq response num] = timestamp;
/* printf ("Response #%d -- ipid=%hu ts=%i\n", seq response num,

ntohs (ip->ip
id), timestamp); */
if (si->responses > 1) {
seq diffs[si->responses-2] = MOD DIFF (ntohl (tcp->th seq), si->seqgs[si-
>responses-2]

)i

/* Now we look at TCP Timestamp sequence prediction */
/* Battle plan:
1) Compute average increments per second, and variance in incr. per second
2) If any are 0, set to constant
3) If variance is high, set to random incr. [ skip for now ]
4) if ~10/second, set to appropriate thing
5) Same with ~100/sec

*/
if (si->ts_seqclass == TS SEQ UNKNOWN && si->responses >= 2) {
avg _ts hz = 0.0;
for (i=0; i < si->responses - 1; i++) {
double hz;
hz = (double) ts diffs[i] / (time usec diffs[i] / 1000000.0);
avg ts hz += hz / ( si->responses - 1);
}
if (avg_ts_hz > 0 && avg_ts_hz < 3.9) { // si-> lastboot & A AZL & F Qlt}.
si->ts seqclass = TS_SEQ 2HZ;
si->lastboot = seq send times[0].tv _sec - (si->timestamps([0] / 2);

}
else if (avg ts hz > 85 && avg _ts hz < 115) {
si->ts seqclass = TS SEQ 100HZ;
si->lastboot = seq send times[0].tv _sec - (si->timestamps([0] / 100);
}
else if (avg_ts_hz > 900 && avg ts_hz < 1100) {
si->ts seqgclass = TS _SEQ 1000HZ;
si->lastboot = seq send times[0].tv sec - (si->timestamps([0] / 1000);



}

/* Time to look at the TCP ISN predictability */
if (si->responses >= 4 && o.scan delay <= 1000) {
seq gcd = gcd n_uint (si->responses -1, seq diffs);
if (seq gcd == 0) {
si->seqclass = SEQ CONSTANT;

} else if (seqg gcd % 64000 == 0) {
si->seqclass = SEQ 64K;
} else if (seq gcd % 800 == 0) |
si->seqclass = SEQ 1i800;
} else if (si->seqclass == SEQ UNKNOWN) {
seq_avg_inc = (unsigned int) ((0.5) + seqg avg inc / (si->responses - 1));
for (i=0; i < si->responses -1; i++) {
seq_inc_sum += ((double) (MOD DIFF (seq diffs[i], seq_avg inc))
((double)MOD DIFF (seq diffs
[1], seq_avg inc)));
}
seq_inc_sum /= (si->responses - 1);
/* Some versions of Linux libc seem to have broken pow ... so we

avoid it */
#ifdef LINUX

si->index = (unsigned int) (0.5 + sqrt(seq inc sum));
#else
si->index = (unsigned int) (0.5 + pow(seq inc_sum, 0.5));
#endif
if (si->index < 75) {
si->seqclass = SEQ TD;
/* printf ("Target is a Micro$oft style time dependant box\n");*/
}
else {
si->seqclass = SEQ RI;
/* printf ("Target is a random incremental box\n");*/
}
}
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Test 1 simple code

/* Test 1 */

if (!FPtests[1l]) {
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if (o.scan delay) enforce scan delay(NULL);

send tcp raw decoys (rawsd, &target->host, current port, openport, sequence base,

0,TH BOGUS|TH SYN, 0,"\003\003\012\001\002\004\001\011\010\012\077\077\077\077
\000\000\000\000\OO0O\OOO" , 20, NULL, O);

}

Test 2
*> T2 (Resp=Y$DF=N3W=0%ACK=S%Flags=AR%0ps=)
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Test 2 simple code
/* Test 2 */
if (!FPtests[2]) {
if (o.scan delay) enforce scan delay(NULL);
send tcp raw decoys (rawsd, &target->host, current port +1,
openport, sequence base, 0,0, 0,"\003\003\012\001\002\004\001\011\010\012\0
77\077\077\077\000\000\000\000\000\000" , 20, NULL, O0);
}

Test 3
*> T3 (Resp=Y%DF=N%W=400%ACK=S++%Flags=AS%0ps=M)
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Test 3 simple code

/* Test 3 */

if (!FPtests[3]) {

if (o.scan delay) enforce scan delay(NULL);

send tcp raw decoys (rawsd, &target->host, current port +2,

openport, sequence base, 0,TH SYN|TH FIN|TH URG|TH PUSH, 0,"\003\003\012\00
1\002\004\001\011\010\012\077\077\077\077\000\000\000\000\000\000" , 20, NULL,
0) 7

}



Test 4
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Test 4 simple code

/* Test 4 */

if (!FPtests[4]) {

if (o.scan delay) enforce scan delay(NULL);

send tcp raw decoys(rawsd, &target->host, current port +3,

openport, sequence base, 0,TH ACK, 0,"\003\003\012\001\002\004\001\011\010\
012\077\077\077\077\000\000\000\000\000\0O00O" , 20, NULL, 0);

}

}

Test 5—7
*> T5(DF=N3%W=0%ACK=S++%Flags=AR%0ps=)
*> T6 (DF=N3W=0%ACK=0%Flags=R%0ps=)

*> T7 (DF=N%W=0%ACK=S%Flags=AR%0ps=)
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Test 5—7 simple code

/* Test 5 */

if (!FPtests[5]) {

if (o.scan delay) enforce scan delay(NULL);

send tcp raw decoys(rawsd, &target->host, current port +4,

closedport, sequence base, 0,TH SYN, 0,"\003\003\012\001\002\004\001\011\010\01
2\077\077\077\077\000\000\000\000\000\000" , 20, NULL, 0);

}



/* Test 6 */

if (!FPtests[6]) {

if (o.scan delay) enforce scan delay(NULL);

send tcp raw decoys(rawsd, &target->host, current port +5,

closedport, sequence base, 0,TH ACK, 0,"\003\003\012\001\002\004\001\011\010\01
2\077\077\077\077\000\000\000\000\000\000" , 20, NULL, 0);

}

/* Test 7 */

if (!FPtests[7]) {

if (o.scan delay) enforce scan delay(NULL);

send tcp raw decoys (rawsd, &target->host, current port +6,

closedport, sequence base, 0,TH FIN|TH PUSH|TH URG, 0,"\003\003\012\001\002\004
\001\011\010\012\077\077\077\077\000\000\000\000\000\000" , 20, NULL, O0);

}

Test 8
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Test 8 simplde code

/* Test 8 */

if (!FPtests[8]) {

if (o.scan delay) enforce scan delay(NULL);

upli = send closedudp probe(rawsd, &target->host, o.magic port, closedport);
}

gettimeofday (&tl, NULL);

timeout = 0;
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