SMB(Server Message Block)
UDP(User Datagram Protocol)
ICMP(Internet Control Message Protocol)
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= SMB (Server Message Block)

SMB ?
> Microsoft IBM, Intel
. Unix  NFS .SMB client/server
. Client  server request (file access, ) server
. SMB
NetBIOS :
Microsoft Window2000 SMB CIFS(Common
Internet File System) 1.0 protocol
OS5I TCP/IP
SsS IoIzT8
ZAM i SEIoz]H
H&E NetBIOS NetBIOS | NetBIOS
HE NetBEUI TCP&UDP| TCP/UDP
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= SMB(Server Message Block)

& SMB Message-Exchange Sequence

1. SMB_COM_NEGOTIATE 5. SMB_COM_READ
2. SMB_COM_SESSION_SETUP_ANDX 6. SMB_COM_CLOSE
3. SMB_COM_TREE_CONNECT 7. SMB_COM_TREE_DISCONNECT

4. SMB_COM_OPEN

SMB set ?
CIFS

g -
SMB_COM_NEGOTIATE :

SMB_COM_SESSION_SETUP_ANDX : , Verification
Z -
SMB_COM_TREE_CONNECT : client  access disk
SMB_COM_OPEN,SMB_COM_READ..
5 -
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= SMB (Server Message Block)

NetBIOS ?
> Windows application
NetBIOS . SMB Server
Redirector, Browsing NetBIOS
(15byte) lbyte . server
[20],Browsing WORKGROUP[1D] WORKGROUP GROUP
NetBIOS | COMPUTERMAME[20] COMPUTERNAME[00] COMPUTERNAME[03] YWORKGROUPI1D]
Applications — Server Redirector Messenger Browsing

MNetBIO=

over TCP/IP | | meR B | |
(NetBT) — | NetBIOS MNetBIOs | | NetBIOS |
| Session Mame | | Datagram|




= SMB (Server Message Block)

(huichang) Workgroup Iworld Prosvc

1. Iworld

Application( ) Application

Get Iworld list Get Iworld list

Redirector Browsing
Sender: huichang[00]
/Redirector
: Broadcast Receiver: lworld[1D]
- multicast /Browsina

huichang Pdc (master browser)




= SMB(Server Message Block)

(huichang) workgroup Iworld Prosvc
2. Pdc  Iworld . Pdc NetBIOS

Application( ) Application(?)

Redirector Server
Sender: huichang[00] I
/Redirector
pdc Receiver:pdc[20]
/Server
Session num: 1
huichang pdc(master browser)

ﬁ




= SMB (Server Message Block)

(huichang) workgroup Iworld Prosvc
3. Pdc : SMB

Application( ) Application(?)

Negotiate : SMB

String type(uni code). File
lock

Data only Data only

Local: 1 Local: 100
Remote: 100 ' Remote: 1

Local :
Remote : 100

huichang pdc(master browser)

ﬁ




= SMB (Server Message Block)

WORKGROUP

HSB

4| smb_with nethios _over_toplp, cap: Decode, 58/142 Ethemet Frames =10/
. |DelaTime | Souce Addess st Address Summary N
[1}55 0.060.088)0.00104407F845 0 FFFFFFFFFFEF RIP: request: find 1 network, FFEFFFEF
[]]56 0.060.089|0.00104407F845 0. FFFFFFFFFFEF RIP: request: find 1 network, FFEFFFEE
[1]57 0.060.092/0.00104407F845 | FFFFEEFFFEER RIP: request: find 1 netvork, FFEFFFFF
[115 04| BB+ BE462F HetBIOS . [ Get Backup List Reguest
L]}5 0.000.145|BB+N1 GE462F NetBIOS BROWSER: C Get Backup List Request
L6 0.000.272|BB+N1 622038 HetBIOS ERONSER R Backup List HASH
LIT® 0.042.340| BE+N1 GE462F HetBIOS HETE, Find name HASE:20) <«
L]]62 0.000.265 BE+N1 622038 BB+H1 BE462F NETB; Name HASB<20: recognized
L]]63 0.000.043BB+N1 BE462F BE+HL 622038 NETB: Find name HASH:20:
L] b4 0.000.244| BB+N1 622038 BE+H1 BE462F NETB: Name HASB«<20: recognized
L]]65 0.000.030|BE+N1 BE462F BE+H1 622038 LIC: C D=F0 5=F0 SABME P
L]]66 0.000.206|BB+N1 622038 BB+H1 8E462F LIC. R D=F0 S=F0 UA F
[]]67 0.000.026{BB+N1 BE462F BE+H1 622038 LLC: C D=F0 5=F0 RR NR=0 P
[]]68 0.000.201|BB+N1 622038 BE+H1 8E462F LIC; R D=F0 S=FO RR WR=0 T -
ﬂiﬂ 0000 02710001 aT4CaT DO 233020 WOTD, T=-02 2-01 Crmma i awaba=lams LlJ
[ §] NETB. —— NETBIOS Datagran —— 4
I ¥ETB:
@ NETE: Header length = 44, Data length = 92 J
@ NETB: Delimiter = EFFF (NETBIOS)
@ NETE: Command = 8 (Datagran)
~B) NETB: Datal = 00
I} NETB: Data2 = 0000
@ HETE: Transmit correlator = 0000
@ WETE: Response correlator = 0000
@ WETE: Receiver's name = WORKGROUP<1D: «<Master Browser:
@ NETB: Sender's nane = HUICHANG<O0: <Workstation/Redirector:
I ¥ETB: v
1| | ®
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=« SMB (Server Message Block)

tcp.pptl
203 134
SMB
203 134 ftcp.pptl
203
134 tcp.pptl
203 134 tcp.pptl
Tcp.pptl
203 SMB data

CIFS/GHE

CTIFG/SHB

CIFS/SHE
CIFS-5HB

CIFS/SHE

CIF5/5HE:

CIF5<5HB:
CIFS/SHE:
CIFS/SHB:
CIES/5HB:

CIFS/5HE:

- -l LLLE O
: R Tranzaction(2) (to frame 1) Status=
C Create File Name=“tocp pptl
R Create File (to frame 3) Status= 0K  H=4002
Transaction(?) (to frams 5) Status= OK
Write File H=4002 Bytes=G12 Start=0, End=512
Write File (to frame 7) Status= 0K
Write File H=4002 Bytes=612, Start=512, End=1024
¢ R Write File (to frame %) Status= 0K
C Write File H=4002 Bytes=512. Start=1024 End=153f
. B Write File (to frame 11) Status= OF

U B B R |

nto= ot ':a-:.n -

Transaction{?) Get File/Dir Information. “tcp.pptl, Infos Stands
Get File/Dir Information

o

.

%
&

i e e e B e e B e e R B

]il | | II__II | | I--

I! SMB: Timeout to completion
0SB Ressrved(MEZ)

I! SMB: Number of data bytes in

I! SMB: Setup word count = 1

N SHE: Reserved(NBZ) = (0
I! SMB: Setup words = 0500
M 5B Trans? function = 0005

I! SMB: Byte Count

I! SMB: Number of parameter bytes in this buffer
I! SHB: Offset from header to paranster bytes

I! SMB: Offset from header to data bytes

o delay
nooo

16

ki

this buffer = [

i
oo
=

(Get FilevDir Information)
=19

M 5B Transsction name(MBZ if Trans?) = 17408

- SHB: Parameter bytes = 0100000000005C7463702E7070743100
-1 Sip Get FileDir Informstion Function header

-1 sHiB

5B Function = 0005 (Get FilesDir Information)
B 5B Information level = 0001 (Standard)

M 5B Reserved(HBZ) = 00ooooon

Q SHB: Files/Directory nane = “top.pptl

-1 SHE:

S e e

l.)k;MDecode &MﬁﬁﬁfﬁHb&i;Wﬂaz}@Fﬂfme‘ol;fﬁiai-‘:'f-@ﬁaﬁﬂtbﬁﬁf




= SMB (Server Message Block)

SMB  Window

NFS : Window

SAMBA( ) Window NFS

Novell NetWare CIFS Windows 2000 Windows
Windows 2000  Netware Gateway




= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

: UDP process write datagram
datagram 65535 byte(lp header length field 16 bit)
8 byte . Source,destination port number,length field
checksum . TCP

field . UDP




= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

= UDP ?
1. Flow control : ?
2. Fragmentation : datagram fragmentation
3. Reliability : ?- ?
= UDP — ICMP protocol
Flow control — host icmp source quench error
(type 4 , code 0) . icmp
Fragmentation — UDP IP DF  set fragment
icmp need to fragment(type 3, code 4)
Reliability - UDP host gateway icmp host unreachable
(type 3, code 1) . host

icmp protocol unreachable(type 3, code 3)




= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

= UDP

TCP

UDP

TCP
UDP data

TCP

client server

UDP ICMP . TCP




= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

& ICMP ?

2P error (attention)

IP ICMP
header

type code
Echo request

Echo reply

Source quench

8
0
4
Network unreachable : 3
Host unreachable 3
Protocol unreachable 3
Port unreachable 3
Fragment needed(DF bit set) 3

Time to live equals 0 : 11




= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

# ICMP echo request and reply

8 bit type 8 bit code 16 bit checksum
16 bit identifier 16 bit sequence
number

Contents depends on type and
code

-inix
Status [DelaTime | Source & | Diest Addiess [ Summary o]
| 0,445 761 0002FD217ADD Bridge Group Addr |EFDU: S:Pri=8000 Port=801D0 Root:Pr
0.397 . 624 133 219 .25 ICHE: Echo
0. 1%6. 30 255 3 ICHP: Echo reply =
ARP: C PA=[203 255,157 62 _PR£3'=Iilll
/ S St e s e
Type = 0 (Echo reply)
Code = 1
Checksun = 145C {correct)
Identifier = 512
Sequence number = 16128
[32 bvites of data]
[Hormal end of "ICHF header" ]

i&,-}Experbﬁ\Decode A'-Ms’ttfirﬁHﬂa’t:TﬁHa.kEm’tuc‘nl;Eﬁa’t:'}{'E-’iaﬁaﬁca i




= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

# ICMP time to live equals O

+
]:QQQQQQQQQQQ'.:E i

ICHE: Twpe 11 (Time excesded)

ICHP: Code = 0 (Tine to live sxceeded in transit)
ICHP: Checksun = FAFF (correct)

ICHF: [Hormal snd of "ICHF header" ]

ICHF: IF header of originating message (description follows)

ICHF® ———— IF Header

ICHF® Vermion = 4. header length = 20 hytes
ICHF: Type of service = [0
ICHP: ann ] = routine

\

il e et
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= UDP(User Datagram Protocol) & ICMP(Internet Control Message Protocol)

# |CMP port unreachable

ICHP Deqtlnatlun unraa:hable {PDTt unrﬂa:hahlej Gjﬂ

CHE: Type = 3 (Destination unreachahbls) i
ICHP: Code = 3 (Fort unreachable) i
ICHE: Checksun = FBOJ (correct) i
ICHP: i
ICHE: [Normal end of "ICHP header' | e
ITHE: ﬂJ
ICHE: TP header of originating message (descriphion follows)
ICHE: |
ICHF: —— IP Header i

CHE:
ICHE: Version = 4. header length = 20 bytes

Ci service = [0




