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1 Overview 

1.1 Overview 

?? Socket information 

- Use only TCP socket 

- Port number should always be 1863, but the server can specify another port. 

?? Types of Servers 

server  description 

Dispatch Server 

Initial point of connection. Refers users to the appropriate  

notification server. This server can be connected through 

messenger.hotmail.com on port 1863. 

Notification Server 

This is where the entire session is maintained. Almost 

everything happens here, including state changes, list 

retrieval and changes , chat request and email notification. 

Switchboard Server 

Gateway between users for chat. A new switchboard 

session is opened for every chat window in MSN. All 

messages go through here, along with invitations for 

services such as file transfer and voice chat. 
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1.2 Flow 

Dispatch server

hsugy@hotmail.com
202.30.31.35

Notification Server

Connection 확립

Notifi
catio
n srev
er의 I
P & p
ort를 
알려줌

Connection 종료

Connection 확립

Authentication

MSN Session 확립

Switchboard Server

Switchboard Server 
IP & Port 알려줌

Connection 확립

Message 송수신

Connection 종료

MSN Session 유지

MSN Session 유지
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2 Connecting 

2.1 Flow 

Messenger.hotmail.com
64.4.13.17  : 1863      

hsugy@hotmail.com
202.30.31.35

64.4.13.151 : 1863 

DS

SYN

SYN & ACK

ACKVER 1MSNP7 MSNP6 
MSNP5 MSNP4 CVR0

VER 1MSNP7 MSNP6 
MSNP5 MSNP4 CVR0

INF 2

INF 2 MD5

USR 3 MD5 I 
hsugy@hotmail.com

XFR 3 NS 64.4.13.151:1863  0 64.4.13.17:1863

FIN

FIN & ACK

ACK

SYN

SYN & ACK

ACKVER 4MSNP7 MSNP6 
MSNP5 MSNP4 CVR0

VER 4MSNP7 MSNP6 MSNP5 MSNP4 CVR0

INF5
INF 5 MD5

USR 6 MD5 I 
hsugy@hotmail.com USR 6 MD5 S *.*         (*.* : hashing value)

USR 7 MD5 S *.*
USR 7 OK hsugy@hotmail.com

Initial Message

Contact list 정보

인증과정

Session

NS
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3 Messaging 

3.1 Flow 

monsterdarlf@hotmail.com ? hsugy@hotmail.com 

64.4.12.189  :   1863      

monsterdarlf@hotmail.com
202.30.31.79

64.4.12.113    :    1863 

SS

NS
hsugy@hotmail.com
202.30.31.35

64.4.13.151    :    1863 

NS

XFR 13 SB XFR 13 SB 64.4.12.189:1863
CKI 17129072.1031580585.10883

SYN

ACK

Connection 확립

USR 27 monsterdarlf@hotmail.com 
17129072.1031580585.10883

USR 27 OK monsterdarlf@hotmail.com 

CAL 28 hsugy@hotmail.com

CAL 28 RINGING 17129072

RNG 17129072 64.4.12.189:1863 CKI 
1031580585.16819 monsterdarlf@hotmail.com ~

ACK
SS로 SYN 보낸 후에 전송

SS로 SYN 보낸 후에 전송ACK

SYN

ACK

Connection확립

ANS 242 hsugy@hotmail.com 
~ 1031580585.16819.17120972

IRO 242 11 monsterdarlf@hotmail.com
ANS 242 OK

JOI hsugy@hotmail.com
MSG 29 U 97 
…

Content-Type: text/msmsgscontrol
TypingUser: monsterdarlf@hotmail.com

MSG monsterdarlf@hotmail.com ~ + 수신한 내용

ACK

ACK
MSG hsugy@ho

tmail.com

+ 수신한 내용
MSG 30 U 97 
…

Content-Type: text/msmsgscontrol
TypingUser: monsterdarlf@hotmail.com

MSG monsterdarlf@hotmail.com+ 수신한 내용

OUT

BYE hsugy@hotmail.com

FIN

FIN & ACK

ACKACK

FIN
FIN & ACK
ACK

Connection 종료

Connection 종료

ACK

ACK

MSG monsterdarlf@hotmail.com+ 수신한 내용

MSG 31 N 130 
…

Content-Type: text/plain
… test

ACK

ACK MSG hsugy@h
otmail.com

+ 수신한 내용

MSG 243 U 90 
…

Content-Type: text/msmsgscontrol
TypingUser: hsugy@hotmail.com

ACK

ACK

MSG hsugy@h
otmail.com

+ 수신한 내용

MSG 244 N 139 
…

Content-Type: text/plain
… the end

ACK

ACK
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4 File Transfer 

4.1 Flow  

monsterdralf@hotmail.com ? hsugy@hotmail.com 

64.4.12.171  :   1863      

monsterdarlf@hotmail.com
202.30.31.79

64.4.12.113    :    1863 

SS

NS
hsugy@hotmail.com
202.30.31.35

64.4.13.151    :    1863 

NS

XFR 11 SB XFR 11 SB 64.4.12.171:1863
CKI *.*.*  (*.*.* ??)

SYN

ACK

Connection 확립

USR 1 monsterdarlf@hotmail.com 
*.*.*

USR 1 OK monsterdarlf@hotmail.com 
CAL 2 hsugy@hotmail.com

CAL 2 RINGING * (*: request ID)

RNG * 64.4.12.171:1863 CKI *.* 
monsterdarlf@hotmail.com ~

ACK
SS로 SYN 보낸 후에 전송

SS로 SYN 보낸 후에 전송ACK

SYN

ACK

Connection확립

ANS 238 hsugy@hotmail.com 
~ *.* *

IRO 238 11 monsterdarlf@hotmail.com

ANS 238 OK

JOI hsugy@hotmail.comMSG 3 N 276 
…

Application-Name : File Transfer
Invitation-Command : INVITE
Application-File : exp.txt
Application-FileSize : 194

MSG monsterdarlf@hotmail.com + 수신한 내용

ACK

ACK

ACK

MSG hsugy@
hotmail.com

+ 수신한 내
용MSG 4 U 240 

…
Invitation-Command : ACCEPT
Inviation-Cookie:15466
IP-Address : 202.30.31.79
Port : 6891
AuthCookie:346888

MSG monsterdarlf@hotmail .com+ 수신한 내용

SYN

SYN & ACK

ACK

Connection확립

VER MSNFTP

VER MSNFTP

USR hsugy@hotmail.com ~ 
346888

FIL 194

TFR

Sending file

FIN & ACK

BYE 16777989

...

FIN

ACK

Connection 종료

ACK

ACK
OUT

BYE hsugy@hotmail.com
FIN

FIN & ACK

ACK
ACK

FIN
FIN & ACK
ACK

Connection 종료

Connection 종료

MSG 4 N 182 
…

Invitation-Command : ACCEPT
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