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Safe Mode is an attempt to solve the shared-server security problem. It is architecturally incorrect
to try to solve this problem at the PHP level, but since the alternatives at the web server and OS
levelsaren't very redlistic, many people, especially I1SP's, use safe mode for now.

The configuration directives that control safe mode are:

safe_node = Of

open_basedir =

safe _node_exec_dir =
safe_node_al | owed_env_vars = PHP_

saf e_node_protected_env_vars = LD LI BRARY_PATH
di sabl e_functions =

When safe_mode is on, PHP checks to see if the owner of the current script matches the owner of
the file to be operated on by afile function.

For example:
STWFWT - - 1 rasnus rasmus 33 Jul 1 19:20 script.php
SPWF--F-- 1 root r oot 1116 May 26 18:01 /etc/passwd

Running this script.php
<?php
readfile('/etc/passwd');
?>
results in this error when safe mode is enabl ed:
<b>War ni ng</ b>: SAFE MODE Restriction in effect. The script whose uid is 500
is not allowed to access /etc/passwd owned by uid 0 in

<b>/ docroot/scri pt. php</b> on |ine <b>2</b>

If instead of safe_mode, you set an open_basedir directory then all file operations will be limited
to files under the specified directory. For example (Apache httpd.conf example):

<Di rectory /docroot >
php_adm n_val ue open_basedir /docroot
</Directory>

If you run the same script.php with this open_basedir setting then thisis the result:
<b>War ni ng</ b>: open_basedir restriction in effect. File is in wong directory
LB>/docroot/script.php</b> on line <b>2</b>

Y ou can aso disable individual functions. If we add thisto our php.ini file:
di sabl e_functions readfile, system

Then we get this output:

<b>War ni ng</ b>: readfile() has been disabled for security reasons in
<b>/ docr oot/ scri pt. php</b> on |ine <b>2</b>
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Watch for uninitialized variables

<?php
i f($user=="rasmus') {
$ok = true;
}
i f($ok) {
echo "$user |ogged in";
?>

Catch these by setting the error_reporting level to E_ ALL. The above script would generate this
warning (assuming $user is set):

<b>War ni ng</ b>: Undefined variable: ok in <b>script.php</b> on |ine <b>6</b>

You can of course also turn off register_globals, but that addresses the symptom rather than the
problem.
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Never trust user datal

<?php
readfil e($fil ename);
2>

Turning off register_globals doesn't make this any more secure. The script would instead |ook
likethis:

<?php
readfil e($HTTP_POST_VARS['fil enane']);
?>

The only way to secure something like thisis to be really paranoid about cleaning user input. In
this case if you really want the user to be able to specify afilename that gets used in any of PHP's
file functions, do something like this:

<?php
$doc_root = $HTTP_SERVER VARS[ ' DOCUVENT ROOT' | ;
$filenane = real path($fil enane);

readfil e($doc_root. $fil enane);
?>

You may also want to strip out any path and only take the filename component. An easy way to
do that is to use the basename() function. Or perhaps check the extension of the file. Y ou can get
the extension using this code:

<?php
$ext = substr($str,strrpos($str,'."));
?>
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Again, never trust user datal

<?php
system("ls $dir");
2>

In this example you want to make sure that the user can't passin $dir set to something like: ".;cat
letc/passwd” The remedy isto use escapeshellarg() which places the argument inside single quotes
and escapes any single quote charactersin the string.

<?php
$di r=escapeshel l arg($dir);
system("ls $dir");

?>

Beyond making sure users can't pass in arguments that executes other system calls, make sure that
the argument itself is ok and only accesses data you want the users to have access to.
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Many users place code in multiple files and include these files:

<?php
require 'functions.inc';
?>

Or perhaps

<?php
require 'functions. php';
?>

Both of these can be problematic if the included file is accessible somewhere under the
DOCUMENT_ROOT directory. The best solution is to place these files outside of the
DOCUMENT_ROOT directory where they are not accessible directly. You can add this external
directory to your include_path configuration setting.

Another option is to rgject any direct requests for these files in your Apache configuration. You
can use arulelike thisin your "httpd.conf" file:

<Files ~ "\.inc$">
O der all ow, deny
Deny from all
</Files>
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Take this standard file upload form:

<FORM ENCTYPE="nul ti part/form data" ACTI ON="upl oad. php" METHOD=POST>
<I NPUT TYPE="hi dden" name="MAX_FI LE_SI ZE" val ue="100000">

Send this file: <INPUT NAME="nyfile" TYPE="file">

<I NPUT TYPE="subm t" VALUE="Send Fil e">

</ FORM>

The correct way to put the uploaded file in the right place:

<?php
/ Not under DOCUMENT_ROOT /
$destination = "/sone/ path/ $nyfile_name";

nove_upl oaded_fil e($nmyfile, $destination);
?>

If you are uploading files to be placed somewhere under the DOCUMENT_ROOT then you need
to be very paranoid in checking what you are putting there. For example, you wouldn't want to let
people upload arbitrary PHP scripts that they can then browse to in order to execute them. Here
we get paranoid about checking that only image files can be uploaded. We even look at the
contents of the file and ensure that the file extension matches the content.

<?php

$type = $HTTP_PCST_FI LES[ ' nyfile' ]['type'];
$file = $SHTTP_POST_FI LES[' nyfile' ]['tnp_nane'];
$name = $HTTP_ PCST _FILES[" nyfile ][' name'];
$types = array(0,'.gif', .jpg ,'.png ,'.sw');
list(,,$type) = getinage5|ze($flle)
if($type) {

$nanme = substr($name, 0, strrpos($str,'."));

$nanme .= $types[ $type];

}
nove_upl oaded_fil e($nyfile, "$DOCUMENT_ROOT/i mages/ $nane");
?>
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Client/Server Request/Response

HTTPisasimple client/server protocol with statel ess request/response sequences.

The Client HTTP Request

7 possible HTTP 1.1 request types. GET, PUT, POST, DELETE, HEAD, OPTIONS and TRACE.
Any number of HTTP headers can accompany a request.

GET /fil enane. php HTTP/ 1.0

Accept: image/gif, image/x-xbitmap, inmagel/jpeg, inmage/pjpeg, imagel/png, /
Accept - Charset: is0-8859-1,*,utf-8

Accept - Encodi ng: gzip

Accept - Language: en

Connection: Keep-Alive

Host: | ocal host

User-Agent: Mozilla/4.77 [en] (X11; U, Linux 2.4.5-pred4 i686; Nav)

The Server HTTP Response

HTTP/ 1.1 200 K

Date: Mon, 21 May 2001 17:01:51 GMI

Server: Apache/ 1. 3.20-dev (Unix) PHP/4.0.7-dev
Last-Mdified: Fri, 26 Jan 2001 06: 08: 38 GMJI
ETag: "503d3-50-3a711466"

Accept - Ranges: bytes

Content-Length: 80

Keep-Alive: tinmeout=15 nax=100

Connection: Keep-Alive

Content - Type: text/htm
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Keep-Alive

When a keep-alive request is granted the established socket is kept open after each keep-alive
response. Note that a keep-alive response is only possible when the response includes a
content-length header.

request
request
request
request

AP WNPE

20 bytes
120 bytes
60 bytes
?? bytes

You cannot rely on the keep-alive feature for any sort of application-level session state
maintenance.

Using Output Buffering to get content-length

<?php
ob_start();
echo "Your Data";
$l = ob_get_length();
Header (" Content-length: $I");
ob_end_flush();
7>

You will have to weigh the trade-off between the extra cpu and memory that output buffering
takes against the increased effciency of being able to use keep-alive connections for your dynamic

pages.
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References

References are not pointers!

<?php
$f oo
$bar

?>

Bfoo —[> Hello

fpar —3 World

<?php
$bar = & $foo;
?>

$f oo —|> Hello ref count = 2

Flhar

-10-
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Returning References

Passing arguments to afunction by reference

<?php

function inc(& $b) {
$Sh++;

}

$a = 1;
i nc($%$a);
echo $a;
?>

Output:
2

A function may return areference to data as opposed to a copy

<?php

function & get _data() {
$data = "Hello World";
return $dat a;

}
$foo = & get_data();
2>

-11 -
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A variable variable looks like this; $$var

So, if $var = 'foo' and $foo = 'bar' then $$var would contain the value 'bar' because $$var can be
thought of as $foo" which is simply $foo which has the value 'bar'.

Variable variables sound like a cryptic a useless concept, but they can be useful sometimes. For
example, if we have a configuration file consisting of configuration directives and values in this
format:

f oo=bar
abc=123

Then it isvery easy to read thisfile and create corresponding variables:

<?php
$fp = fopen('config.txt',"'r');
while(true) {
$line = fgets($fp, 80);
if(!feof ($fp)) {
if($line[0]=="# || strlen($line)<2) continue;
|'i st ($nane, $val ) =expl ode(' =", $line, 2);
$$name=tri m $val );
} el se break;

}
fcl ose($fp);
?>

Along the same lines as variable variables, you can create compound variables and variable
functions,

<?php
$str = 'var';
$var_toaster = "Hello World";
echo ${$str.' _toaster'};

$str(); s a function named var ()
/

/11 I
${$str.' _abc'}(); [/ Calls a function naned var_abc()
?>

-12 -
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Slide 12150 Cookie Expiry

Problem

Short expiry cookies depend on users having their system clocks set correctly.

Solution
Don't depend on the users having their clocks set right. Embed the timeout based on your server's
clock in the cookie.

<?php
$value = tinme()+3600 . ':' . $variable;
Set Cooki e(' Cooki e_Name', $val ue);

?>

Then when you receive the cookie, decode it and determineif it is still valid.

<?php
list($ts,$variable) = explode(':', $Cooki e_Nane, 2);
if($ts < time()) {

} else {
Set Cooki e(' Cooki e_Nane','");
by

-13-
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Optimization

Don't use aregex if you don't have to
PHP has arich set of string manipulation functions - use them!

BAD: <? $new = ereg_replace("-","_",$str),; ?>
GO0D: <?  $new = str_replace("-","_",$str); ?>
BAD: <? preg_match('/(\..*?)$/', $str, $reg); ?>
GOOD: <? substr($str,strrpos($str,'.")); ?>

Use References if you are passing large data structs around to save memory

There is a tradeoff here. Manipulating references is actually a bit lower than making copies of
your data, but with references you will be using less memory. So you need to determine if you are
cpu or memory bound to decide whether to go through and look for places to pass references to
datainstead of copies.

Use Pearsistent Database connections

Some database are slower than others at establising new connections. The slower it is, the more
of an impact using persistent connections will have. But, keep in mind that persistent connections
will sit and tie up resources even when not in use. Watch your resource limits as well. For
example, by default Apache's

Using MySQL? Check out mysqgl _unbuffered query()

Use it exactly like you would mysgl_query(). The difference is that instead of waiting for the
entire query to finish and storing the result in the client API, an unbuffered query makes results
available to you as soon as possible and they are not alocated in the client API. You potentially
get access to your data quicker, use alot less memory, but you can't use mysgl_num_rows() on the
result resource and it islikely to be dlightly slower for small selects.

Hey Einstein!

Don't over-architect things. If your solution seems complex to you, there is probably a simpler
and more obvious approach. Take a break from the computer and go out into the big (amazingly
realistic) room and think about something else for a bit.

-14 -
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Connection Handling

PHP maintains a connection status bitfield with 3 bits:

0 0-NORMAL
0 1-ABORTED
o 2-TIMEOUT

By default a PHP script is terminated when the connection to the client is broken and the
ABORTED bhit is turned on. This can be changed using the ignore _user_abort() function. The
TIMEOUT bhit is set when the script timelimit is exceed. This timelimit can be set using
set_time_limit().

<?php

set_tine limt(0);

i gnore_user _abort(true);

/ code which will always run to conpletion /
?>

Y ou can call connection_status() to check on the status of a connection.

<?php

i gnore_user _abort(true);
echo "sone output”;

i f(connection_status()==0) {

/1 Code that only runs when the connection is still alive
} else {

/1 Code that only runs on an abort
by

You can aso register a function which will be caled at the end of the script no matter how the
script was terminated.

<?php
function foo() {
i f(connection_ status() & 1)
error _| og(" Connecti on Aborted", 0);
i f(connection_status() & 2)
error_| og("Connection Tined Qut", 0);
i f(!connection_status())
error_log("Normal Exit",O0);
}

regi ster_shutdown_function('foo');
?>

-15-
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Optimizing MySQL Usage

January 22, 2003

Check these

Don't fetch 10,000 rows and only use 5, useaLLIMIT clause
Make sure you have keys on the right columns
--log-dlow-querieq[=file_name] can help here

So can --log-long-format to show non-indexed queries

Use mysgldumpslow to look at these

A non-indexed query

o O O O O

<?

mysqgl _connect (' | ocal host');

nmysql _sel ect _db('foo0");

$result = nysql _query("select * fromusers where ts>0");
?>

And an indexed query

<?
$result = nysql _query(
"select * fromusers where id='rasnus'");
echo "<pre>";
systen(' nysql dunpsl ow );
echo "</pre>\n";
?>

Output:

Count: 7 Tine=0.00s (0s) Lock=0.00s (0s) Rows=2.
nobody[ nobody] @ ocal host

select id, emil,

date format(ts,'S') as d

fromusers order by ts

o

(14),

Count: 6 Tine=0.00s (0s) Lock=0.00s (0s) Rows=2.0 (12),
nobody[ nobody] @ ocal host
select * fromusers

Count: 1 Tine=0.00s (0s) Lock=0.00s (0s) Rows=2.0 (2),
nobody[ nobody] @ ocal host
select * fromcoments

Count: 3 Tine=0.00s (0s) Lock=0.00s (0s) Rows=2.0 (6),
nobody[ nobody] @ ocal host
sel ect * fromusers where ts>N

Count: 6 Tine=0.00s (0s) Lock=0.00s (0s) Rows=2.
nobody[ nobody] @ ocal host
select * fromusers order by id

o

(12),

Count: 5 Tine=0.00s (0s) Lock=0.00s (0s) Rows=3.0 (15),
nobody[ nobody] @ ocal host
sel ect * fromcoments order by ts desc

-16 -
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User Defined Functions

Y ou can execute PHP code as a user defined function inside MySQL .

L oading the PHP UDF library

CREATE FUNCTI ON php RETURNS STRI NG SONAME ' nyphp. so' ;

Hello World
nmysql > SELECT php(' hello, world!");
o e e e e e e e e e e e m e mmmamoo +
| php(' hello, world!") |
NN +
| hello, world! |
T +

1 rowin set (0.36 sec)

nysql> SELECT php(" strftlne( %")');

| php('strftinme("%")"') |

1 rowin set (0.36 sec)

Applying PHP on a selected column

mysqgl > CREATE TABLE test (s varchar(255))
nmysql > insert into test values (' |guana

turtle'), ('aardvark');
nysql> select s, php(' strlen($argv[1])',s

). (
) FROM test;

+
1
1
1
1
1
1
1
1
1
1
—_— +
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
+

| iguana 6 |
| turtle 6 |
| aardvark | 8 |
R o e e e e e e oo +
3 rows in set (1.07 sec)

Oh my!

mysqgl > create table code (nane varchar(255), code medi unbl ob) ;
mysqgl > insert into code values ('capitalize', trtoupper($argv[1]) );
nysql> sel ect php(code s) FROM test, code WHERE code. nanme = capltallze

............. +
| 1 GUANA |
| TURTLE |
| AARDVARK |
e +

-17 -
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Before installing or building PHP you will need to install the various libraries you are planning on
having PHP use. We will be using the pdflib library later on in this course. Here is how you
would download, compile and install this library.

pdflib

% wget http://ww. pdflib.conlpdflib/downl oad/ pdflib-4.0.3.tar.gz
%tar zxvf pdflib-4.0.3.tar.gz

% cd pdflib-4.0.3

% ./configure --enable-php=no --without-java --w thout-tcl

% make

% make install

But, for the most part you should be able to download the appropriate -devel package from
whataver Linux distribution you are on.

-18 -
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Building PHP from source

Grab atarball (.tar.gz file) from php.net/downloads.php or a CV S snapshot from snaps.php.net.

% tar zxvf php-4.3.0.tar.gz

% cd php-4.3.0

% ./configure --help

“configure' configures this package to adapt to many ki nds of systens.

Usage: ./configure [OPTION... [VAR=VALUE]...

To assign environnent variables (e.g., CC, CFLAGS...), specify them as
VAR=VALUE. See bel ow for descriptions of sonme of the useful variables.

Defaults for the options are specified in brackets.

Confi gurati on:

-h, --help display this help and exit
--hel p=short di splay options specific to this package
- - hel p=recursive di splay the short help of all the included packages
-V, --version di splay version information and exit
-q, --quiet, --silent do not print “checking...' nessages
--cache-file=FILE cache test results in FILE [disabl ed]
-C, --config-cache alias for “--cache-file=config.cache'
-n, --no-create do not create output files
--srcdir=DIR find the sources in DIR [configure dir or ~.."]

Installation directories:
- - prefi x=PREFI X install architecture-independent files in PREFI X
[/usr/]ocal]
--exec-prefi x=EPREFI X install architecture-dependent files in EPREFI X

[ PREFI X]
By default, “nake install' will install all the files in
“Jusr/local/bin', “Jusr/local/lib" etc. You can specify
an installation prefix other than “/usr/local' using “--prefix',

for instance "--prefix=$HOVE .
For better control, use the options bel ow

Fine tuning of the installation directories:

--bindir=DR user execut abl es [ EPREFI X/ bi n]
--sbindir=DI R system adm n execut abl es [ EPREFI X/ sbhi n]
--libexecdir=D R program execut abl es [ EPREFI X/ | i bexec]
--datadi r=DI R read-only architecture-independent data [ PREFI X/ share]
--sysconfdir=DIR read-only single-nmachi ne data [ PREFI X/ et c]
--sharedstatedir=DIR nodifiabl e architecture-independent data [ PREFI X/ conj
--local statedir=DI R nmodi fi abl e singl e-machi ne data [ PREFI X/ var]
--libdir=DR obj ect code libraries [ EPREFI X/ |ib]
--includedi r=DI R C header files [PREFI X include]
--ol di ncl udedi r=DI R C header files for non-gcc [/usr/include]
--infodir=DIR i nfo docunentation [ PREFI X/ 1 nf 0]
--mandi r=DI R man docunent ati on [ PREFI X/ man]

System types:
--bui | d=BUI LD configure for building on BU LD [ guessed]
- -host =HOST build prograns to run on HOST [ BUI LD|

Opti onal Feat ures:
- -di sabl e- FEATURE do not include FEATURE (sanme as --enabl e- FEATURE=NO)
--enabl e- FEATURE[ =ARG i ncl ude FEATURE [ ARG=yes]

SAPI nodul es:

--di sabl e-cli Di sabl e building CLI version of PHP

(this forces --w thout-pear).
--enabl e- enbed=TYPE Enabl e buil di ng of enbedded SAPI library

TYPE is either 'shared' or 'static'. TYPE=shared
--enabl e-roxen-zts Bui | d the Roxen nodul e using Zend Thread Safety.
--di sabl e-cgi Di sabl e building C@ version of PHP

-19-



--enabl e-force-cgi-redirect

--enabl e-di scard- path

--enabl e-f ast cgi

Enabl e the security check for internal server
redirects. You should use this if you are
running the CA version with Apache

If this is enabled, the PHP CA@ bhinary
can safely be placed outside of the
web tree and people will not be able
to circunvent .htaccess security.

If this is enabled, the cgi nodule will
be built with support for fastcgi also.

--di sabl e-path-info-check |If this is disabled, paths such as

General settings:

- -enabl e- debug

- -enabl e- saf e- nnde
--enabl e-sigchild

- -enabl e- magi c- quot es
--di sabl e-rpath

--enabl e-1i bgcc

--di sabl e-short-tags
--enabl e-dnmal | oc
--di sabl e-i pv6

Ext ensi ons:

[info.php/test?a=b will fail to work.

Conpil e wi t h debuggi ng synbol s.

Enabl e safe node by default.

Enabl e PHP's own SI GCHLD handl er.

Enabl e magi ¢ quotes by default.

Di sabl e passing additional runtime library
search paths

Enabl e explicitly linking against |ibgcc

Di sable the short-formstart tag by default.
Enabl e dnmal | oc

Di sabl e 1 Pv6 support

--W t h- EXTENSI ON=shar ed[ , PATH]

NOTE: Not all extensions can be build as 'shared

Exanpl e: --with-foobar=shared,/usr/local/foobar/

0 Builds the foobar extension as shared extension
o foobar package install prefix is /usr/local/foobar/

--di sabl e-al | Di sabl e all extensions enabl ed by default.
--enabl e-al | Enabl e all extensions.

--enabl e-bcmat h
--enabl e- cal endar
--di sabl e-ctype
--enabl e- dba

- -enabl e- dbase

- - enabl e- dbx
--enable-dio
--enabl e-exi f
--enable-filepro
--enable-ftp
--enabl e-gd-native-ttf
--enabl e-nbstring
--di sabl e- nbr egex
--enabl e- m nme- nagi ¢
--di sabl e-over| oad
--enabl e-pcnt |

--di sabl e- posi x

- -di sabl e- sessi on
--enabl e- shrmop

- - enabl e- ucd- snnp- hack
--enabl e- soap
--enabl e- socket s
--enabl e- sysvnsg
--enabl e- sysvsem
--enabl e- sysvshm
--di sabl e-t okeni zer
- - enabl e- wddx

- -di sabl e- xn
--enabl e- xsl t
--enabl e-yp

O her settings:

--enabl e-versi oni ng

Enabl e bc style precision math functions.
Enabl e support for cal endar conversion

Di sabl e ctype functions

Build DBA wth builtin nodul es

Enabl e the bundl ed dbase library

Enabl e dbx

Enabl e direct 1/0 support

Enabl e EXIF (netadata from i mages) support
Enabl e the bundl ed read-only fil ePro support.
Enabl e FTP support

GD: Enabl e TrueType string function.

Enable nmultibyte string support

Di sable nulti byte regex support

Enabl e m nme_magi ¢ support

Di sabl e user-space object overl oadi ng support.
Enabl e experinental pcntl support (CLI/CGE only)
Di sabl e PCSI X-1i ke functions

Di sabl e sessi on support

Enabl e shnop support

Enabl e UCD SNWP hack

Enabl e soap support

Enabl e sockets support

Enabl e sysvnsg support

Enabl e System V senmaphore support.

Enabl e the System V shared nenory support.

Di sabl e t okeni zer support

Enabl e WDDX support.

Di sabl e XML support using bundled expat |lib
Enabl e xslt support.

I ncl ude YP support.

Export only required synbols.

-20-



See INSTALL for nore information
- - enabl e- shar ed=PKGS build shared |ibraries default=yes
--enabl e- st ati c=PKGS build static libraries default=yes
--enabl e-fast-install =PKGS optim ze for fast installation default=yes
--di sabl e-1ibtool -1ock avoid |ocking (mght break parallel builds)
--enabl e- experi mental -zt s This will nost likely break your build
--disable-inline-optimzation If building zend_execute.lo fails, try

this swtch.

--enabl e-nenory-limt Conpile with menory limt support.
--enabl e-zend-nul ti byte Conpile with zend nmultibyte support.

Optional Packages:

--w t h- PACKAGE] =ARG use PACKAGE [ ARG=yes]

--w t hout - PACKAGE do not use PACKACE (sane as --w th- PACKAGE=N0)

--with-aol server=DI R Specify path to the installed AO.server

--w t h-apxs=FI LE Bui |l d shared Apache 1.x module. FILE is the optional
pat hnanme to the Apache apxs tool; defaults to "apxs".

--wi th-apache=D R Buil d Apache 1.x module. DIRis the top-Ilevel Apache
build directory, defaults to /usr/local/apache.

--wi t h-nod_char set Enabl e transfer tables for nod _charset (Rus Apache).

--wi th-apxs2=FI LE EXPERI MENTAL: Buil d shared Apache 2.0 nodule. FILE is

the opti onal
pat hnanme to the Apache apxs tool; defaults to "apxs".
--Wwi t h-apache- hooks=FI LE
EXPERI MENTAL: Build shared Apache 1.x nodule. FILE is
t he opti onal
pat hname to the Apache apxs tool; defaults to "apxs".
--w t h- apache- hooks-static=DI R
EXPERI MENTAL: Build Apache 1.x nodule. DIR is the
top-1 evel Apache
build directory, defaults to /usr/local/apache.
--wi t h-caudi umreDl R Build PHP as a Pike nodule for use with Caudi um
DIR is the Caudium server dir, with the default val ue
[usr /1 ocal / caudi un server.

--with-fastcgi =SRCDIR  Build PHP as FastCGA application

--wi th-isapi =DI R Build PHP as an | SAPI nodul e for use w th Zeus.

--with-mlter=DR Build PHP as MIter application

--wi t h-nsapi =DI R Build PHP as NSAPI nodule for use with i Pl anet.

--wit h-phttpd=D R Buil d PHP as phttpd nodul e

--w t h- pi 3web=DI R Buil d PHP as Pi 3Web nodul e

--wi th-roxen=DI R Build PHP as a Pike nodule. DIR is the base Roxen
directory, normally /usr/local/roxen/server.

--with-servlet=DIR I nclude servlet support. DIRis the base install
directory for the JSDK. This SAPI prereqs the
java extension nust be built as a shared dl.

--w th-thttpd=SRCDI R Build PHP as thttpd nodul e

--w t h-t ux=MODULEDI R Build PHP as a TUX nodul e (Linux only

--wit h-webj anes=SRCDIR Build PHP as a WbJanmes nodul e (R SC CS only)

--wi t h-1ayout =TYPE Sets howinstalled files will be laid out. Type is

one of "PHP" (default) or "G\U'

--wi th-config-file-pat h=PATH
Sets the path in which to | ook for php.ini,
defaults to PREFIX/lib

--wi th-config-file-scan-dir=PATH

--w th-pear=DI R Install PEAR in DIR (default PREFI X/ |ib/php)
--w t hout - pear Do not install PEAR
--wi th-exec-dir=DIR Only all ow executables in D R when in safe node
defaults to /usr/local/php/bin
--w t h-openssl =DI R I ncl ude OpenSSL support (requires OpenSSL >= 0.9.5)
--with-zlib=DIR I nclude ZLI B support (requires zlib >= 1.0.9).
--with-zlib-dir=<D R> Define the location of zlib install directory
--with-bz2=DI R I ncl ude BZi p2 support
--with-cpdfl i b=DI R I nclude cpdflib support (requires cpdflib >= 2).
Wlthjpeg dir=DIR jpeg dir for cpdflib 2.x
-with-tiff-dir=DIR tiff dir for cpdflib 2.x
-wi th-crack=DI R I ncl ude crack support.
-wi th-curl =DI R I ncl ude CURL support
-wi t h-curl wrappers Use CURL for url streans
-wi th-cyrus I ncl ude Cyrus | MAP support
-wi th-db I ncl ude ol d xDBM support (deprecated use --wth-dba)
-wi t h-gdbm=DI R I ncl ude GDBM support
-wi t h-ndbm=DI R I ncl ude NDBM support
-wi t h-db4=DI R I ncl ude Berkel ey DB4 support
-wi t h-db3=DI R I ncl ude Berkel ey DB3 support
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--wi th-db2=DI R
--w t h-dbnmeDI R
--w th-cdb=DI R
--with-flatfile

--wi t h-donrDl R

--with-zlib-dir=DIR
--wi th-dom xslt=DI R
1.0.18).

--wi th-domexslt=DR
1.0.18).

--with-fam
--with-fbsqgl =

directory.
--with-fdftk=D R
--with-fribidi=DIR
--wi th-gd=DI R

used.
--with-jpeg-dir=DR
--with-png-dir=D R
--with-zlib-dir=DR

£ £sssss:s2=s

eetype-dir=DI R
I'i b=DIR
ttext=D R

®P =~

!conv D R

prefi x.

--wi t h- kerberos=DI R
install dir.

--wi th-imap-ssl=
dir.

--with-inform x=DI R

${1 NFORM XDI R: - not hi ng}.
--with-ingres=DR

--with-interbase=D R

--with-ircg

--wi th-ircg-confi g=PATH

--with-java=DI R
directory.

--with-Idap= DIR
--Ww th-ncal =

m
-m ng=DI R
-m

[ usr/ | ocal / mogosear ch.
--wi t h-nmsessi on=DI R

--with-msqgl =DI R

--wi th-nysqgl =
directory.
used.

--wi t h-mysqgl - sock=DI R

--with-zlib-dir=D R

--w th-ncurses=DI R

--with-oci 8=DI R
ORACLE HOME.

I ncl ude Berkel ey DB2 support

I ncl ude DBM support

I ncl ude CDB support

I nclude FlatFile support

I ncl ude DOM support (requires libxm >= 2.4.14).
DR is the Iibxm install directory.

DOVKM.: Set the path to libz install prefix.

DOVMKXML: I nclude DOM XSLT support (requires libxslt >=
DIRis the libxslt install directory.

DOVMKM.: | ncl ude DOM EXSLT support (requires libxslt >=
DIRis the libexslt install directory.

I ncl ude fam support

I ncl ude FrontBase support. DIR is the FrontBase base

I ncl ude FDF support.

I nclude FriBidi support (requires FriBidi >= 0.10.4).

I nclude GD support where DIRis G install prefix.

If DDRis not set, the bundled GD library will be

GD:. Set the path to |libjpeg install prefix.

GD: Set the path to Iibpng install prefix.

GD: Set the path to libz install prefix.

GD:. Set the path to |ibXpminstall prefix.

GD: Include FreeType 1.x support

GD: Set the path to FreeType 2 install prefix.

GD: Include T1lib support.

I ncl ude GNU gettext support.

I ncl ude GNU MP support

I nclude official Hyperwave APl support

I ncl ude Hyperwave support

I ncl ude iconv support

I nclude I MAP support. DIRis the c-client install

I MAP: | nclude Kerberos support. DIR is the Kerberos

| MAP: | nclude SSL support. DIRis the OpenSSL install

Include Inform x support. DIRis the Inform x base
install directory, defaults to

Include Ingres Il support.
base directory (default $II_SYSTEM I1/ingres)

Include InterBase support. DIRis the InterBase base
install directory, defaults to /usr/interbase

I ncl ude |1 RCG support

IRCG Path to the ircg-config script

I ncl ude Java support. DIR is the JDK base install

DIRis the Ingres

This extension is always built as shared.
I ncl ude LDAP support.
I ncl ude MCAL support.
I ncl ude ntrypt support.
I ncl ude MCVE support
I ncl ude nmhash support.
I ncl ude M NG support

I ncl ude moGoSear ch support. DIR is the moGoSearch
base install directory, defaults to

I ncl ude nsessi on support
I nclude nSQL support. DIRis the nSQL base
install directory, defaults to /usr/local/Hughes.
Incl ude MySQL support. DIRis the M/SQL base
If unspecified, the bundled MySQL library will be
MySQ.: Location of the MySQL uni x socket pointer.
If unspecified, the default |ocations are searched.
MySQ.: Set the path to libz install prefix.
I ncl ude ncurses support (CLI/CA only).
I nclude Oracl e-oci 8 support. Default DIRis
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--Ww th-
--W th-
--wth-
--Ww th-

--W th-

--w t h-enpress-bcs=D R

--W th-

--w t h-cust om odbc=DI R

--wth-

--W th-

--with-

--wth-

--wth-

--W th-

--wth-

--w t hout - pcre-regex

--with-
--with-

--with-
--with-
--with-

--wth-
--W th-

--wth-

--wth-
--wth-
--W th-
--wth-
--with-
--W th-
--with-

doi ng!

adabas=DI R
sapdb=DI R
solid=DI R

i bm db2=DI R

enpress=DI R

bi rdst ep=DI R

i odbc=DI R

esoob=DI R

uni xODBC=DI R
openl i nk=DI R

dbnmaker =DI R

oracl e=DI R

ovri nos=DI R

pdflib=DI R
j peg-dir=DI R

png-di r=DI R
zlib-dir=DIR
tiff-dir=DR

pf pro=DI R
pgsql =DI R

pspel | =DI R

gt dom

l'i bedit=DIR
readl i ne=DI R
recode=DI R
me=Dl R
snnmp=DI R
regex=TYPE

ncl ude Adabas D support. DIR is the Adabas base
install directory, defaults to /usr/local.
ncl ude SAP DB support. DIR is SAP DB base
install directory, defaults to /usr/local.

nclude Solid support. DIRis the Solid base

install directory, defaults to /usr/local/solid
nclude | BM DB2 support. DIRis the DB2 base

install directory, defaults to /home/db2instl/sqgllib
ncl ude Enpress support. DIRis the Enpress base
install directory, defaults to \ $EMPRESSPATH

From PHP4, this option only supports Enpress Version
8. 60 and above

ncl ude Enpress Local Access support. DIRis the
Enpress base install directory, defaults to
\ $EMPRESSPATH.  From PHP4, this option only supports
Enpress Version 8.60 and above.
ncl ude Birdstep support. DIRis the Birdstep base
install directory, defaults to /usr/local/birdstep.
ncl ude a user defined ODBC support.
The DIRis ODBC install base directory,
whi ch defaults to /usr/local.
Make sure to define CUSTOM CDBC LIBS and
have sonme odbc. h in your include dirs.
E.g., you should define follow ng for
Sybase SQ Anywhere 5.5.00 on QNX, prior to
run configure script:

CPPFLAGS=\ " - DODBC_QNX - DSQLANY_BUG "

LDFLAGS=- | uni x

CUSTOM ODBC _LIBS=\"-1dblib -1odbc\".
ncl ude i ODBC support. DIRis the i ODBC base
install directory, defaults to /usr/local.
ncl ude Easysoft OOB support. DIR is the OOB base
install directory,
defaults to /usr/local/easysoft/oob/client.
ncl ude uni xODBC support. DIRis the uni xCDBC base
install directory, defaults to /usr/local.
ncl ude OpenLink ODBC support. DIRis the
OpenLi nk base install directory, defaults to
/fusr/local. This is the sane as i ODBC.
ncl ude DBVaker support. DIR is the DBMaker base
install directory, defaults to where the | atest
versi on of DBMaker is installed (such as
/ hone/ dbmaker/ 3. 6) .
nclude Oracle-oci 7 support. Default DIRis
ORACLE_HOME.
nclude Ovrinos SQ Server support. DIRis the
Ovrimos libsglcli install directory.

Do not include Perl Conpatible Regul ar Expressions

support. Use --with-pcre-regex=DIR to specify DIR
where PCRE' s include and library files are |ocated,
if not using bundled library.

ncl ude PDFlib support.

PDFLI B: define libjpeg install directory.

(OPTIONAL for PDFlib v4)

PDFLI B: define libpng install directory.

(OPTIONAL for PDFlib v4)

PDFLI B: define libz install directory.

(OPTI ONAL for PDFlib v4)

PDFLI B: define libtiff install directory.

(OPTIONAL for PDFlib v4)
ncl ude Verisign Payflow Pro support.
ncl ude PostgreSQ. support. DI R is the PostgreSQ
base install directory, defaults to /usr/local/pgsql.
ncl ude PSPELL support.
This replaces the ol d ASPELL extensi on.
ncl ude @ DOM support (requires @ >= 2.2.0).
nclude libedit readline replacenent (CLI/CGE only).
ncl ude readline support (CLI/CA only).
ncl ude recode support.
ncl ude nm support for session storage
ncl ude SNVP support.

regex library type: system apache, php. Default: php

WARNI NG Do NOT use unl ess you know what you are

-23-



--with-swf=DI R I ncl ude swf support
--wi t h-sybase=DI R I ncl ude Sybase-DB support. DIR is the Sybase hone

directory, defaults to /hone/sybase.

--w t h-sybase-ct=DI R I ncl ude Sybase-CT support. DIR is the Sybase home

directory. Defaults to /hone/sybase.

--wi th-expat-dir=D R XM.: external |ibexpat install dir
--with-xmrpc=D R I ncl ude XMLRPC- EPI support.
--with-expat-dir=DIR XMLRPC- EPI : |ibexpat dir for XM.RPC- EPI.
--with-iconv-dir=DR XMLRPC-EPI : iconv dir for XM.RPC- EPI.
--with-xslt-sablot=DIR XSLT: Enabl e the sabl otron backend.
--with-expat-dir=DIR XSLT: |ibexpat dir for Sabl otron.
--with-iconv-dir=DR XSLT: iconv dir for Sablotron
--with-sablot-js=DIR XSLT: enabl e JavaScript support for Sablotron

--with-yaz=DI R I ncl ude YAZ support (ANSI/N SO Z39. 50)

DIRis the YAZ bin install directory.
--with-zi p=D R I nclude ZIP support (requires zziplib >= 0.10.6).
--with-gnu-1d assune the C conpiler uses GNU I d defaul t=no
--with-pic try to use only PIC/ non-PlIC objects default=use both
--with-tsrm pth=pth-config Use GNU Pt h.
--with-tsrmst
--wi t h-tsrmpthreads Use PCSI X threads (default)

Sone influential environnent vari abl es:

CcC
CFLAGS
LDFLAGS

CPPFLAGS

CcPP

CXX
CXXFLAGS
CXXCPP

C conpi | er comrand

C conpiler flags

linker flags, e.g. -L<lib dir>if you have libraries in a
nonstandard directory <lib dir>

C/ C++ preprocessor flags, e.g. -lI<include dir> if you have
headers in a nonstandard directory <include dir>

C preprocessor

C++ conpi |l er conmand

C++ conpiler flags

C++ preprocessor

Use these variables to override the choices nmade by “configure' or to help
it to find libraries and prograns with nonstandard names/| ocati ons.
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Building PHP from source

If you just do a ./configure && make && make install with no arguments you will get the
command-line php interpreter installed in /usr/local/bin

Normally you will want to build the DSO (Dynamic Shared Object) Apache Module version of
PHP and you will probably want to link against your own MySQL client libraries:

% ./ configure --wth-apxs=/usr/sbhin/apxs --w th-nysql =/usr
% make
% make install

Typical configure flags

./configure --with-pdflib=/usr/local \
--with-gd \
--with-freetype-dir=/usr \
--enabl e-gd-native-ttf \
--enabl e-gd-ingstrttf \
--with-jpeg-dir=/usr \

--wit h-png-dir=/usr \
--with-xpmdir=/usr/ X11R6 \
--enabl e-exif \
--with-config-file-path=/etc \
--wit h-nysqgl =/ usr \

--enabl e-inline-optimzation \
--with-zlib\
--with-zlib-dir=/usr \

--w t h-expat=/usr \

--enabl e-xslt \

--w th-xslt-sabl ot=/usr/local \
--with-imap \

--with-gettext \

--wit h-kerberos \
--with-imp-ssl \
--with-ncrypt=/usr/local \
--with-1dap \

--with-pspell \
--with-iconv \

--with-mng \

--enabl e- sockets \
--wi t h-openssl \

--wi th-apxs
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Building PHP from source

PHP as a static Apache module

PHP can aso be built as a static module directly into your Apache httpd process. On some
systems this will be fractionally faster, but it makes it a bit less convenient to upgrade PHP as you
have to rebuild Apache as well. The procedure for doing thisis:

% ./configure --with-apache=/usr/local/src/apache_1.3.22 \
--wi t h-mysql =/ usr

% make

% make install

% cd /usr/local/src/apache_1.3.22

% ./configure --activate-nodul e=src/ nodul es/ php4/1i bphp4. a

% make

% make install
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The php.ini file

[php.ini]

[ PHP]

’

Enabl e the PHP scripting | anguage engi ne under Apache.

engine = On

’
’
3
’
’
3

3

Allow the <? tag. Qherwi se, only <?php and <script> tags are recogni zed.
NOTE: Using short tags shoul d be avoi ded when devel opi ng applications or
libraries that are meant for redistribution, or deploynent on PHP

servers which are not under your control, because short tags nay not

be supported on the target server. For portable, redistributable code,

be sure not to use short tags.

short _open_tag = On

Al'l ow ASP-style < > tags

asp_tags = Of

3

The nunber of significant digits displayed in floating point nunbers.

preci sion = 12

3

Enf orce year 2000 conpliance (wll cause problens wth non-conpliant browsers)

y2k_conpliance = On

3
’
’
3
’
’
3

Qut put buffering allows you to send header |ines (including cookies) even
after you send body content, at the price of slowing PHP s output |ayer a
bit. You can enable output buffering during runtinme by calling the output
buffering functions. You can also enable output buffering for all files by
setting this directive to On. |If you wish to limt the size of the buffer

to a certain size - you can use a maxi mum nunber of bytes instead of 'On', as
a value for this directive (e.g., output_buffering=4096).

output_buffering = Of

3
’
’
3
’
’
3
’
’
3
’

3
’
’
3
’
’
3
’
’

You can redirect all of the output of your scripts to a function. For

exanple, if you set output handler to "nb_output_handl er", character

encoding will be transparently converted to the specified encoding.

Setting any output handler automatically turns on output buffering.

Not e: People who wote portable scripts should not depend on this in
directive. Instead, explicitly set the output handler using ob_start().
Using this ini directive may cause problens unl ess you know what script
i s doing.

Not e: You cannot use both "mb_out put _handler” with "ob_i conv_handl er"
and you cannot use both "ob_gzhandl er” and "zlib. out put_conpression"

;out put _handl er =

Transparent output conpression using the zlib library

Valid values for this option are 'off', '"on', or a specific buffer size

to be used for conpression (default is 4KB)

Note: Resulting chunk size may vary due to nature of conpression. PHP
out puts chunks that are few hundreds bytes each as a result of
conmpression. |If you prefer a larger chunk size for better
performance, enable output_buffering in addition

Note: You need to use zlib.output handl er instead of the standard
out put _handl er, or otherw se the output will be corrupted.

zI|b out put _conpression = O f

’
3
’
’

’
’
3
’
’
|

’

You cannot specify additional output handlers if zlib.output_conpression
is activated here. This setting does the same as output_handler but in
a different order.

;zli b.out put_handl er =

Inmplicit flush tells PHP to tell the output |ayer to flush itself
automatically after every output block. This is equivalent to calling the
PHP function flush() after each and every call to print() or echo() and each
and every HTM. bl ock. Turning this option on has serious perfornmance
inplications and is generally recommended for debuggi ng purposes only.

implicit_flush = Of

The unserialize callback function will called (with the undefind cl ass
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; hame as paraneter), if the unserializer finds an undefined cl ass

; which shoul d be instanci at ed.

; A warning appears if the specified function is not defined, or if the
; function doesn't include/inplement the mssing class.

; So only set this entry, if youreally want to inplenent such a

; cal |l back-function.

unserialize_call back _func=

Whet her to enable the ability to force argunments to be passed by reference
at function call tine. This method is deprecated and is likely to be
unsupported in future versions of PHP/Zend. The encouraged net hod of

speci fyi ng which argunments should be passed by reference is in the function
declaration. You're encouraged to try and turn this option Of and make
sure your scripts work properly with it in order to ensure they will work
with future versions of the |language (you will receive a warning each tine
you use this feature, and the argunent will be passed by val ue instead of by
ref erence).

allow call _tinme _pass reference = On

; Safe Mode
saf e nmode = Of

; By default, Safe Mbde does a U D compare check when

; opening files. If you want to relax this to a G D conpare,
; then turn on safe_node_gid.

safe node gid = Of

; When safe_node is on, U D AD checks are bypassed when

; including files fromthis directory and its subdirectories.
; (directory nust also be in include_path or full path nust

; be used when incl udi ng)

safe_node_include dir =

; When safe _node is on, only executables located in the safe _node_exec dir
; Will be allowed to be executed via the exec fanmily of functions.
safe node _exec _dir =

; Setting certain environment variables may be a potential security breach

; This directive contains a comma-delimted |list of prefixes. 1In Safe Mde,
; the user may only alter environnment variabl es whose nanes begin with the

; prefixes supplied here. By default, users will only be able to set

; environment variables that begin with PHP_ (e.g. PHP_FOO=BAR)

Note: If this directive is enpty, PHP will let the user nodify ANY
envi ronnment vari abl e!
safe_node_al | owed_env_vars = PHP_

; This directive contains a comma-delinmted |ist of environnent variables that

; the end user won't be able to change using putenv(). These variables will be
; protected even if safe node_all owed env_vars is set to allow to change them
saf e_node_protected_env_vars = LD LI BRARY_PATH

; open_basedir, if set, limts all file operations to the defined directory
; and below. This directive makes nost sense if used in a per-directory

; or per-virtual host web server configuration file. This directive is

; NOT affected by whether Safe Mbde is turned On or Of.

;open_basedir =

; This directive allows you to disable certain functions for security reasons.
; It receives a comma-delimted list of function names. This directive is

; NOT affected by whether Safe Mbde is turned On or Of.

di sabl e functions =

; Colors for Syntax Highlighting node. Anything that's acceptable in
i <font col or="??????"> woul d work.

;highlight.string = #DD0000
; highlight.comment = #FF9900
; highlight. keyword = #007700
; highlight. bg = #FFFFFF
; highlight.default = #0000BB
;highlight.htmn = #000000
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M sc

; Decides whet her PHP nmay expose the fact that it is installed on the server

; (e.g. by adding its signature to the Wb server header). It is no security
; threat 1n any way, but it makes it possible to determ ne whether you use PHP
; on your server or not.

expose_php = On

L2NE T T R N T T N T T T O T S N I IO )

;. Resource Limts ;

max_execution_ti
max_i nput _ti =
request data

menory limt = 8M ; Maxi mum anount of nmenory a script nmay consune (8MB)

= 30 ; Maxi nrum execution time of each script, in seconds
0 ; Maxi mum anount of time each script nmay spend parsing

o3

2N N T T R N T N T T T T R T T R TS T B T IO |

; Error handling and | ogging ;

error_reporting is a bit-field. O each nunber up to get desired error
reporting | evel

E ALL - Al errors and warni ngs

E ERROR - fatal run-tine errors

E_WARNI NG - run-time warnings (non-fatal errors)

E _PARSE - conpile-time parse errors

E NOTI CE - run-time notices (these are warnings which often result

froma bug in your code, but it's possible that it was
intentional (e.g., using an uninitialized variable and
relying on the fact it's automatically initialized to an

enpty string)

: E _CORE_ERROR - fatal errors that occur during PHP's initial startup
;. E_CORE_WARNI NG - warnings (non-fatal errors) that occur during PHP' s
; initial startup

; E_COWILE ERROR - fatal conpile-tinme errors

; E_COWPI LE_ WARNI NG - conpile-time warnings (non-fatal errors)

i E_USER _ERROR - user-generated error nessage

; E_USER_WARNI NG - user-generated warni ng nessage

; E_USER _NOTI CE - user-generated notice nessage

E Exanpl es:

: - Show all errors, except for notices

;error_reporting = E_ ALL & ~E_NOTI CE

: - Show only errors

Zerror_reporting = E_COWPI LE_ERROR| E_ERROR| E_CORE_ERROR

: - Show all errors except for notices

érror_reporting = E ALL & ~E NOTI CE

Print out errors (as a part of the output). For production web sites,

you're strongly encouraged to turn this feature off, and use error |ogging

i nstead (see below). Keeping display errors enabled on a production web site
may reveal security information to end users, such as file paths on your Wb
server, your database schema or other information

isplay_errors = On

R

Even when display_errors is on, errors that occur during PHP s startup
sequence are not displayed. |It's strongly recomended to keep

display _startup_errors off, except for when debuggi ng.

i splay_startup_errors = Of

o~

; Log errors into a log file (server-specific log, stderr, or error_|log (below))
; As stated above, you're strongly advised to use error logging in place of

; error displaying on production web sites.

log errors = Of

; Set maximumlength of log errors. In error_log informati on about the source is
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; added. The default is 1024 and O allows to not apply any maxi num | ength at
all.
| og_errors_nmax_len = 1024

; Do not |og repeated nessages. Repeated errors nust occur in sanme file on sane
; line until ignore_repeated_source is set true.
i gnore_repeated_errors = Of

; lgnore source of message when ignoring repeated nessages. Wen this setting
; s Onyou will not log errors with repeated nmessages fromdifferent files or
; sourcelines.

i gnore_repeated_source = Of

; If this paraneter is set to Of, then nenory | eaks will not be shown (on
; stdout or in the log). This has only effect in a debug conpile, and if

; error reporting includes E WARNING in the allowed |i st

report_nenm eaks = On

; Store the last error/warning nessage in $php_errornsg (bool ean).
track _errors = Of

; Disable the inclusion of HTML tags in error messages.
;htm _errors = Of

; If html _errors is set On PHP produces clickable error messages that direct
; to a page describing the error or function causing the error in detail.

; You can downl oad a copy of the PHP manual from http://ww. php. net/docs. php
; and change docref _root to the base URL of your |ocal copy including the

; leading '/'. You nmust also specify the file extension being used including
; the dot.

;docref_root = /phpmanual /

;docref _ext = . htm

; String to output before an error message.
;error_prepend _string = "<font col or=ff0000>"

; String to output after an error nessage.
;error_append_string = "</font>"

; Log errors to specified file.
;error _log = fil enane

; Log errors to syslog (Event Log on NT, not valid in Wndows 95).
;error _|log = syslog

I T T N T T T N T T B T I )

Z Data Handling ;

Note - track vars is ALWAYS enabl ed as of PHP 4.0.3

The separator used in PHP generated URLs to separate argunents.
Default is "&".
;arg_separator. out put = "&anmp;"

Li st of separator(s) used by PHP to parse input URLsS into variables.

Default is "&".

NOTE: Every character in this directive is considered as separator
arg_separator.input = "; &

; This directive describes the order in which PHP registers GET, POST, Cooki e,
; Environment and Built-in variables (G P, C, E & S respectively, often

; referred to as EGPCS or GPC). Registration is done fromleft to right, newer
; values override ol der val ues.

vari abl es_order = "EGPCS"

; Whether or not to register the EGPCS vari abl es as gl obal variables. You may

; want to turn this off if you don't want to clutter your scripts' global scope
; With user data. This makes nost sense when coupled with track _vars - in which
; case you can access all of the GPC variables through the $HTTP_* VARS[],

; vari abl es.

You should do your best to wite your scripts so that they do not require
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; register_globals to be on; Using formvariables as globals can easily | ead

; to possible security problens, if the code is not very well thought of.
register _globals = Of

; This directive tells PHP whether to declare the argv&argc variabl es (that
; would contain the CGET information). |If you don't use these variables, you

; should turn it off for increased performance.
regi ster_argc_argv = On

; Maxi mum si ze of POST data that PHP will accept.
post _max_size = 8M

; This directive is deprecated. Use variabl es_order instead.
gpc_order = "GPC'

; Magi c quotes

3

; Magic quotes for incom ng GET/ POST/ Cooki e dat a.
magi ¢_quotes_gpc = On

; Magic quotes for runtime-generated data, e.g. data from SQ., from exec(),
magi ¢c_quotes_runtime = Of

; Use Sybase-style magic quotes (escape ' with '' instead of \').
magi ¢_quot es_sybase = Of

; Automatically add files before or after any PHP docunent.
auto_prepend file =
auto_append _file =

; As of 4.0b4, PHP always outputs a character encoding by default in
; the Content-type: header. To disable sending of the charset, sinply
; set it to be enpty.

PHP's built-in default is text/htn
default _mmetype = "text/htm"
;default _charset = "iso-8859-1"

; Always popul ate the $HTTP_RAW POST_DATA vari abl e.
;al ways_popul ate_raw post _data = On

; Allow handl i ng of WebDAV http requests within PHP scripts (eg.

; PROPFI ND, PROPPATCH, MOVE, COPY, etc..)

; If you want to get the post data of those requests, you have to
; set al ways_popul ate_raw post_data as well.

;al | ow webdav_net hods = On

LN T T R T T N T T R TN T A T R T TS B I IO |

; Paths and Directories ;

UNI X: "/ pathl:/path2"
include_path = ".:/php/incl udes"

W ndows: "\ pathil;\ path2"
i nclude_path = ".;c:\php\includes"

The root of the PHP pages, used only if nonenpty.

if PHP was not conpiled with FORCE REDI RECT, you SHOULD set doc_root
if you are running php as a CAd under any web server (other than I1S)
see docunentation for security issues. The alternate is to use the
cgi.force_redirect configuration bel ow

doc_root =

; The directory under which PHP opens the script using /~usernane used only

; i f nonenpty.
user _dir =

; Directory in which the | oadabl e extensi ons (nodul es) reside.
extension dir = ./

etc.

; Whether or not to enable the dl () function. The dl() function does NOT work
; properly in nmultithreaded servers, such as |IIS or Zeus, and is automatically

-31-



; disabl ed on them
enable_dl = On

; cgi.force_redirect is necessary to provide security running PHP as a CA under
; nost web servers. Left undefined, PHP turns this on by default. You can

; turn it off here AT YOUR OMN RI SK

; *You CAN safely turn this off for IlS, in fact, you MJST.*

; cgi.force redirect =1

; if cgi.force_redirect is turned on, and you are not runni ng under Apache or
Net scape

; (iPlanet) web servers, you MAY need to set an environnent variable nane that
PHP

; Will look for to know it is OKto continue execution. Setting this variable
MAY

; cause security issues, KNOWWHAT YOU ARE DO NG FI RST

; cgi.redirect_status_env = ;

Fast CG@ under 11S (on WNNT based OS) supports the ability to inpersonate
security tokens of the calling client. This allows IIS to define the
security context that the request runs under. nod fastcgi under Apache
does not currently support this feature (03/17/2002)

Set to 1 if running under 1I1S. Default is zero.

fastcgi.inpersonate = 1;

; cgi.rfc2616_headers configuration option tells PHP what type of headers to
; use when sending HTTP response code. If it's set 0 PHP sends Status: header
t hat

i s supported by Apache. When this option is set to 1 PHP will send

RFC2616 conpliant header.

Set to 1 if running under 11S. Default is zero.
cgi.rfc2616_headers = 0

I I T T T N T T T N T T N T I )

File Upl oads ;

; Whether to allow HTTP file upl oads.
file_uploads = On

; Tenporary directory for HITP upl oaded files (will use systemdefault if not
; specified).
;upload tnp dir =

; Maxi mum al | owed size for uploaded files.
upl oad_nax _filesize = 2M

LI I T T R N T T N T T R O T B N I |

; Fopen wr appers ;

; Whether to allow the treatnent of URLs (like http:// or ftp://) as files.
all ow url _fopen = On

; Define the anonynous ftp password (your enmil address)
; frome"j ohn@loe. cont

; Define the User-Agent string
; user _agent =" PHP"

; Default timeout for socket based streans (seconds)
default _socket timeout = 60

; If your scripts have to deal with files from Maci ntosh systens,

; or you are running on a Mac and need to deal with files from

; unix or win32 systens, setting this flag will cause PHP to

; automatically detect the EQL character in those files so that

; fogets() and file() will work regardl ess of the source of the file.
; auto_detect line_endings = Of
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Dynam ¢ Extensions ;

If you wish to have an extension | oaded automatically, use the follow ng

synt ax:
ext ensi on=nodul enane. ext ensi on
For exanple, on W ndows:
ext ensi on=nsql . dl
or under UNI X

ext ensi on=nsql . so

Note that it should be the nane of the nodul e only;

no directory information

needs to go here. Specify the location of the extension with the

extension_dir directive above.

; Wndows Ext ensions
;Note that MySQ. and ODBC support is now built in, so no dll is needed for it.

; ext ensi on=php_bz2. dl

; ext ensi on=php_ct ype. dl

; ext ensi on=php_cpdf . dl

; ext ensi on=php_cr ack. dl

; ext ensi on=php_curl . dl

; ext ensi on=php_cyber cash. dI
; ext ensi on=php_db. dl

; ext ensi on=php_dba. dl

; ext ensi on=php_dbase. dl

; ext ensi on=php_dbx. dl

; ext ensi on=php_domxni . dI

; ext ensi on=php_dot net . dI

; ext ensi on=php_exi f. dl

; ext ensi on=php_f bsql . dl

; ext ensi on=php_f df. dl

; ext ensi on=php_fil epro.dl

; ext ensi on=php_gd. dl

; ext ensi on=php_gettext.dl

; ext ensi on=php_hyperwave. dl
; ext ensi on=php_i conv. dl

; extensi on=php_i f x. dI

; ext ensi on=php_ii sfunc. dl

; ext ensi on=php_i map. dl

; ext ensi on=php_i ngres. dl

; ext ensi on=php_i nt er base. dI
; ext ensi on=php_j ava. dl

; ext ensi on=php_I| dap. dl

; ext ensi on=php_nbstri ng. dl
; ext ensi on=php_ntrypt. dl

; ext ensi on=php_nhash. dI

; ext ensi on=php_m ng. dl

; ext ensi on=php_nssql . dl

; ext ensi on=php_oci 8. dl

; ext ensi on=php_openssl . dl

; ext ensi on=php_or acl e. dI

; ext ensi on=php_pdf . dl

; ext ensi on=php_pgsql . dl

; extensi on=php_printer.dl

; ext ensi on=php_shnop. dl

; ext ensi on=php_snnp. di

; ext ensi on=php_socket s. dl

; ext ensi on=php_sybase_ct . dI
; ext ensi on=php_t okeni zer . dl
; ext ensi on=php_w32api . dI

; extensi on=php_xsl t.dl

; ext ensi on=php_yaz. dl

; ext ensi on=php_zlib. dl



; Modul e Settings ;

[ Sysl og]

; Whether or not to define the various syslog variables (e.g. $LOG PI D,

; $LOG CRON, etc.). Turning it off is a good idea performance-wise. In

; runtime, you can define these variables by calling define_syslog variables().
define_syslog variables = Of

[mai | function]
; For Wn32 only.
SMIP = | ocal host

; For Wn32 only.
sendnail _from = nme@ ocal host. com

; For Unix only. You may supply argunments as well (default: "sendmail -t -i").
;sendnmai | _path =

[ Java]
;java.class.path =
;java. home = c:\jdk
;java.library = c:\jdk\jre\bin\hotspot\jvmdlI
;java.library.path = .\

[ SQ]

sql .safe_node = O f

.\php_java.jar

[ ODBC

; odbc. defaul t _db
;odbc. defaul t _user
;odbc. defaul t _pw

Not yet i npl enented
Not yet i npl enented
Not yet i npl enented

; Allow or prevent persistent |inks.
odbc. al | ow _persistent = On

; Check that a connection is still valid before reuse.
odbc. check _persistent = On

; Maxi mum nunmber of persistent links. -1 means no limt.

odbc. max_persistent = -1

; Maxi mum nunber of |inks (persistent + non-persistent). -1 means no limt.
odbc. max_links = -1

; Handling of LONG fields. Returns nunber of bytes to variables. 0 means
; passthru.
odbc. defaul tlrl = 4096

; Handling of binary data. 0 neans passthru, 1 return as is, 2 convert to char.

; See the docunentation on odbc_bi nnode and odbc_| ongreadl en for an expl anati on
of uodbc. defaultlrl and uodbc. def aul t bi nnmode

odbc. def aul t bi nnrode = 1

[ MySQL] _ _
; Allow or prevent persistent |inks.
mysql . al | ow persistent = On

; Maxi mum nunber of persistent links. -1 means no limt.
mysql . max_persistent = -1
; Maxi mum nunber of links (persistent + non-persistent). -1 nmeans no limt.

nmysql . max_links = -1

; Default port nunber for nysql _connect(). |If unset, nysql _connect() will use
; the $MYSQL_TCP_PORT or the mysql-tcp entry in /etc/services or the

; conpile-time value defined MYSQL_PORT (in that order). Wn32 will only | ook
;at MYSQL_PORT.

nysql . default _port =

; Default socket name for local MySQ connects. |If enpty, uses the built-in
;. MySQ defaults.
mysql . def aul t _socket =

; Default host for mysqgl _connect() (doesn't apply in safe node).
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mysql . def aul t _host =

; Default user for mysqgl _connect() (doesn't apply in safe node).
mysql . def aul t _user =

; Default password for nysql _connect() (doesn't apply in safe node).

; Note that this is generally a bad idea to store passwords in this file

; Any user with PHP access can run 'echo get _cfg var("nysql.default password")
; and reveal this password! And of course, any users with read access to this
; file will be able to reveal the password as well

mysql . default _password =

; Maximumtime (in secondes) for connect timeout. -1 means no limmnt
mysgl . connect _tinmeout = -1

; Trace node. Wien trace_node is active (=On), warnings for table/index scans
and

; SQL-Erros will be displayed.

mysqgl .trace_node = O f

[ Post gresSQL]
; Allow or prevent persistent |inks.
pgsql . al | ow _persistent = On

; Detect broken persistent |links always with pg_pconnect(). Need a little
over head.
pgsql . auto_reset persistent = Of

; Maxi mum nunber of persistent links. -1 means no limt.
pgsql . max_persistent = -1
; Maxi mum nunber of links (persistent+non persistent). -1 nmeans no limt.

pgsql . max_links = -1

; lgnore PostgreSQL backends Notice nessage or not.
pgsql .ignore notice = 0

; Log PostgreSQ. backends Noitce nessage or not.
; Unl ess pgsql.ignore_notice=0, nodul e cannot | og notice nessage.
pgsqgl .1 og_notice = 0

[dbx]

; returned colum names can be converted for conpatibility reasons

; possi bl e values for dbx.col nanes_case are

; "unchanged" (default, if not set)

; "l owercase”

; "uppercase"

; the recommended default is either upper- or |owercase, but
unchanged i s Currently set for backwards Conpatlblllty

dbx col nanes_case = "unchanged"

[ bcmat h]
; Nurber of decimal digits for all bcmath functions.
bcmath. scale = 0

[ br owscap]
; browscap = extral/ browscap.ini

[ Sessi on]
; Handl er used to store/retrieve data.
sessi on. save_handler = files

Argunment passed to save handler. In the case of files, this is the path
where data files are stored. Note: Wndows users have to change this
variable in order to use PHP's session functions.
As of PHP 4.0.1, you can define the path as:

session.save_path = "N;/path"
where Nis an integer. |Instead of storing all the session files in
/path, what this will do is use subdirectories NIlevels deep, and
store the session data in those directories. This is useful if you
or your OS have problens with lots of files in one directory, and is
a nore efficient |ayout for servers that handle |ots of sessions.
NOTE 1: PHP will not create this directory structure autonmatically.

You can use the script in the ext/session dir for that purpose.
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; NOTE 2: See the section on garbage collection belowif you choose to
; use subdirectories for session storage
session.save _path = /tnp

;. Whether to use cooki es.
sessi on. use_cookies = 1

; This option enables adm nistrators to nmake their users invulnerable to
; attacks which invol ve passing session ids in URLs; defaults to O.
; session.use_only cookies =1

; Nane of the session (used as cooki e nane).
sessi on. name = PHPSESSI D

; Initialize session on request startup
session.auto_start = 0

; Lifetime in seconds of cookie or, if O, until browser is restarted.
session.cookie lifetime =0

; The path for which the cookie is valid.
sessi on. cookie_path =/

; The domain for which the cookie is valid.
sessi on. cooki e_domain =

; Handl er used to serialize data. php is the standard serializer of PHP.
session.serialize_handler = php

; Define the probability that the 'garbage collection' process is started
; on every session initialization.

; The probability is calculated by using gc_probability/gc _dividend,

; e.g. 1/100 neans 1%

1
100

session.gc_probability
sessi on. gc_di vi dend

; After this nunber of seconds, stored data will be seen as 'garbage' and

; cleaned up by the garbage collection process.

; WARNI NG Your filesystem nust store access tinmes. Wndows FAT does

; not. So, see session_set _save handler() and wite your own

; session handler with a different nmechani smfor cleaning up sessions.
session.gc_nmaxlifetime = 1440

; NOTE: If you are using the subdirectory option for storing session files

; (see session.save_path above), then garbage collection does not

; happen automatically. You wll need to do your own garbage

; collection through a shell script, cron entry, or some other nethod.
; For exanple, the follow ng script would is the equival ent of

; setting session.gc_nmaxlifetime to 1440 (1440 seconds = 24 m nutes):
; cd /path/to/sessions; find -cmin +24 | xargs rm

; PHP 4.2 and | ess have an undocunented feature/bug that allows you to

; toinitialize a session variable in the global scope, albeit register_globals
; is disabled. PHP 4.3 and later will warn you, if this feature is used.

; You can disable the feature and the warning seperately. At this tine,

; the warning is only displayed, if bug_conpat 42 is enabl ed.

session. bug _conpat 42 = 1
sessi on. bug _conpat_warn = 1

; Check HTTP Referer to invalidate externally stored URLs containing ids.
; HTTP_REFERER has to contain this substring for the session to be

; considered as valid.

session.referer_check =

; How many bytes to read fromthe file.
session.entropy length =0

; Specified here to create the session id.
session.entropy file =

;session.entropy_length = 16

;session.entropy file = /dev/urandom
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3

’

Set to {nocache, private, public,} to determ ne HITP cachi ng aspects
or leave this enpty to avoid sending anti-cachi ng headers.

session.cache |inmter = nocache

’

Docunent expires after n mnutes

sessi on. cache_expire = 180

’
’
3
’
’
3
’
’
3

trans sid support is disabled by default.
Use of trans sid may risk your users security.
Use this option with caution
- User may send URL contains active session ID
to other person via. email/irc/etc.
- URL that contains active session ID nay be stored
in publically accessible conmputer.
- User may access your site with the same session ID
al ways using URL stored in browser's history or booknarks.

session.use trans_sid = 0

The URL rewiter will look for URLs in a defined set of HTM tags
formfieldset are special; if you include themhere, the rewiter wll
add a hidden <input> field with the info which is otherw se appended
to URLs. |If you want XHTM. conformty, renpve the formentry.

Note that all valid entries require a "=", even if no value foll ows.

url _rewiter.tags = "a=href, area=href, frane=src,input=src,formnme, fiel dset="

[ Assertion]

’

3

’

3

3

3
’
3

’

Assert (expr); active by default.

;assert.active = On

I ssue a PHP warning for each failed assertion

;assert.warning = On

Don't bail out by default.
assert.bail = Of

User-function to be called if an assertion fails.
assert.call back = 0

Eval the expression with current error_reporting(). Set to true if you want
error_reporting(0) around the eval ().

;assert.quiet _eval =0

[ Socket s]

’

Use the systemread() function instead of the php_read() w apper.

sockets.use_systemread = On

[ mbstring]

’

3

’
’
’

’

| anguage for internal character representation

;mbstring. | anguage = Japanese

i nternal /script encoding.

Sone encodi ng cannot work as internal encoding.
(e.g. SJIS, BIGh, |SO 2022-*)

nmbstring.internal _encodi ng = EUC- JP

http i nput encodi ng.
nmbstring. http_input = auto

http output encoding. nb_out put _handl er nust be
regi stered as output buffer to function

;nbstring. http output = SJI'S

3
’

’

’

enabl e automati c encoding translation accoding to
nbstring.internal _encoding setting. Input chars are
converted to internal encoding by setting this to On.
Note: Do not use automatic encoding translation for
portable |ibs/applications.
nmbstring. encoding_translation = Of

aut omati ¢ encodi ng detection order.
aut o neans

;mbstring. detect _order = auto

substitute _character used when character cannot be converted
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; one from anot her
;mbstring. substitute character = none;

; overl oad(replace) single byte functions by nmbstring functions.
; mail (), ereg(), etc are overloaded by nb_send mail (), nmb_ereg(),
; etc. Possible values are 0,1,2,4 or conbination of them

; For exanple, 7 for overload everything.

; 0: No overl oad

1. Overload mail () function
2: Overload str*() functions
4: COverload ereg*() functions

;mbstring. func_overload = 0

[exif]
; Exif UNI CODE user conmments are handl ed as UCS- 2BE/ UCS- 2LE and JIS as JI S
Wth nbstring support this will automatically be converted into the encoding

; given by correspondi ng encode setting. Wen enpty nbstring.internal _encoding
; is used. For the decode settings you can distinguish between notorola and

; intel byte order. A decode setting cannot be enpty.

; exi f.encode_uni code = | SO 8859-15

;exi f.decode_uni code_notorol a UCS- 2BE

; exi f.decode_uni code_intel UCS- 2LE

;exif.encode jis =
;exif.decode jis notorola
;exif.decode jis_ inte

I
(S
nwn

; Local Vari abl es:
; tab-width: 4
. End:
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Apache ErrorHandler

An interesting Apache configuration trick is that you can tell Apache to pass requests that
generate agiven error to a PHP script.

httpd.conf

ErrorHandl er 404 /error. php

Later on we will use thisto do some very interesting things.
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Apache Forcetype

Another Apache configuration trick is to use the ForceType directive to force specific urls to be
treated as PHP scripts:

httpd.conf

<Location /product s>
ForceType application/x-htt pd-php
</ Locati on>

Again, we will put thisto use later on.
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Slide 24/66 Templ ate %/Stems January 22, 2003

Why?

0 Separate content and design
0 Separate designers from programmers

Basics
0 Some sort of specia tagsfor variables: { variable}, <variable>, etc

0 Most have support for blocks (looping for table rows)
0 Some have support for conditional sections
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TemplatePower
http://templ atepower.codocad.con]
0 Nested dynamic blocks
0 Block/fileincludes
0 Ignoretag
0 Save/load parsed templates
0 Database template support
Code
<?php
include "tplutil.inc';

i nclude 'cl ass. Tenpl at ePower . i nc. php'

$tpl = new Tenpl at ePower (' presentations/slides/intro/tenpl atepower.tpl');
$t pl - >prepare();

$tpl->assign("TITLE', "My Title');
$t pl - >assign(" USER", get_user());

foreach (get_users() as $user) {
$t pl - >newBl ock (' USERS' ) ;
$t pl - >assign(' USER , $user);

$t pl ->print ToScreen();
Template

<h1>{TI TLE} </ h1>

<f or mp<sel ect >

<opt i on>{ USER} </ opt i on>

<!-- START BLOCK : USERS -->
<opti on>{ USER} </ opti on>

<l-- END BLOCK : USERS -->
</ sel ect ></forne

Output
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http://smarty.php.netf

Probably the most complex and complete system
Loops

Conditional sections

Variable modifiers

Plugins

Built-in functions

Configuration files

0 More... (See Andrei and Sterling'stutorial.)

Code

©O O O 0O 0o o o

<?php
include "tplutil.inc';
require 'Smarty. cl ass. php';

$tpl = new Smarty();
$tpl->assign(' TITLE , "'ny title');
$t pl ->assign(' USER , get_user());
$t pl - >assign(' USERS' , get_users());

$tpl->display('smarty.tpl');
Template

<h1>{$TI TLE| capi talize}</hl>

<f or np<sel ect >

{htm _options val ues=$USERS out put =$USERS sel ect ed=$USER}
</ sel ect ></ forne
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PHP

January 22, 2003

© O O O

o

http://www.php.net/

Full progamming language
Includefiles

Loops and conditional statements
User-defined functions

Etc.

Code

<?php

include "tplutil.inc';
$title ="MW Title';
$user = get _user();
$users = get_users();
i nclude 'php.tpl';

Template

<h1><?=$titl e?></hl>

<f or mp<sel ect >

<?foreach ($users as S$option) {?>
<option <?=($option == $user)
<?}7?>

</ sel ect ></fornp

Output

? 'sel ected'

"' ?>><?=$opti on?></ opti on>


http://www.php.net/
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debug_backtrace() isanew function in PHP 4.3

Custom error handler

<?
function short($str) {
if(strstr($str,'/"))
return substr(strrchr($str,'/'),1);

el se return $str;

function nyErrorHandl er ($errno, $errstr, Serrfile, $errline)

echo "$errno: $errstr in ".short($errfile)." at line $errline<br />\n";
echo "Backtrace<br />\n";
$trace = debug _backtrace();
foreach($trace as $ent) {
if(isset($ent['file'])) $ent['file'].’
|f(|sset($ent[ function' ])) {
echo $ent['function'].' ('
|f(|sset($ent[ args'])) {

$args=""
foreach($ent[ args'] as $arg) { $args.=%arg."’ }
echo rtrim(short($args),',"');
}
echo ')
}
if(isset($%ent['line'])) echo "at line '.$ent['line'].
if(isset($ent['fi 1)) echo "in '.short($ent['file']);
echo "<br />\n";

}
}

set error _handl er (' nyErrorHandl er');
include 'file2. php';

test2(1,0);
?>

Custom error handler

<?
function test1($b, $a) {
$a/ $b;
}

function test2(%a, $b) {
test 1( $b, $a);

?>
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Standard PHP

( Start Script )

h 4

Compile Script to Opcodes |«

h 4

A 4

Execute Opcodes

l

Function Calls Includes
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PHP Opcode Caches

January 22, 2003

PHP with an Opcode Cache

Start Script

Fetch Cached:
- opcode tree

- function table
- class table

Compile Script to Opcodes

v

Store Opcodes in Cache

v

—— » Execute Opcodes

N

Function Calls

Includes
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There are a number of them out there.

0 APC - open source
0 lonCube Accelerator - free, but closed source
0 Zend Cache - commercial

| nstallation
Typicaly very trivial. For lonCube, for example, in your php.ini add:

zend_extension = "/usr/local/lib/php/php_accelerator_1.3.3r2.so"

So why isn't thisjust built into standard PHP?

This gets asked often, and although not a good answer, the answer is that since it wasn't in PHP
from the start a number of competing plugin cache systems were developed and choosing one over
another at this point would effectively chop these projects, both commercial and free, off at their
knees. Thisway they can compete and innovate against each other at the cost of duplicated effort.
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Profiling PHP

Why Profile?
Because your assumptions of how things work behind the scenes are not aways correct. By
profiling your code you can identify where the bottlenecks are quantitatively.
How?
PEAR/Pecl to the rescue!

www. ~> pear install apd
downl oadi ng apd-0.4pl.tgz ...

...done: 39, 605 bytes

16 source files, building

runni ng: phpize

PHP Api Version 20020918
Zend Modul e Api No 20020429
Zend Extension Api No 20021010

buil ding in /var/tnp/pear-buil d-root/apd-0.4pl
runni ng: /tnp/tnprFl Agf/apd-0. 4pl/ confi gure
runni ng: make

apd. so copied to /tnp/tnprFl Agf / apd- 0. 4p1/ apd. so
install ok: apd 0.4pl

Woohoo!

www. ~> pear info apd
About apd-0. 4pl

Package
Sunmmar y
Descri ption

apd

A full-featured engine-1evel profiler/debugger
APD is a full-featured profiler/debugger that is
| oaded as a zend _extension. It ains to be an
anal og of C s gprof or Perl's Devel :: DProf.

Mai nt ai ners George Schl ossnagl e <george@mi ti.con> (| ead)

Ver si on 0. 4pl
Rel ease Date 2002-11-25
Rel ease License PHP Li cense
Rel ease State stabl e
Rel ease Not es Fix for pre-4.3 versions of php
Last Mbdified 2002-12-02
o e e e oo o m m e e e e e e e e e e e e e e e e e e e eeeee e +

www. ~> pear confi g-show
Confi gurati on:

g o e e e oo o m e e e e e e e e e eee e +
PEAR execut abl es bin_dir [usr/1local/bin
directory
PEAR docunent ati on doc_dir lusr/local/lib/php/docs
directory
PHP ext ensi on ext_dir [usr/local/lib/php/extensi ons/no-de
directory bug- non- zt s- 20020429
PEAR directory php_dir [fusr/local/lib/php
PEAR I nstall er cache cache_dir [t mp/ pear/ cache
directory
PEAR data directory data_dir [fusr/local/lib/php/data
PEAR test directory test _dir lfusr/local/lib/php/tests
Cache Ti nmeTolLi ve cache_ttl <not set>
Preferred Package preferred_state stabl e
State
Unix file mask umask 18
Debug Log Level ver bose 1
HTTP Proxy Server ht t p_pr oxy <not set>
Addr ess
PEAR server nmast er _server pear . php. net
PEAR password (for password <not set>
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mai nt ai ners) | |
PEAR usernane (for | usernane | <not set>
mai nt ai ners) | |
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www. ~> cd /usr/local /lib/php
www. /usr/ Il ocal /1ib/php> I n -s extensions/no-debug-non-zts-20020429/ apd. so apd. so

Then in your php.ini file:

zend_extension = "/usr/local/lib/php/apd.so"
apd. dunpdir = /tnp

It isn't completely transparent. Y ou need to tell the profiler when to start profiling. At the top of a
script you want to profile, add this call:

<?php
apd_set pprof _trace();
?>
The use the command-line tool called pprofp:
www.  ~> pprofp

pprof p <flags> <trace file>
Sort options

-a Sort by al phabetic nanes of subroutines.

- Sort by nunber of calls to subroutines

-m Sort by menory used in a function call.

-r Sort by real tine spent in subroutines.

-R Sort by real tine spent in subroutines (inclusive of child
calls).

-S Sort by systemtine spent in subroutines.

-S Sort by systemtine spent in subroutines (inclusive of child
calls).

-u Sort by user tine spent in subroutines.

-U Sort by user tine spent in subroutines (inclusive of child
calls).

-V Sort by average anount of tine spent in subroutines.

-2 Sort by user+systemtinme spent in subroutines. (default)

Di spl ay options

-C Di splay Real tine el apsed al ongside call tree.

- Suppress reporting for php builtin functions

-0 <cnt> Speci fi es maxi mum nunber of subroutines to display. (default 15)

-t Di spl ay conpressed call tree.

-T Di spl ay unconpressed call tree.

ww. ~> |s -latr /tnp/pprofp.*
SPWF--F-- 1 nobody nobody 16692 Dec 3 01:19 /tnp/pprof. 04545

www, ~> pprofp -z /tnp/pprof. 04545

Trace for /home/rasnus/ phpweb/i ndex. php

Total El apsed Tine = 0. 69
Total SystemTime = 0.01
Total User Tine = 0.08
Real User System secs/ cumm
%l me (excl/cumm) (excl/cumm (excl/cumm Calls call s/call Menory
Usage Name
33.3 0.11 0.13 0.02 0.03 0.01 o0.01 7 0.0043 0. 0057

298336 require_once

22.2 0.02 0.02 0.02 0.02 0.00 0.00 183  0.0001 0. 0001
- 33944 feof

11.12 0.01 0.01 0.01 0.01 0.00 O0.00 3 0.0033 0. 0033
- 14808 define

11.1 0.04 0.04 0.01 0.01 0.00 0.00 182  0.0001 0. 0001
112040 fgetcsv

11.1 0.25 0.25 0.01 0.01 0.00 O

3768 getinagesi ze

.00 6 0. 0017 0. 0017
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11.12 0.01 0.01 0.01
2568 sprintf

0.0 0.00 0.00 0.00
-136 printf

0.0 0.00 0.00 0.00
136 htm speci al chars

0.0 0.00 0.00 0.00
-16 mirror_provider_url

0.0 0.00 0.00 0.00
112 spacer

0.0 0.00 0.00
-552 delim

0.0 0.00 0.00
112 mrror_provider

0.0 0.00 0.00
-624 print_link

0.0 0.00 0.00

.00
.00
.00

0
0
0
0. 00
24 have_stats
0.0 0.00 0.00 0. 00
-72 make_subm t
0.0 0.00 0.00 0. 00
112 strrchr
0.0 0.08 0.08 0
168 fil esize
0.0 0.00 0.00 0
-16 commonf oot er
0.0 0.00 0.11 0
0 downl oad_Iink
0.0 0.00 0.25 0
208 nake_i mage

.00
.00
.00
.00

© © © ©o o 000 0 o0 o 9o 9o © ©

01
00
00
00
00
00
00
00
00
00
00
00
00
00

.01

O O O O O O O o o o o o o o o

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

O O O O O O O o o o o o o o o

-52 -

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

55

10

20

D N P NN PR

O O O O O O O o o o o o o o o

. 0002
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000
. 0000

O O O O O O O O O O O O O O O

. 0002
. 0000

0000

. 0000
. 0000
. 0000

0000

. 0000
. 0000
. 0000
. 0000

0000

. 0000
. 0000
. 0017



Slide 34/66 $PATH I N FO January 22, 2003

$PATH_INFO isyour friend when it comes to creating clean URLS. Take for example this URL:
http://ww. conpany. conl product s/routers
If the Apache configuration contains this block:
<Location "/products">
ForceType application/x-htt pd-php
</ Locati on>

Then all you haveto do is create a PHP script in your DOCUMENT _ROOT named 'products and
you can use the $PATH_INFO variable which will contain the string, ‘/routers, to make a DB

query.
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ErrorDocument

Apache's ErrorDocument directive can come in handy. For example, this line in your Apache
configuration file:

Error Docunent 404 /error. php

Can be used to redirect al 404 errors to a PHP script. The following server variables are of
interest:

$REDIRECT_ERROR_NOTES - File does not exist: /docroot/bogus
$REDIRECT_REQUEST_METHOD - GET

$REDIRECT_STATUS- 404

$REDIRECT_URL - /docroot/bogus

Don't forget to send a 404 status if you choose not to redirect to areal page.

o O O O

<? Header (' HTTP/ 1.0 404 Not Found'); ?>

Interesting uses

0 Search for closest matching valid URL and redirect
0 Useattempted url text asa DB keyword lookup
0 Funky caching
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Efficient image caching

First, set up an ErrorDocument 404 handler for your images directory.

<Di rectory /home/ doc_root/i mages>
Error Docunment 404 /i mages/ gener at e. php
</Directory>

Then generate.php looks like this:

<?php
$fil enane = basenane( $ SERVER[ ' REDI RECT_URL']);
if(preg_match(' /A([M2)([A"2)([*]12)\.(.?2)$/",$filenane, $reg)) {
$type = $reg[1];
$text = $reg[2];
$rgb = $reg[3];
$ext $reg4];

}

i f(strlen($rgb)==6) {
$r = hexdec(substr($rgbh,0,2));
$g = hexdec(substr($rgb, 2,2));
= hexdec(substr($rgb 4,2));

$b =
} else $r $g = $b = O;

smntch(strtolomer($ext)) {

case 'jpg'
Fbader("Cbntent Type: imagel/jpg");
br eak;

case 'png'

case 'gif': / W don't do gif - send a png instead /
Header (" Cont ent - Type: i nage/ png");
br eak;

def aul t:
br eak;

}

switch($type) {

case 'solid'
$i m = i magecreat et ruecol or (80, 80);
$bg = imagecol oral |l ocate($im $r, $g, $b);
i mgefill edrectangl e($i mO, 0, 80, 80, $bg);
br eak;

case 'button’
$si = 32; $font = "php";
$i m = i magecreat ef ronpng(' bl ank_wood. png' ) ;
$tsize = i maget tf bbox($si, 0, $f ont, $text);
$dx = abs($tsize[2]-$tsize[0]);

$dy = abs($tsize[5]-$tsize[3]);
$x = ( imagesx($im - $dx ) / 2;
= ( imagesy($im - $dy ) / 2 + $dy;
$mh|te = | mageCol or Al | ocat e( $i m 255, 255, 255) ;

$bl ack = I mageCol or Al | ocat e( $i m $r, $g, $b);

| mageTTFText ($im $si, 0, $x, By, $white, $font, $text);

| mageTTFText ($im $si, 0, $x+2, $y, $white, $font, S$text);

| mageTTFText ($im $si, 0, $x, $y+2, $white, $font, $text);

I mgeTTFText ($im $si, 0, $x+2, $y+2, $white, $font, $text);

| mageTTFText ($im $si, 0, $x+1, $y+1, $black, $font, Stext);
br eak;

QOO0 O

}
Header ("HTTP/ 1.1 200 OK");
$dest _file = dirnane($_SERVER ' SCRI PT_FI LENAVE' 1).' /" . $fil enane;
switch(strtol ower($ext)) {
case ' png'
case 'gif"’
@ magePNG( $i m $dest _file);
| magePNGE $i m)
br eak;
case 'jpd'
@ mageJPEG( $i m $dest _file);
| mageJPEG( $i m ;
br eak;
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}

?>

The URL, http://local host/images/button_test_000000.png produces thisimage:

test
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Funky Caching

An interesting way to handle caching isto have all 404's redirected to a PHP script.
Error Docunment 404 /generate. php

Then in your generate.php script use the contents of $SREDIRECT_URI to determine which URL
the person was trying to get to. In your database you would then have fields linking content to the
URL they affect and from that you should be able to generate the page. Then in your generate.php
script do something like:

<?php
$s = $REDI RECT_UR
$d = $DOCUMENT_ROCT;

/1 determ ne requested uri

$uri = substr($s, strpos($s,$d) + strien($d) + 1);

ob_start(); // Start buffering output

/1 ... code to fetch and output content fromDB ..

$data = ob_get _contents();

$f p = fopen(" $DOCUVENT_ROOT/ $uri ™,  w );

f put s( $f p, $dat a) ;

fclose($fp);

ob_end_flush(); // Flush and turn off buffering
?>

So, the way it works, when a request comes in for a page that doesn't exist, generate.php checks
the database and determines if it should actually exist and if so it will create it and respond with
this generated data. The next request for that same URL will get the generated page directly. So
in order to refresh your cache you simply have to delete the files.
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Squid

For really busy sites, a reverse proxy like Squid is magical! Either run it as a single-server
accelerator:

Extaernal IP Fort 80

Squid

v

127, 0.0.1:80

Apache

Or as afront-end cache to a number of local or remote servers:

v

External IF FPort S0 d d
SgquidGuar
Squid <H> :
e Eedirector
127.0.0.1: 80 127.0.0.1: 81 18z, 168, 0. 1: 80
Apache Apache Apache

Note:

Watch out for any use of $REMOTE ADDR in your PHP scripts. Use
$HTTP_X_FORWARDED_FOR instead.
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Make it listen to port 80 on our externa interface:
http_port 198.186.203.51: 80
If we don't do cgi-bin stuff, comment these out:

#acl QUERY url path_regex cgi-bin
#no_cache deny QUERY

If we have plenty of RAM, bump this up a bit:

cache_nem 16MB
maxi mum obj ect _si ze 14096 KB

Specify where to store cached files (sizein Megs, level 1 subdirs, level 2 subdirs)
cache_dir ufs /1l ocal/squid/cache 500 16 256

Get rid of the big store.log file:
cache_store_| og none

Set our SNMP public community string:
acl snnppublic snnp_conmmunity public

Get rid of "alow all" and use list of hosts we are blocking (1 ip per line):

#http_access all ow al |
acl forbidden src "/l ocal/squid/etc/forbidden”
http_access all ow ! forbidden

Set user/group squid should run as:

cache_effective_user squid
cache_effective_group daenon

Single-server reverse proxy setup (set up Apache to listen to port 80 on the loopback):

httpd_accel _host 127.0.0.1

htt pd_accel _port 80

htt pd_accel _singl e_host on

htt pd_accel _uses_host _header on
Only allow localhost access through snmp:

snnp_access al | ow snnppublic | ocal host
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There are two primary ways to configure Squid to be aload balancer.

Private /etc/hosts

The easiest isto simply list multiple ips for the httpd_accel _host in your /etc/hosts file and Squid

will automatically round-robin across the backend servers.

Use cache peer

Thisis more complex. Squid has advanced support for communicating with other caches. It just
so happens that this communication happens over HTTP so you can set Squid up to treat the web
servers you wish to load balance as peer caches. The configuration would look something like

this:

htt pd_accel _host www. vi si bl e-donai n. com

htt pd_accel _uses_host _header on
never _direct allow all

cache_peer serverl parent 80 0 no-query round-robin
cache_peer server2 parent 80 0 no-query round-robin
cache_peer server3 parent 80 0 no-query round-robin

no-query in the above tells Squid not to try to send ICP (Internet Cache Protocol) requests to the
Apache servers. You could turn on the echo port on each server and redirect these |CP requests to

there which would make this system automatically detect a server that is down.

Avoiding Redirectors

It is generally a good idea to avoid external redirectors. A lot of things can be done directly in
Squid's config file. For example:

acl domai nl dstdomai n www. domai nl. com
acl domai n2 dstdomai n wwv. domai n2. com
acl domai n3 dstdomai n www. domai n3. com

cache_peer _access
cache_peer _access
cache_peer _access
cache_peer _access
cache_peer _access
cache_peer _access

serverl
server?2
server3
serverl
server?2
server3

al | ow donai n1
al | ow domai n2
al | ow donai n3
deny al
deny al
deny al

This would configure Squid to send requests for pages on certain domains to certain backend
servers. These backend servers could actually be aliases to different ips on the same server if you

wanted to run multiple Apache instances on different ports on the same box.
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The Easy (And Expensive) Solution

Y ou can buy dedicated boxes that do all sorts of advanced load balancing for you. Some popular
ones are:

0 CiscoCSS

0 Foundry Serverlron

0 Intel Netstructure

0 F5BIG-IP

If you are on Linux you could also try LVS. See www.LinuxVirtual Server.org.

-61-



Slide 42/66 MySQL Repllca“ on January 22, 2003

As of version 3.23.15 (try to use 3.23.29 or later), MySQL supports one-way replication. Since
most web applications usually have more reads than writes, an architecture which distributes reads
across multiple servers can be very beneficial.

Master
I
V V V
Slave Slave Slave

In typical MySQL fashion, setting up replication istrivial. On your master server add this to your
"my.cnf" file:

[nysql d]

| og- bi n

server-id=1
And add areplication user id for slavesto log in as:
GRANT FILE ON. TO repl @% |DENTIFIED BY 'foobar';

If you are using MySQL 4.0.2 or later, replace FILE with REPLICATION SLAVE in the above.
Then on your ave servers.

[ nysql d] _
set-variabl e = max_connecti ons=200
| og- bin

mast er - host =192. 168. 0. 1

mast er - user =r epl

mast er - passwor d=f oobar

mast er - port =3306

server-id=2

Make sure each slave has its own unigque server-id. And since these will be read-only slaves, you
can start them with these options to speed them up a bit:

--skip-bdb --1owpriority-updates
--del ay-key-wite-for-all-tables

Stop your master server. Copy the table files to each of your ave servers. Restart the master,
then start all the daves. And you are done. Combining MySQL replication with a Squid reverse
cache and redirector and you might have an architecture like this:
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Squid Cache
Eedirector

apache 1 Apache 2 Apache 2
MyERL Slave MySQL Slave MyvEQL Slave

Master My2QL
Server

You would then write your application to send all database writes to the master server and all
reads to the local dlave. It is also possible to set up two-way replication, but you would need to
supply your own application-level logic to maintain atomicity of distributed writes. And you lose a
lot of the advantages of this architecture if you do this as the writes would have to go to al the
slaves anyway.
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Why hack PHP?

0 Fixabug
0 Create aPHP API for a C/C++ library
0 Optimization (implementing performance-critical logicin C)
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Architecture Di agram January 22, 2003

Web Server

SAPI

MM

ZEND API ZEND extension API
ZEND Engine

= 0Ww-

=A0w-

Run-time
compiler
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PHP Tree Layout
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Contents of php4/

O O OO0 OO0 OO0 0Oo o o o

Zend/ - the Zend Engine

TSRM/ - the thread-safe resource manager
main/ - the basics

ext/ - Extensions

ext/standard/ - the standard functions
ext/mysql/

ext/imap/

ext/hyperwave/

sapi/ - the Server API
sapi/apache/
sapi/cgi/

sapi/isapi/

% cvs -d: pserver:cvsread@vs. php. net:/repository co php4
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Getting Started
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O O 0O O o

o

Grab acopy of the current php4 CVStree
Read README.EXT_SKEL
Read README.SELF-CONTAINED-EXTENSIONS
Read README.PARAMETER_PARSING_API

Look at the existing extensions for code examples
Follow this example

Grabbing a copy of the CVStree - Anonymous CV Sinstructions

% cvs -d: pserver:cvsread@vs.

Password: phpfi

% cvs -d: pserver:

% cd php4

% cvs -d: pserver:

Password: Zend

% cvs -d: pserver:
% cvs -d: pserver:

cvsread@vs.
cvsread@vs.

cvsread@vs.
cvsread@vs.

php. net:/repository |ogin
php. net:/repository co php4
zend.com /repository login

zend.com /repository co Zend
zend. com /repository co TSRM
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Before you divein...

You need to make sure your environment is ready. Install bison, flex, autoconf, libtool and of
course gcc and make.

Next, install the command-line version of PHP

% cd php4

% ./configure --wth-nmysqgl =/usr --with-pgsql --with-zlib \
--enabl e-inline-optimzation --with-config-file-path=/etc

% make

% make install

Test It

% /usr/1 ocal / bin/ php -v
4. 3. 0-dev
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Plan your Extension

Try to plan your extension before you start writing your code. A good way to do thisisto write a
sample PHP script that illustrates how your extension is going to be accessed from a PHP script.

XMMS Sample Extension

<?php
xmrs_start();
if(isset($url)) {
xms_url ($url);
$len = xms_pl aylist_length();
xmrs_pl ay($l en-1);
} else {
xmrs_pl ay(5);
}
$song = xmms_current ();
$list = xms_pl ayl i st (range($song[' pos']-5, $song['pos']+5));
foreach($list as $pos=>%pl song) {
echo "$pos: ".$plsong['title ]."<br>\n";

}

sl eep(10);
xmrs_stop();
?>
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Define the functions

From your plan, generate a function definition file

xmms.def
i nt xmrs_start (voi d) Start up XMMS if it is not already running
bool xmrs_i s_runni ng(voi d) Check if XMMS is running
i nt xmrs_playlist_Iength(void) Get the nunber of songs in the playlist
i nt xmrs_pl ayli st _pos(void) Get current playlist position
array xms_playlist([m xed pos]) Get full or partial playlist info
voi d xmrs_play([int pos]) Play current or provided song position
voi d xmrs_st op(voi d) Stop playing current song
voi d xmrs_pause(voi d) Pause current song (toggle)
voi d xmrs_qui t (voi d) Force XMVS to term nate
i nt Xmrs_ver si on(voi d) Get the XMVS version
voi d xms_next (voi d) Go to next song in playlist
voi d xmrs_prev(voi d) Go to previous song in playlist
string xms_status(void) Returns current XMVB status
bool Xmrs_i s_repeat (voi d) Get repeat setting
i nt xmrs_repeat ([ bool setting]) Toggl e/ Set repeat setting
bool xmrs_is_shuffle(void) Get shuffle setting
i nt xmrs_shuffl e([bool setting]) Toggl e/ Set shuffle setting
voi d xmrs_add(m xed songs) Add entries to playlist
voi d xmrs_del et e(i nt pos) Del ete entry from pl ayli st
voi d xmrs_cl ear (voi d) Clear playlist
array xmms_current (void) Get current song info
voi d xmrs_volune([int level [, int right _level]]) Set volune
voi d xmrs_url (string url) Play fromurl

voi d xmrs_skin([string skin_file]) Set XMVB skin

float xmrs_time([float tine_pos]) Get/Set output tine position
voi d xms_mai n_wi n(bool setting) H de/Unhide main xnms w ndow
voi d xmrs_pl _wi n(bool setting) Hi de/Unhide playlist xns w ndow
voi d xmrs_eq_wi n(bool setting) Hide/Unhide equalizer xmms w ndow
obj ect xms([ bool start]) XMVS cl ass construct or
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A skeleton extension
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Run the ext_skel script which creates all the required skeleton files.

% cd php4/ ext
% ./ ext _skel

Creating basic files:

- - ext name=xms - - pr ot o=xms. def
Creating directory xmrs

config.md Makefile.in .cvsignore xnms.c

php_xmvs. h CREDI TS EXPERI MENTAL
test s/ 001. phpt xms. php [done].

% 1s xmrs

config.nd CREDI TS EXPERI MENTAL XNMs. C

Xmrs. php Makefile.in php_xmrs. h tests/
Standalone or Embedded?

At this point you have a choice on how to proceed. Y ou can either develop your extension under
the main PHP framework where you run the top-level buildconf script to include your extension in
PHP's main configuration script, or you can develop your extension in a completely separate
directory where you run the phpize script to populate your extension directory with all the required

files.

Embedded

% cd xmrs

% vi config. mt

%cd ../..
% ./ bui | dconf

% ./configure --[with|enabl e]-xnms

% make

Standalone

% my xms /tnp
% cd /tnp/ xmrs
% vi config.nd

% phpi ze

% ./configure --[w th|enable]-xms

% make
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Compiling

Compiling the test skeleton extension

% cd /tnp/ xmrs
% vi config.m

The config.m4 file

The config.m4 file adds any extension-specific configuration options. If your extension relies on

external libraries and header files, you need to define those in this file and uncomment the
--with-xmms section. If your extension does not rely on any externa libraries, uncomment the
--enable-xmms section.

Configure, build and install

% ./ configure
% make
% cp nodul es/ xmrs.so /usr/local/lib/php

Testing your extension

The ext_skel script created a sample xmms.php script. A quick way to check if your extension is
working is to edit this script and add di(’xmms.so') to the top. Then run it through your
command-line PHP parser:

% php -q xmms. php

Congr at ul ati ons!

You have successfully nodified ext/xmrs/config. m.
Modul e xmrs is now conpiled into PHP.
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Structure

The structure of atypical extension contains the following components:

includes

#i f def HAVE_CONFI G _H
#i ncl ude "config. h"
#endi f

#i ncl ude "php. h"

#i ncl ude "php_ini.h"

#i ncl ude "ext/standard/info.h"
#i ncl ude "php_xms. h"

function_entry

function_entry xmrs_functions[] = {
PHP_FE(confirm xnmrs_conpi | ed, NULL)
{NULL, NULL, NULL}

3

module_entry

zend_nodul e_entry xmrs_nodul e_entry = {
"Xms",
xms_functions,
PHP_M NI T( xmrs),
PHP_MSHUTDOWN( X ms) ,
PHP_RI NI T( xmms) ,
PHP_RSHUTDOM( xmms) ,
PHP_M NFQ( xms) ,
STANDARD MODULE_PROPERTI ES

b
PHP_INI_BEGIN

PHP_I NI _BEG N()
STD_PHP_I NI _ENTRY(" xnmms. val ue", "42",
PHP_I Nl _ALL, OnUpdatelnt, global val ue,
zend_xmrs_gl obal s, xnmms_gl obal s)
STD _PHP_I NI _ENTRY("xnmms. string", "xmsbar",
PHP_ I Nl _ALL, OnUpdateString, global _string,
zend_xmrs_gl obal s, xnmms_gl obal s)
PHP_I NI _END()

PHP_MINIT_FUNCTION

PHP_M NI T_FUNCTI ON( xnms)

REG STER | NI _ENTRI ES() ;
return SUCCESS;

}
PHP_MSHUTDOWN_FUNCTION

PHP_MSHUTDOWN_FUNCTI ON( xms)

UNREG STER | NI _ENTRI ES() ;
return SUCCESS;

}
PHP_RINIT_FUNCTION

PHP_RI NI T_FUNCTI ON( xnrs)
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return SUCCESS,
}

PHP_RSHUTDOWN_FUNCTION

PHP_RSHUTDOMN_FUNCTI ON( xms)

return SUCCESS;
}

PHP_MINFO_FUNCTION

PHP_M NFO_FUNCTI ON( xnms)

{
php_info_print_table_start();
php_info_print_table header(2, "xms support", "enabled");
php_i nfo_print_table_end();
DI SPLAY_I NI _ENTRI ES() ;
}
functions

PHP_FUNCTI ON( conf i rm xms_conpi | ed)

{
char *arg = NULL;
int arg_len, |en;
char string[ 256];

i f (zend_parse_paranet ers(ZEND NUM ARGS() TSRMLS CC

"s", &arg, &arg_len) == FAILURE) {

return;

len = sprintf(string, "Congratul ations!
You have successfully nodified ext/% 78s/config. n4.

Module % 78s is now conpiled into PHP.", "xms", Z STRVAL PP(arg));

RETURN_STRI NGL.(string, len, 1);
}
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Data in PHP is stored in the pval or zval datatype. Two names for the same thing. They are
defined like this:

typedef union _zval ue_val ue {

I ong Ival; / long val ue /
doubl e dval ; / doubl e val ue /
struct {

char *val

int |en;
} str;
HashTabl e ht; / hash table val ue */

zend_obj ect obj;
} zval ue_val ue;

struct _zval struct {
zval ue_val ue val ue; / value /
zend_uchar type; / active type /
zend_uchar is_ref;
zend_ushort refcount;

b

typedef struct _zval struct zval;
typedef zval pval
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#define Z_LVAL(zval) (zval).val ue.lval
#define Z BVAL(zval) ((zend_bool ) (zval).val ue. |l val)
#defi ne Z DVAL(zval) (zval ). val ue. dval
#define Z STRVAL(zval) (zval).val ue.str.val
#def i ne Z_STRLEN(zval) (zval).value.str.len
#defi ne Z ARRVAL(zval) (zval ). val ue. ht
#define Z_OBJ(zval) &(zval) . val ue. obj
#def i ne Z_OBJPROP(zval) (zval).val ue. obj . properties
#defi ne Z OBJCE(zval) (zval ). val ue. obj.ce
#defi ne Z_RESVAL(zval) (zval).val ue.lval
#define Z LVAL P(zval p) Z LVAL(*zval p)
#define Z BVAL_P(zval _p) Z BVAL(*zval _p)
#define Z DVAL_P(zval p) Z DVAL(*zvaI _p)
#define Z STRVAL P(zval p) Z_STRVAL(*zval _p)
#define Z _STRLEN P(zval _p) Z_STRLEN( *zval _p)
#define Z ARRVAL P(zval _p) Z ARRVAL(*zvaI _p)
#define Z OBJ_P(zval _p) Z BIJ(*zval _p)
#define Z OBIJPROP_P(zval _p) Z_OBJPROP(*zval _p)
#define Z OBJCE P(zval p) Z O3JCE(*zvaI
#define Z RESVAL P(zval p) Z RESVAL(*zval p)
#define Z_LVAL_PP(zval _pp) Z_LVAL(**zval _pp)
#defi ne Z BVAL _PP(zval pp) Z BVAL(**zval pp)
#define Z DVAL_PP(zval _pp) Z DVAL(**zval _pp)
#define Z STRVAL_PP(zval _pp) Z STRVAL(**zval _pp)
#define Z STRLEN_PP(zval _pp) Z STRLEN(**zval _pp)
#define Z _ARRVAL_PP(zval _pp) Z_ARRVAL(**zval _pp)
#define Z OBJ_PP(zval _pp) Z OBJ(**zval _pp)
#def i ne Z_OBIJPROP_PP(zval _pp) Z_OBJPROP(**Zzval _pp)
#define Z OBJCE_PP(zval pp) Z_OBJCE(**zval )
#define Z _RESVAL_PP(zval _pp) Z RESVAL(**zval _pp)',' 100%)
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Parsing Parameters

In its ssimplest form you can call ZEND _NUM_ARGS() to check the number of parameters
passed to your function.

PHP_FUNCTI ON( count _ar gs)
RETURN_LONG( ZEND_NUM ARGS());

You can use the WRONG_PARAM_COUNT macro to output a generic wrong parameter count
warning.

PHP_FUNCTI ON( ny_f unc)

{ i f (ZEND_NUM ARGS() > 1) {

WRONG_PARAM_COUNT;
}
RETURN_TRUE;
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Real Parameter Parsing

To do real parameter handling, use the zend _parse parameters() function.

PHP_FUNCTI ON(r et urn_ar g)

{
int argc = ZEND NUM ARGS() ;
| ong arg;

if (zend_parse_paraneters(argc TSRMLS CC,
"I", &arg) == FAI LURE)
return;

RETURN_LONG ar g) ;

Y ou can make it an optional argument by putting a"|" in the argument format string. Likethis:

PHP_FUNCTI ON(r et urn_ar g)

{
int argc = ZEND NUM ARGS() ;
| ong arg;

if (zend_parse_paraneters(argc TSRMLS CC,
"II'", &arg) == FAI LURE)
return;
i f(argc) RETURN_LONGE arg)
el se RETURN_FALSE
}

Here are al the possible modifiersin the argument format string:

I ong (i nteger)

] | ]

"d" double (floating point)
"s' string

"b"  bool ean

'r' resource

'a' array

'0' any object

'O specific object

"z'  mxed

So, for example, a function that takes a string, an integer, and array and an optional resource
would look like this:

PHP_FUNCTI ON( conpl ex_f unc)

{
int argc = ZEND NUM ARGY() ;
char *str = NULL;
int str_len;
int res_id = -1;
| ong arg;
zval *arr
zval *res

NULL;
NULL;

if (zend_parse_paraneters(argc TSRM.S CC,
"slalr", &str, &str_len,
&arg, &arr, &res) == FAI LURE)
return,

if (res)
ZEND FETCH RESOQURCE(?7?7?, ?7??, res, res_id,
27", ???_rsrc_id);

}
RETURN_FALSE;
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Array Parameters

If your function takes an array parameter. Y ou can check it and accessit like this:

PHP_FUNCTI ON(ny_arr)
{

int argc = ZEND NUM ARGS() ;
zval *tmp, arr = NULL;

if (zend_parse_paraneters(argc TSRMLS CC,
"a", &arr) == FAI LURE)
return;

zend_hash_i nternal _pointer_reset (Z_ARRVAL_P(arr));
whil e (zend_hash_get _current _data(Z_ARRVAL P(arr),
(void **)& np) == SUCCESS) {
convert _to Iong ex(trrp)
php_printf("%d\in",Z_ LVAL _PP(tnp));
zend_hash_nove forv\,ard(Z ARRVAL P(arr))

}
RETURN_TRUE;
}

Here the call to zend parse_parameters() does the type check. If the user passes a non-array to
this function he will get a message that looks like this:

foo.php(4) : Warning - nmy_arr() expects argunment 1 to be array, integer given

If you wanted to write a function that could take either an array of integers or perhaps a single
integer and have your function figure it out automatically you do do it like this:

PHP_FUNCTI ON(ny_arr)
{

int argc = ZEND NUM ARGY() ;
zval *tnmp, arg = NULL;

if (zend_parse_paraneters(argc TSRMLS CC,
"z", &arg) == FAI LURE)
return;

switch(Z_TYPE_P(arg)) {
case | S_ ARRAY:
zend_hash_internal _pointer_reset(Z_ARRVAL P(arg));
whil e (zend_hash_get _current data(Z_ARRVAL_P(arg),
(void **)& np) == SUCCESS) {
convert _to_|long ex(tmp);
php_ prlntf("%d\n" Z LVAL _PP(tnp));
zend_hash_nove forward(Z ARRVAL P(arg))
}
br eak;
case | S_STRI NG
case | S _ LONG
case | S_DOUBLE:
convert _to_|l ong_ex(&arg);
php_printf("% d\n",Z LVAL P(arg));
br eak;

}
RETURN_TRUE;
}

The possible types are;

#define I'S NULL
#define 1S LONG
#define 1S DOUBLE
#define 1S STRI NG
#define | S ARRAY
#defi ne |
#def i ne |
|
|

(0]
2
8

I%%%I
Y]
[m
g
—
2R
O~NOUIAWNRO

:

#defi ne
#defi ne
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#defi ne | S_CONSTANT_ARRAY

9
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The simple types are returned using the following convenience macros:

#def i ne RETVAL_RESOURCE(I) ZVAL_RESOURCE(r et urn_val ue, 1)

#def i ne RETVAL_BOCOL( b) ZVAL_BOOL(return_val ue, b)

#def i ne RETVAL_NULL() ZVAL NULL(return_val ue)

#define RETVAL_LONEH|) ZVAL_LONG(return_val ue, 1)

#def i ne RETVAL_DOUBLE( d) ZVAL_DOUBLE(return_val ue, d)

#def i ne RETVAL_STRI NG s, dup) ZVAL _STRING return_val ue, s, dup)
#define RETVAL_STRINGL(s, |, dup) ZVAL_STRING.(return_value, s, |, dup)
#def i ne RETVAL_EMPTY_STRI NJ) ZVAL_ENMPTY_STRING(return_ val ue)

#defi ne RETVAL_FALSE ZVAL_BOOL(return_val ue, 0)

#define RETVAL_TRUE ZVAL_BOOL(return_val ue, 1)

#def i ne RETURN_ RESOURCE( | ) { RETVAL_RESOURCE(I); return; }

#defi ne RETURN_BOOL( b) { RETVAL_BOOL(b); return; }

#define RETURN_NULL() { RETVAL_NULL(); return;}

#def i ne RETURN _LONG | ) { RETVAL LG\IG(I) return; }

#defi ne RETURN_DOUBLE( d) { RETVAL_DOUBLE( d) return; }

#defi ne RETURN_STRING(s, dup) { RETVAL_STRINE s, dup); return; }
#define RETURN_STRINGL(s, |, dup) { RETVAL_STRING (s, I, dup) return; }
#define RETURN_EMPTY_STRI N ) { RETVAL_EMPTY_STRING); return; }
#defi ne RETURN FALSE { RETVAL_FALSE; return; }

#def i ne RETURN_TRUE { RETVAL_TRUE; return; }

Asyou can see, returning a value from a function involves setting the special return_value zval to
the return value and then just returning from the function call. At the C level, al functions return

void.

Simple sum() function:

PHP_FUNCTI ON( my _sum)

{
int argc = ZEND_NUM ARGS() ;
| ong argl;
| ong arg2;

if (zend_parse_paranet ers(argc TSRMLS_CC,

"I''", &argl, &arg2) == FAI LURE)
return,
RETURN_LONG ar gl+ar g2);
Here we uppercase every other character of a string.
PHP_FUNCTI ON( my_upper)
{
char *str = NULL;
int argc = ZEND NUM ARGY() ;
int str_len;
char *p;
int i;
if (zend_parse_paranet ers(argc TSRMLS_CC,
"s", &str, &str_len) == FAl LURE)
return,
for(p=str, i=0; *p; p++,i++) {
if(i%2) p = toupper(p);

}
RETURN_STRI NGL(str,str _len,1);
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Returning an Array

Returning an array is alittle bit more complex. Here we take a string and a count and return an
array with the specified number of elements containing the given string.

PHP_FUNCTI ON( ny_ar r ay)
{
char *str = NULL;
int argc = ZEND_NUM ARGS() ;
int str_len;
| ong count;
int i;

if (zend _parse_paraneters(argc TSRM.S CC
"sl", &str, &str_len, &count) == FAI LURE)
return;

array_init(return_val ue);
for(i=0; i<count; i++) {

add_i ndex_stringl (return_value, i, str, str_len, 1);
}

}

So, to return an array you first call array_init() on the return_value zval and then populate the
array by calling the various add_* functions. The functions available to populate an array are:

add_i ndex_Il ong(zval *arg, uint idx, long n)

add_i ndex_nul | (zval *arg, uint idx)

add_i ndex_bool (zval *arg, uint idx, int b)

add_i ndex_resource(zval *arg, uint idx, int r)

add_i ndex_doubl e(zval *arg, uint idx, double d)

add_i ndex_string(zval arg, uint idx, char str, int dup)

add_i ndex_stringl (zval arg, uint idx, char str, uint length, int dup)
add_i ndex_zval (zval arg, uint index, zval value)

Recall that PHP supports the non-indexed array syntax. eg.
<? $a[] = 1; ?>

This same concept is available in the extension API using these functions:

add_next i ndex_|l ong(zval *arg, |ong n)

add_next _i ndex_nul | (zval *arg)

add_next _i ndex_bool (zval *arg, int b)
add_next i ndex_resource(zval *arg, int r)
add_next _i ndex_doubl e(zval *arg, double d)
add_next _i ndex_string(zval arg, char str, int dup)
add_next i ndex_stringl(zval arg, char str, uint length, int dup)
add_next _i ndex_zval (zval arg, zval val ue)

Y ou can aso create an array with non-numeric indices. Otherwise known as an associative array
using these functions:

add_assoc_|l ong(zval arg, char key, long n)

add_assoc_nul | (zval arg, char key)

add_assoc_bool (zval arg, char key, int b)

add_assoc_resource(zval arg, char key, int r)

add_assoc_doubl e(zval arg, char key, double d)

add_assoc_string(zval arg, char key, char *str, int dup)
add_assoc_stringl (zval arg, char key, char *str, uint length, int dup)
add_assoc_zval (zval arg, char key, zval *val ue)

To return a2-dimensional array, you simply make new arrays and add them as elements of the top
array. Likethis:

PHP_FUNCTI ON( ny_ar r ay)
{
char *str = NULL;

int argc = ZEND NUM ARGS() ;
int str_len;
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| ong count;
int i;
pval *tnp_arr;

if (zend parse_ paraneters(argc TSRMLS CC,
"sl", &str, &str_len
&count) == FAI LURE)
return;

array_init(return_val ue);
for(i=0; i<count; i++)
MAKE_STD ZVAL(tnp_arr);
array_init(tnp_arr);
add_assoc_| ong_ex(tnp_arr,
str, str_len
count +i ) ;
add_next i ndex_zval (return_value, tnp_arr);

}

Note the use of add_assoc_long_ex() in the above example. If we know the length of the key,
then thisis slightly faster than calling add_assoc_long(). The macro definition shows why:

int add_assoc_long _ex(zval arg, char key, uint key len, long n);
#def i ne add_assoc_long(__arg, _ _key, _ n) \\
add_assoc_long _ex(__arg, __key, strlen(__key)+1l, _ n)
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Object Factory Approach

This gets quite a bit more complex than returning simple types, or even arrays. The first thing to
do is to declare an extension-wide global class ptr along with the methods available in this object
you are creating.

static zend_class_entry *nmy_class_entry_ptr;

static zend_function_entry php_my_class_functions[] = {
PHP_FE(add, NULL)
PHP_ _FALI AS(del , ny_del , NULL)
PHP_FALI AS( I i st my_list, NULL)
{NULL, NULL, NULL}

b
Next, in our module _init function we initialize and register our class definition.

PHP_M NI T_FUNCTI ON(test) {
zend_cl ass_entry ny_class_entry;

I NIl T_CLASS ENTRY(ny_class_entry, "ny_class", php_ny_class_functions);
my_class_entry ptr = zend_register_internal _class(&mwy_class_entry
TSRMLS_CO) ;
return SUCCESS;
}

And then we create our object factory function which will return an instantiated object.

PHP_FUNCTI ON( ny_obj ect) {

{

NULL;

ZEND_NUM _ARGS() ;

char *fn
int argc
int fn_len;

| ong | engt h;
doubl e price;
zend_bool setting;

if (zend_parse_paraneters(argc TSRMLS CC,
"sbld', &n, & n_len
&setting, & ength, &prlce) == FAI LURE)
return;

object_init_ex(return_value, ny_class_entry ptr);

add_property_stringl (return_val ue,

"filename", fn, fn_len, 1);
add_property_ bool (return_val ue,

"toggle", setting ? 0 : 1);
add_property_| ong (return_val ue,

"l ength", length);
add_property_doubl e (return_val ue,

"price", price);

}
From user space it would be called like this:

<?php
$obj ny_object()
$obj->a di...);

2>

If you want to have the more traditional class instantiation syntax and want to have a constructor
run for it. eg.

<?php
$obj = new ny_cl ass();
?>

Then create a constructor function:

PHP_FUNCTI ON( ny_cl ass) {



char *fn
int argc
int fn_len;

| ong | engt h;
doubl e price;
zend_bool setting;

NULL;
ZEND_NUM_ARGS() ;

if (zend _parse_ paraneters(argc TSRMLS CC
"sbld", &n, & n_len
&setting, & ength, &price) == FAILURE)
return;

add_property_stringl (

g his ptr, "filename", fn, fn_len, 1);

add_property bool (th
th
e(

t

s _ptr, "toggle", setting?0:1);
s ptr, "length", length);

his ptr, "price", price);

i
add_property_l ong(thi
add_property_doubl e(t
}

Note the use of this_ptr here.

If you want to access properties from within one of the methods, you can do this:

pval **tnmp;
i f(zend_hash_find(HASH O~(this_ptr),
"nmy_property", 11, (void **)& np) == SUCCESS) {
convert _to_string_ex(tnp);
php_printf("ny_property is set to %\n", Z STRVAL PP(tnp));
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If you need extension-wide global variables, you can't just use standard C-style static variables
because PHP needs to be thread-safe. To achieve this, globals are placed in a struct and passed
around. To add global variablesto your extension, first define them in your header file:

ZEND BEG N_MODULE _GLOBALS(t est)
i nt some_i nt eger;
char *some_string;
ZEND_END MODULE GLOBALS(t est)

!/ shortcut macros /

#i f def ZTS

# define TEST G v) TSRMXtest_globals_id, zend_ test_globals *, v)
#el se

# define TEST_Ev) (test_globals.v)

#endi f

Then inyour .cfile:

ZEND DECLARE_MODULE_GLOBALS(f 00)
static void php foo_init_global s(zend foo _globals *foo_gl obal s)

foo_gl obal s->sone_i nteger = 0O;
foo_gl obal s->sonme_string = NULL;

}
And inyour MINIT function:

ZEND | NI T_MODULE GLOBALS(foo, php_foo_ init_globals, NULL);

Now, anywhere you need to get/set one of these variables, use TEST_G(some _integer). This
will only work if the test_globals struct is available in the function, of course. All the standard
PHP functions will automatically have the globals struct available, but if you write your own
utility functions you either have to call TSRMLS _FETCH(); at the top of the function, or better
yet, passin the TSRM struct. Likethis:

test _utility function(my_arg TSRMLS CC);
And the function is declared using:

static void test_utility function(int nmy_arg TSRMLS DC)
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SAPI is the Server abstraction APl and you can access server-related global variables using the
SG() macro. Include SAPI.h in your .c file to get the SG macro. You can then access the
elements of the sapi_globals_struct which looks like this:

typedef struct _sapi_globals_struct {
voi d *server_context;
sapi _request _info request _info;
sapi _headers_struct sapi _headers;
int read_post_bytes;
unsi gned char headers_sent;
struct stat gl obal _stat;
char *defaul t_m netype;
char *default charset;
HashTabl e *rfc1867_upl oaded _fil es;
| ong post_nmax_si ze;
i nt options;

} sapi _global s_struct;

To access the default MIME type, you would use:
SQ def aul t _mi et ype)

And to access the request_uri you would use:
SErequest _info).request _uri

Executor Globals

These are run-time globals. The ones you are likely to be interested in are the symbol _table and
active_symbol_table globals. For example, to access the user-space $foo variable from the current
global context, you would do this:

pval **tnp;
i f(zend_hash_find(&EGQ synbol table),
"foo", 4, (void **)& np) == SUCCESS) {
RETURN_STRI NGL(Z_STRVAL_PP(tnp), Z_STRLEN PP(tnp), 1);
} else {
RETURN_FALSE;
}
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Adding php.ini Entries

Generally the extension-wide global variables are actually configuration options set in the php.ini

file, or perhaps in the Apache httpd.conf file. Adding such configuration options for your
extension is easy. To add a test.my ini_setting configuration variable, first follow the
instructions for creating aglobal variable from the last slide. Then in your .c file add:

PHP_I NI _BEG N()
STD PHP_I NIl _ENTRY("test.some_i nteger", "0",
PHP_I NI _ALL, OnUpdat el nt,
some_i nteger, zend_test _globals, test_gl obals)
PHP_I NI _END()

The argumentsto STD_PHP_INI_ENTRY here are:

entry name

entry value

change permissions

pointer to change notification handler
corresponding global variable
globals struct type

globals struct

You can implement your own change notification handlers using PHP_INI_MH(), but here we
will just use the default OnUpdatelnt which basically just takes the string in the .ini file and does
an atoi() on it. The other built-in handlers are  OnUpdateRea(), OnUpdateBool(),
OnUpdateString(), and OnUpdateStringUnempty().

©O O 0O 0O 0O 0o o

After adding your STD_PHP_INI_ENTRY block to your .c file, in your MINIT function after the
ZEND_INIT_MODULE_GLOBALS() add this:

REG STER_| NI _ENTRI ES() ;
And likewise, in your MSHUTDOWN function add:
UNREG STER_I NI _ENTRI ES() ;
And finally, you can optionally add thisto your MINFO function:

DI SPLAY_I NI _ENTRI ES() ;
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Memory Management

PHP has its own memory management functions which adds a safety net in case you forget to free
things. It also helps catch overflows and other memory-related issues. The functions are exactly
like their typical C counterparts:

emal | oc
efree
estrdup
est rndup
ecal | oc
ereal | oc
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Resources

A generic data container. Used to hold file handles, database connections, or anything else that
needs to be initialized and then passed around for other functions to act on. To create a resource
in your extension, first declare an extension-wide true global. We don't have to worry about
thread-safety here. And then if your resource holds a complex datatype of some sort, typedef it as
well at the top of your .c file (on in your header file):

static int le_test;

typedef struct _test |le struct {
char *narne;
| ong age;

} test le struct;

Next we need to create aresource destructor function.

static void _php free test(zend_ rsrc_list_entry *rsrc TSRMS DC) {
test le struct test _struct = (test le struct )rsrc->ptr;

ef ree(test _struct->nane);
efree(test _struct);

}
Then in our MINIT function we declare/initialize our resource:

le test = zend register_list _destructors_ex(_php _free_test,
NULL, "test", nodul e_nunber);

Then we might have a function that looks like this that returns a resource:

PHP_FUNCTI ON(ry_i nit) {
char *nane = NULL;
int name_l en, age;
test_|le_struct *test_struct;

i f (zend_parse_paranet ers(ZEND NUM ARGS() TSRMLS CC
"sl", &nane, &nane_l| en, &age) == FAILURE) {
return,

test _struct = enmlloc(sizeof(test |le struct));

test _struct->nanme = estrndup(nanme, nane_| en);

test _struct->age = age;

ZEND REG STER RESOURCE(return_val ue, test _struct, le test);
}

Followed by other functions that then take a resource as an argument and do something with it:

PHP_FUNCTI ON( ny_get)
{

test le struct *test _struct;
pval *res;

i f (zend_parse_paranet ers(ZEND NUM ARGS() TSRMLS CC
"“r", &es) == FAILURE) ({
return;

}

ZEND FETCH RESOURCE(test _struct, test le_struct *,
&es, -1, "test", le_test);

if(!test_struct) RETURN FALSE
array_init(return_val ue);

add_assoc_string(return_value, "name", test_struct->nane, 1);
add_assoc_l ong(return_val ue, "age", test_struct->age);
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Zend Engine 2

0 Important stuff to finish: PPP members/PPP methods, support of overloaded extensions, possibly
differentiate between class and namespace as discussed with Stigin Germany.

Responsibility: Zeev, Andi, Stas
Timeframe: Couple of months for first part and extensions will be ongoing while PHP is

being fixed. Thingsto leave for later versions. Native aggregation support, accessing
static members via object and not class.
Aggregation

0 Responsibility: Andi, Stig?
0 Timeframe: ?

Redesign of API Versioning

0 Responsibility: ?
0 Timeframe 1 month

Thread Safety

0 Identify the extensions that are not thread safe by design or due to dependant libraries and identify
them as such. If possible try to resolve thread safety issue via code improvements (if php code or
patches will be accepted by library maintainers). For situations where thread safety cannot easily
be acheived aflag in the extension APl is set so PHP can identify non-thread safe extensions.
These extensions will not be loaded in aZTS compiled binary (unlessit iscli/cgi).

0 Responsibility: Spiderman or someone similar with superhuman powers
0 Timeframe: ?

SAP|

0 Environment variables defined in the CGI spec need to be verified in each SAPI module that they
conform to the CGI spec correctly. If they do not, the SAPI module needs to fix the variable prior
to script execution. Having this conformity will aid in having PHP scripts run correctly under
different sapi modules.

0 Responsibility: Shane Caraveo & each sapi module owner
0 Timeframe: ? (but shouldn't be much effort, most modules are probably ok)

Input Filtering

0 Implement a SAPI input filter hook that will get called just before registering avariable in the
treat_data/post_handler hooks.

Make sure thisis also done in mbstring

Provide access functions, or perhapsanew $ RAW_GET/POST/Cookie set of superglobalsto get
at the unfiltered data

0 Providea.ini directive which alows people to set their input filter to one of the built-in strip_tags,
html special chars or whatever other internal function might be useful here.

0 (Themain benefit of thisisto make it easier for people to solve the XSS problem once and for all
without having to go through every line of their code and adding input validation/filtering
everywhere)

0 Responsibility: Rasmus
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0 Timeframe: Yesterday
RPC Abstraction Layer

0 Porting java, com, dotnet, xmlrpc, corba, soap and python, srm (are there more ?) to work with
the new 00 api and preferably by using ext/rpc.

0 Responsibility: Harald
0 Timeframe: 2 months (buti haveto wait for afew engine featuresfirst)

OO Extensions

0 Each OO extension hasto be revised and rewritten to fit into the new OO model. We should
decide which extensions are amust to have for the release and which can be ported by the
maintainer |later as a separate pecl release.

A list of extensions to be extended that have to be investigated:

* browscap

* aggregate

all sgl extensions (*_fetch_object)

* domxml (seems like christian is rewriting it anyways)
* ming

Responsibility: Harald (, extension maintainers)

MySQL Extension

©O O O 0O 0O O o

0 Complete rewrite, leveraging the new MySQL 4/ MySQL 5 features.
0 Responsibility: Georg Richter, Zak Greant
0 Timeframe: ?

XML
0 Rewrite DOMXML and incorporate al (or most of) W3C-DOM2.
0 Usethe new ZE2 features (Exceptions, setter/getter).
0 Add SAX(2), XML Schema.
0 XSLT, HTML, XPath, XPointer, DTD Validation will still be supported, have to find a

meaningful API for it.

0 Break BC, warn users now.
Look at the libxml2 patch by lukas schroder and see if we can prevent memory leaks with it
(anyway, getting rid of mem-leaks and intelligent memory management is on top prio...)

0 Inthelonger term, domxml (or another name, as with todays features domxml is alittle bit
misleading) shall be the main xml-class, which covers most of what's needed for decent
XML support in PHP ;) But thereis certainly place for others like Sablotron etc.
Responsibility: Christian Stocker
Timeframe: ?

Test Suite
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Extending the test suite with atleast atest for every function in an extension that doesn't
require external resources. Also developing an automated test thing which CVS ups’s,
compiles and tests the build on adaily base on as much platforms/extensions as possible.

The test suite will also be extended to support threaded testing and testing for differing sapi
modules (via http calls or other methods).

Reponsibility: Derick (, extension maintainers)
Timeframe: 3 months

-03-



RetUrning REFEIENCES  ....ccveeece et
Variable variables ...
(00 T0) (= {1
(@7 011100122 1] o [ SO
Connection HaNdliNg  ....cocveeie e e
Optimizing MYSQL USB0E  ...oceiiieieeiereeiee et
UD et e et bbb
Installing Related Libraries ..o
Building PHP frOM SOUICE  .....ovieieceecece et
Building PHP frOmM SOUICE  ....ooviiiiieeeee e
Building PHP frOM SOUICE  .....ovieieceecece et
The php.ini fIl@ .o e
Apache ErrorHandler ..o
APACNE FOICELYPE ..o et
Template SYSIEMS  ...ooceeceeec e
TeMPlAEPOWEY ...t
SIMAITY it e e nre e ree s
PH P ettt et e renre s
debug_DacKIraCe .......ccccveeeiicce e s
PHP Opcode CaChes  ........ooeiiieeeeeee e
PHP Opcode CaChes  ........ooeeice e
PHP Opcode CaChes  ........ooeiiieeeeeee e
Profiling PHP .ottt
Profiling PHP .o
N I o N TSRS
ErrorDOCUMENT ..o s
Efficient image CaChing  ....cocvveeiece e
FUNKY CaChING ..ot
0 (1 o S
SQUId CONFIQUIALTON ...t e
Load Balancing With SQUId — .......ccveiiiieceee e
Load BalanCING  ..oc.eoiveeieiieieee et st
\VAYAS @ I 1= o 1o 1 o o S
EXIENdING PHP .o et
Architecture DIiagram  ......ooveiieeeeeee et
PHP Tre@ LayOUL ...t
GEliNG SEAEA ..o e
BefOre YOU diVEIN... oo s

©CoOoO~NOOLPh~WDN

2R 8 S d g AU S NS S RS R8N EERERRERES
VO RNROO NN DR OCO®I O, DO PO NN OO NODOR~WNPRP O



Plan yOoUr EXIENSION  ..oceiieiiieeieciee et
DEfiNETNE TUNCLIONS ..ot e e e e e e e aeeeas
A SKEIEION BXEENSION e e e e e e e e e e eeeeeeeeeeees

Compiling ...
Structure ...

the pval/zval datatyPe .....ccoceeceieece e
CONVENIENCE MBCIOS ..ot stee ettt be e st eesneen
ParSing ParameELErS  ........ocveiiee et
Real Parameter Parsing  .....ooccooeeieneenienee e
AITaY ParamMELErS ..o
REUNING VAIUBS ...ttt et
REIUMNING @NATTAY  ceeeceeece ettt re e sneenne s
Object Factory APProach ...
Global Variables ....ocooeeieeee

SAPI Globals

Adding php.ini ENLHES ..o
MemOory ManagemMENt  .......eoeiiiieiiee et

Resources ...

PHP5 TODO

69
70
71
72
73
75
76
77
78
79
81
82
84
86
87
88
89
90
91



