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uid=105(bpark) gid=50(staff) groups=50(staff),6(disk), 24(cdrom), 29(audio)
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bpark@fuzzy:~$ ps -ef !grep getty

root 502 1 O Mar06 ttyl 00:00:00 /sbin/getty 38400 ttyl

root 503 1 O Mar06 tty2 00:00:00 /sbin/getty 38400 tty2

root 504 1 O Mar06 tty3 00:00:00 /sbin/getty 38400 tty3

root 505 1 O Mar06 tty4 00:00:00 /sbin/getty 38400 tty4

root 506 1 O Mar06 ttyb 00:00:00 /sbin/getty 38400 tty5

root 507 1 O Mar06 tty6 00:00:00 /sbin/getty 38400 tty6
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Debian GNU/Linux testing/unstable fuzzy.hanyang.ac.kr
Access Restricted. Illegal login attempt is logged.
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bpark@fuzzy:~$ more /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh

S7h MEF

bpark:x:105:50:Byeong-Jun Park, Ph. D. Candidate:/home/bpark:/bin/bash
mysql :x:65533:65533:MySQL Server:/var/lib/mysql:/bin/false
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bpark@fuzzy:~$ su

Password:

root@fuzzy: /home/bpark# more /etc/shadow

root: $1$gebSsEFW$Fx1nWWioNeUbibd8KvS90/:11327:0:99999:7: : :
daemon:*:11312:0:99999:7: ::

bin:%:11312:0:99999:7: ::

Sys:%:11312:0:99999:7:::

..... o[steiEf ...
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bpark@fuzzy:~$ more /etc/group
root:x:0:root, bpark
daemon:x:1:
bin:x:2:
Sys:x:3:
adm:x:4:
tty:x:5:
disk:x:6:bpark
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root@fuzzy:/# cd /home
root@fuzzy /home# 1s -1

A 14
drwxr XI—X 7 root alumni 143 1€ 5 13:14 alumni
drwxr-xr-x 36 bpark root 2128 3% 10 02:27 bpark %
drwxr-xr—-x 2 root root 35 18 8 01:17 lost+found
Arwxr—xr-x 6 mysql mysql 126 2% 14 16:35 mysqgl-data
drwxr-xr—-x 3 root others 55 32 9 16:51 others
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bpark@fuzzy: /test$ su

Password:

bpark@fuzzy: /test$ 1ls -1
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drwxr—-xr-x 2 bpark staff 35 39 10 18:13 test

root@fuzzy: /home/bpark/test# chown www—data test
root@fuzzy: /home/bpark/test# 1s -1
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drwxr—-xr-x 2 www—data staff 35 39 10 18:13 test
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root@fuzzy: /home/bpark/test# chown bpark.www—data test
root@fuzzy: /home/bpark/test# 1s -1

6!-71[ 1
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root@fuzzy: /home/bpark/test# chown bpark.www—data test
root@fuzzy: /home/bpark/test# 1ls -1
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drwxr—-xr-x 2 bpark www—data 35 3€ 10 18:13 test
root@fuzzy: /home/bpark/test# chmod gtw test
r?oﬁ@fuzzy:/home/bpark/test# 1s -1
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drwxrwxr-x 2 bpark www—data 35 3€ 10 18:13 test
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bpark@fuzzy:~$ id

uid=105(bpark) gid=50(staff) groups=50(staff),6(disk),24(cdrom), 29(audio)
bpark@fuzzy:~$ su

Password:

root@fuzzy: /home/bpark# id

uid=0(root) gid=0(root) groups=0(root)
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bpark@fuzzy:~$ cd /bin
bpark@fuzzy:/bin$ 1s -1 su
—TWSr—Xr—X 1 root root 23100 1g 18 04:51 su

o7IM ¥E 3 g5 BHY o dolx A A vE VEE 23 vk su g ZE
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Snort is o libpcop-bosed pocket sniffer/logger which con be used os o
lightweight network intrusion detection system. It feotures rules baose
logging ond con perform content searching/motching in oddition to being
used to detect o variety of other ottoc

. prrlnm'_-;Eénl+h pnr scans, CGI atto

being sent to

syslog, o thﬂFﬂf— "alert" file, or even to g Windows computer wio Sombao.

description of snort]
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Configuring Snort |
You haove to use CIDR form, i.e. 192.168.1.0/24 for a block of 256 IPs
or 192.168.1.42/32 for just one.

Flease enter the oddress ronge thot short will listen on.

166.104.226.57/24_
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