0 22 2001&84& &0l

L=
=

AHSUHH ==0l

CHE

HIOI Xl http://www.whchang.comll £

=
=

ot Xl

2
=

Feb 15, 2002

&2 whchang@whchang.com




ARP(address resolution protocol)

ARPE LAN9A AFEEHE  Protocol2A UWIEL address (7]l AE [P
address)ell 3t 2] 42 address, & MAC address& &oldl+=d o]&F Yt}

Ethernetell &% A2~ A

IP address 1.1.1.1

MAC address 0:90:27:42:1D:7C
o A28l B

IP address 1.1.1.1

MAC address unknown

= Wl A28 A7} A|2F BE pings Al=gthal 7REE] mAIth AJ2E A
7F Al2=®l BZ pings Al%Ed7] f@iA+= ICMP echo request HWAJA|] P
headerE F7}stal, 18|31 Ethernet Frame HeaderE F7}sfofF Yt} o]uj
Ethernet Frame Headerg& W&7] 9lsix & Al~® Bel thgh Ethernet MAC
address7} F31%], 230 gk Ar7F Bt} ojwf o]& 5= Protocol®]
ARPY U T}

<img src alt="Ethernetol]l A]~8l A B7} H<&Ho] 9+ 18>

ARP Elo]|Eo]gl= AL [P addresso] th<3l= MAC address?} HAlE o &
1Yt} IP Stacke A Y3HE= A AHMEL [P PacketS AE3l7] 98] ARP H ol &
<zl dFYTh wepA A" AR dA 1.1.1.2¢0] tig MAC addressE %7]
el A4S ARP HolES WA AAFUT ARP HeolEs Mg A3 1.1.1.2
of thd MAC address?}t $1& #H$ ARP request/reply #AL E3 MAC
addressZ &oljal 2 S ARP Ho| & 5=t

ARP H|o]E

IP Address MAC Address Age
1.1.1.3 00:e0:2b:e0:06:00 15
1.1.1.4 00:e0:2b:e0:03:00 100
1.1.1.5 00:e0:2b:e0:61:00 35
1.1.1.0 00:e0:2b:e0:01:00 13
1.1.1.7 00:e0:2b:e0:3d:00 86
1.1.1.8 00:d0:b7:26:00:d0 220
1.1.1.9 00:00:5e:00:01:0b 50
1.1.1.12 00:e0:2b:e0:03:00 546
1.1.1.13 00:e0:2b:e0:61:00 34
1.1.1.254 00:e0:2b:e0:01:00 0



1.1.1.29 thgF ARP request/reply I8 vl3% ARP H|o] &2 v} o] H
[Rh=

ARP H o] &

IP Address MAC Address Age
1.1.1.2 00:90:69:3b:28:7e 0
1.1.1.3 00:e0:2b:e0:06:00 15
1.1.1.4 00:e0:2b:e0:03:00 100
1.1.1.5 00:e0:2b:e0:61:00 35
1.1.1.06 00:e0:2b:e0:01:00 13
1.1.1.7 00:e0:2b:e0:3d:00 86
1.1.1.8 00:d0:b7:26:00:d0 220
1.1.1.9 00:00:5e:00:01:0b 50
1.1.1.12 00:e0:2b:e0:03:00 546
1.1.1.13 00:e0:2b:e0:61:00 34
1.1.1.254 00:e0:2b:e0:01:00 0

ARP request/reply

ARP packet& Z#]z o & FUA3 Ethernet %9 (segment)Hol A ut Agwn,
gAogE 23 FA9 A (network address)oll At AadE Ut ARP packet
o] FXE ARP packet TFXRIA AA G FAom, o7)dArE=  ARP
request/reply & A8 GotH = shalF U

AaE A H-%9] MAC addressE ARP H|o]EoA AAS sta At
o™ ARP request packets A AT Yth, ARP request packetel]l 3
HeE T8 AHE ofdet ZH5yh

(o
oo O,

Al2~¥l A & source?] MAC address 00:90:27:42:1D:77C
A28 A = source? IP address 1.1.1.1
XX & A|2~" B9 IP address 1.1.1.2

o] ARP request packet2 -2 Ethernet Frame Header?] Destination MAC
address¥ FF:FF:FF:FF:FF:FF < broadcast address® A X1, o] Ethernet
Frame©o] 3B 2 HAEHW s H= o] Frameo] 50]& ¥YEZ A3 RE Y E
2 A (Forwarding)S guch wala Eg A o2 F Y3l Ethernet Segmentol
g RE A2EEL o] ARP request packetS WA FHuth o] 3}AHLE ARP
requestZFil g},

Azl B(1.1.1.2)5 Al9)stal ARP requestE W TRE A|AEIES ARP
requesttoll A AHE HHA] [P address’F A1) [P address®t thE2E= ARP
request packet2 H7Z|AZAYTEH Al2EH B Al2H A(1.1.1.2)9] g MAC
address AH.E ARP request packetollA] do] z21¢] ARP HjojEo] 25 3
A=

ARP H|o] &
IP Address MAC Address Age



1.1.1.1 00:90:27:42:1D:7C 0

18]3 ARP replyE @4t} ARP reply packetéle] &= o AHE olget
ZHEY

A28l B & source?] MAC address 00:90:69:3b:28:7e
A|2~®l B = source® IP address 1.1.1.2
XX =% A]2~® a9 MAC address 00:90:27:42:1D:7C
XX = A]2~® a9 IP address 1.1.1.1

ARP request packet2 broadcasting &2 RE A|AEloR HIH X9 ARP
reply packet unicasting ©. %2 ARP requestE® 3+ A|~8lo) Alwt Ad=E 1},

A28l A= A 2~El BEEFE ARP reply packetE Aguba A|~#l Be] MAC
addressE 9 =, 1AL Aol ARP Hlo|Eo] S=& st} 1g]al LA
A28l A= X ~A®l BE Ethernet Frame< #4314}

ARP Packet 3%

ARP packet2 7Z2& U3 o, FoA & AL source, destination®]
3l [P address %2 MAC address Z=4t}.

Hardware Protocol type | Hardware address Protocol Operation
type o] address Zo] code
Source MAC Source Target Target

Address IP address MAC address IP address

e Hardware type: LAN©] Ethernet, FDDI, Token-Ring % @ A<1x] e,
Ethernetel] tjgh gt 1.

e Protocol type: MAC addressel]l 3t AR E 45 u [P, [PX, Appletalk 5 ¥ U E
9 Protocol address®] ®d A Q1A EFH. IP addressel] thalA+= 0x0800

e Hardware address Zo|: MAC address®] Zo]& e, Ethernet Address 4 °]& 6.

» Protocol address Z4°]: Protocol address®] 4o], = IP address® 4o]Z yeld. IP
address 4ol 4 (byte ©9)).

e Operation code: ARP request, ARP reply, RARP request, RARP replyZ® oj@ Z21%|
e, ARP request, ARP reply®l] 3lA z+zF 0x01, 0x02.

e Source MAC address: ARP requestE 3} Al2¥l9] MAC address’} A3 =™, ARP
replyoll Al Target MAC address® ©|&4.

e Source IP address: ARP requestZ® 3t A28l [P address®, ARP reply°ll A
Target IP address® ©]-8%.

e Target MAC address: ARP requestol] A+ 00:00:00:00:00:000.2 A H.

e Target IP address: &2 %] 2] IP address.

ol = 192.168.0.12914 192.168.0.139] W3 pinge A =& wj, 192.168.0.13
ol 4 Ethernet Frame< # AUt}



Ethernet Frame of ARP request

E-ﬁ Ethernet Ver=ion II

----- ]} Address: 00-90-27-0D-C8-50 ———»FF-FF-FF-FF-FF-FF
----- D Ethernet II Protocol Type: ARP

E-% Address Resolution Protocol

Q Hardware Type: 1 (Ethernet)

B Frotocol Type: 800

- Hardware Address Length: &

-3 Protocol Address Length: 4

@ Operations: ARF Reguest

-3 Source Hardware Address: 00-90-27-0D-C8-50

B IP Source Address: 192.168.0.12

- Destination Hardware Address: 00-00-00-00-00-00
-3 IP Destination Address: 192 168.0.13

-} Data 0000: 00 00 00 OO 00 OO 00 OO0 00 OO 00 OO0 00
S oni0: 0o oo

L o~ - LI 1 T - Rl B

Ethernet Frame of ARP reply

=88 Ethernset Version II
@ Addres=: 00-90-27-42-1D-7C ———>00-90-27-0D-C8-50
Q Ethernet II Protocol Type: ARP
E-% Address Resolution Protocol
Q Hardware Tvpe: 1 (Ethernet)
B Frotocol Type: 800
i3 Hardware Address Length: &
-3 Protocol Address Length: 4
@ Operations: AEFP Response
-1 3 Source Hardware Address: 00-90-27-42-1D-7C
Q IF Source Address: 192.168.0.13
-3 Destination Hardware Address: 00-90-27-0D-C8-G0
13 IP Destination Address: 192 168.0.12
B8 Sliced Packet( Data Length = 423

ARP Age timeout

ARP request/reply°ll 2] A H ARP Hlo]E9] 7} #s=+ P address, MAC
address °©]¢]el Ageth= Z& 7FAAL dFHTHAge ol¢fel t& IEEE
Uth. o]312 ARP replyell ©& 4% ARP HelE9 dF dm=rt A
F o]F Xt A|ZFE Qugtyc).. wkeF A A THage timeout)tel] sE @A =7}
FxHA gom dd A= ARP HolEoA AYAA HuUu weF age
timeout AlZFtel] S|E #IE=7F " A5 Age w2 09 = reseto] o,
ARP HlolEo] o] o FAA gyt

b %0

P

52 EAAAY gy ey dukg o=z 20
71 g5 Ut} ofg ol A= ExtremeAte] Summit 24
A1 9} CiscoAl 2501 #H$%E19 ARP age timeout®l

ARP age timeout %2 “H]
s 712 e® o] &sh=
o] ARP age timeoutel] o
gk ARE 2 F AdH5Y



Summit24¢] ARP HolE ARE AulH ARP #3=od thdl age timeout
202 AE & F AFUGY mebA oo A= 211.233.15.459] dlE age”t
1985 20%0] A} ARP Hlo]EoA Algtzd AL & 4 Ad5Uh

Summit24:45 # sh iparp

Destination Mac Age Flags Vlan

211.233.15.58 00:d0:b7:9d:ba:c2 12 Default (1)
211.233.15.56 00:d0:b7:23:dc:0e 6 Default (1)
211.233.15.45 00:d0:b7:3e:44:d6 19 Default (1)
211.233.15.40 00:d0:b7:3e:5b:16 10 Default (1)
211.233.15.39 00:d0:pb7:3e:5a:1b 12 Default (1)
211.233.15.37 00:d0:b7:23:ec:14 3 Default (1)
211.233.15.1 00:e0:2b:e0:03:00 0 Default (1)

Summit24:46 # sh iparp

Destination Mac Age Flags Vlan

211.233.15.58 00:d0:b7:9d:ba:c2 13 Default (1)
211.233.15.56 00:d0:b7:23:dc:0e 7 Default (1)
211.233.15.40 00:d0:b7:3e:5b:16 11 Default (1)
211.233.15.39 00:d0:b7:3e:5a:1b 13 Default (1)
211.233.15.37 00:d0:b7:23:ec:14 4 Default (1)
211.233.15.1 00:e0:2b:e0:03:00 0 Default (1)

CiscoAl 2501 @Bl A= age timeouto] #HA3F 3A]7F ©]AH(198 ming Fx)

o P PN
ol AL & F IdFYh

Cisco2501> sh ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 210.182.173.143 44 0090.272£.5516 ARPA EthernetO
Internet 210.182.173.130 0 00d0.b771.fabc ARPA EthernetO
Internet 210.182.173.133 42 0010.5a6b.56b0 ARPA EthernetO
Internet 210.182.173.132 53 0090.272£.5516 ARPA EthernetO
Internet 210.182.173.135 20 00d0.b723.feb5 ARPA EthernetO
Internet 210.182.173.145 0 0090.271c.d644 ARPA EthernetO
Internet 210.182.173.151 5 0090.272£.5510 ARPA EthernetO
Internet 210.182.173.190 198 0090.0803.4f9d ARPA EthernetO

ARP Hlo] &2 A packete] HEHoJoF 3t= 49 ARP request/reply 4
ARA A siFeE Aol dFYT I#Y age timeout o|ujelli= ARP
request/reply7} 'HASFA] kol A7 BASE A7 AFUT ] ool A
aRE AW ES sHAEFUT

& B Default gateway G3e sl= #9EH 9 WA 2=Ho] 17] HEHo] =
AE 7FAS BA7] vFgyck AW A 2~® Ethernet port®} ©F$-E|l Ethernet
Port+ o3 Z54Th

@9-H Ethernet port
IP address 1.1.1.1
MAC address 00:11:11:11:11:11

W A| ¥ Ethernet port
IP address 1.1.1.2



MAC address 00:11:11:11:11:22

A Al 28] default gateway 1.1.1.19] o3+ MAC address HH
00:11:11:11:11:11%& age timeout AlZFEet FA8 Zgyr). 1dE ofH o] f
2 9ol Folrt AA FHE wAsE A9 24T £ dFYt A2
2H9-HE 23 o] MAC address= o S 7Fgud)

Z}$-E Ethernet port
IP address 1.1.1.1
MAC address 00:11:11:11:33:11

a8y AuA 2" = 11119 3k MAC  address AR}
00:11:11:11:33:117} °o}Y =} age timeout AlZFsote= 00:11:11:11:11:112 2
U= AU A= AW A28 defautl gateway &S HH st SH9HE
frato] BAIE = Qe Aged WA Py

o K

[e) =
¥ ALY A

f
e

x>£

& 27FA AL dFU T AHA S 2B ol A A B A
2 ICMP echo requests RHU&= AYUY. Z9He AHA=Ho] st
ARP 7‘31‘%_7]- Atebg o2 Z ARP request® Hyl Folal, AWA|AES g19-H
Ethernet portel]l 3k MAC address BHE 7JAst ZAJUth FHAE ABA| X
glo] zka 9l ARP Hol&S A9v AYdth. 28W A AEE ARP
request/reply #}H L %3 default gateway IS %%E}E 2}-%E Ethernet
portell tg MAC addressE Zroldl 4= FUTh AWMAIAE Ae|x}7p FAlF<d

B9 AR PR AgeE Aol vy



