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1 DRDoS : DDoS
(Verio.net), (Qwest.net),
(Above.net) . DDoS
DRDoS
™ DRDoS TCP , SYN Flood,

, DoS(Denial of Service), DDoS (Distributed denial of service)
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2. TCP
DRDoS TCP
? 1
(connection agreement)"
TCP (Virtual TCP Connection)
TCP (FLAG BITS)
, SYN(synchronize) (1)
. ACK(acknowledge) (1)
. FIN(finish) (1)
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0 4 8 16
Source Portl 16) Destination Port{ 16)
Senuence Numben37)
Flags() —=—"
i Acknowledgment Numbes( 12)
Offseti4) |  Reserved(B) E é ﬁ[gﬁz Windaw! 15}
Checksumd 16} Lngent Pairtar(16)
Dpfions( wimbla ) Padding
TCP data
TCP Data
Fieeld
[ 1] TCP Header
TCP (connection- oriented) . TCP
(0,1) . TCP

@]

o ACK : ACK field

o PSH :

o RST :

o SYN :

o FIN :

URG : Urgent Pointer field

20 bytes

Flag



e Three-way handshake

TCP "three- way handshake"
— SYN
TCP [ TCP
Client — Server
1= SYN / ACK
Client Porks L
1024-65535
————————————— — ACK
- Sarvice Porks
b 4-LOTD
[ 2] Three-way handshake
1. SYN
TCP ( , FTP, Telnet ) TCP TCP
ISN (Initial Sequence Number) SYN TCP
TCP
[ 2] , SYN 1024 65535 1
1023 . TCP
(O] . TCP
oS (Listening)
) 80
80
2. SYN/ACK
SYN ! (Open)" TCP , TCP
ISN ISN +1 Acknowledgement Number
SYN/ACK SYN
3. ACK
TCP TCP SYN/ACK ISN  +1
Acknowledgement Number ACK



3.TCP (Abusing TCP) : TCP SYN Flood
TCP SYN Flood TCP ,
SYN/ACK , ACK
! (half open)"
TCP [ 2] , SYN
(connection) TCP
) IPI
. SYN
SYN/ACK ACK
SYN/ACK
SYN/ACK
& & Souce IPE JIA
SYH m 2
Malicious Victim
TCP \ TCP
Client [4| SYN b—\ Server
_____________ 2 ]
N
e
SYN / ACK  —
[ 3] TCP SYN Flood
1. TCP SYN
IP
2 IP 3 SYN/ACK
4. 1 2



SYN (connection resources)
TCP ! (half open connection)
"Raw Sockets" (source IP)
IP SYN
SYN/ACK
, SYN IP (Random number)
, SYN/ACK IP
IP IP
RST )
SYN/ACK
Three- way handshake
ACK , SYN/ACK
TCP . ,
TCP SYN , " "
(half open connection) ,
« )
(Bandwidth Consumption)
(Distributed)
e SYN Flood
SYN Flood 0S

. SYN spoofing

IP(spoofed- source- IP) SYN



(connection resource)

, DoS(Denial of Setrvice)

DDoS

e SYN spoofing

(ON)

IP SYN

SYN

DoS

(bandwidth resource)

., DOS
SYN P

TCP

o SYN- Cookies(http://cr.yp.to/syncookies.html)
o GENESIS(http://grc.com/r&d/nomoredos.htm)

DoS

TCP

(server's network connection bandwidth)

(valid traffic)

SYN
SYN/ACK

(compromised)
DDoS(Distributed denial of service)

(malicious packet flood)
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[ 4]
° (Discarding packets)
[ 4]
. ISP(Internet Service Provider) " (customer
edge)" . ,
"Big Pipe"
(Store and forward ) . , "Big Pipe"
? "Big pipe"
pipe
pipe

(dropped) . ,



5. DoS versus DDoS

e DoS(Denial of Service)

DoS

DoS

Attacking
Machine

L

Machine

Tamget [ Victim ‘

5] DoS

e DDoS(Distributed Denial of Service)

DDoS

Toambia

[

#ttack Control
Mechanizm

r
| Fambiz

L

Target [ Wictim
Metwark

6] DDoS

) | e

—

Zombia

DoS



[ 6] DDoS .
"Zombie" (central control
agency) "Zombie Master" . Zombies
(a flood of
malicious traffic)

o zombie (Distributed zombie traffic aggregation)

(a single massive flood)

Zombie
1T

Zambiz F RoULEr I—I Zombis I
Zomhbig I

Zombis [H

Pouwer e Wictim

=y

Foutar P Foutar

Zombie I
Zambie Router '=| Zombie I

[ 7] zombie

ISP (target network's service provider aggregation
router)



6. DRDoS(Distributed Reflection Denial of Service)
( DDoS . A Next Generation DDoS Attack)

2002 1 11 AM 2:00 grc.com
DDoS DRDoS(Distributed Reflection Denial of Service)

(A packet flood mystery)
(http://grc.com) (Verio : Internet Service

Provider) T1 . 2002.1.11 AM 2:00

Source IP Verio.net Qwest.net,

Above.net . 179
SYN/ACK : 80
SYN/ACK BGP 179
Netwo rk Source IP Machine Name
129.250.28.1 ge- 6- 2- 0.r03.sttiwa01.us.bb.verio.net
129.250.28.3 ge- 1- 0- 0.a07.sttiwaO1.us.ra.verio.net
129.250.28.20 ge- 0- 1- 0.al12.sttiwaO1l.us.ra.verio.net
verio.net 129.250.28.33 ge- 0- 0- 0.r00.bcrtfl01.us.bb.verio.net

129.250.28.254 ge- 2- 1- 0.r01.snjsca0- 3.us.bb.verio.net

205.171.31.1 iah- core- 0l.inet.qwest.net
205.171.31.2 iah- core- 0l.inet.qwest.net
205.171.31.5 iah- core- 0l.inet.qwest.net
gwest.net 205.171.31.6 iah- core- 0l.inet.qwest.net

205.171.31.81 iah- core- 0l.inet.qwest.net

208.184.232.13 corel- atl4- oc48- 2.atl2.above.net

208.184.232.13 core2- atl4- oc48.atl2.above.net

208.184.232.13 corel- atl4- oc48.atl2.above.net
above .net 208.184.232.13 core2- corel- oc48.atl2.above.net

216.200.127.226 dfw2- atl2- oc48.dfw2.above.net

[ 1] 200
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BGP(Border Gateway Protocol)
. IP
(Intermediate router) 179 TCP
, 179 SYN SYN/ACK

Spocfad SYN
Generator

928 SR

TCP
server

E SPN
%% Sy
[ 8] DRDoS
Zombie
, (BGP ) grc.com 179 TCP

grc.com SYN/ACK

, SYN TCP . SYN
source IP grc.com IP . SYN grc.com
SYN/ACK
SYN TCP SYN/ACK

grc.com
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o BGP 179
grc.com ISP BGP
, grc.com BGP 179
SYN 179
grc.com
179
o (22,23,53,80) (4001,6668) SYN/ACK
179 SYN/ACK
: BGP , 22(Secure
Shell), 23(Telnet), 53(DNS), 80(HTTP) 4001(a
prosy server port), 6668(IRC chat)
HTTP 80 SYN/ACK
Source IP Machine Name
64.152. 4. 80 www wwfsuperstars.com

128.121.223.161
131.103.248.119
164.109. 18.251
171. 64. 14.238

205.205.134.

1

206.222.179.216
208. 47.125. 33

veriowebsites.com
wWww .cc.rapidsite.net

whalenstoddard
www4 .Stanford

.com
.EDU

shelll.novalinktech.net
forsale.txic.net
gary7.nsa.gov

216. 34. 13.245 channelserver.namezero.com
216.111.239.132 www jeah.net
216.115.102. 75 w3.snv.yahoo.com
216.115.102. 76 w4.snv.yahoo.com
216.115.102. 77 w5.snv.yahoo.com
216.115.102. 78 w6.snv.yahoo.com
216.115.102. 79 w7.snv.yahoo.com
216.115.102. 80 w8.snv.yahoo.com
216.115.102. 82 w 10.snv.yahoo.com
[ 2]
80 SYN/ACK
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(packet reflection attack)



TCP

@]

TCP

10 (1,072,519,399) SYN/ACK

(reflection attack)

TCP
BGP( 179)
(SSH, TELNET, DNS, HTTP, IRC)

(Reflection server list)

TCP 1 1

"Trace Router" command

'Yahoo.com"

SYN/ACK

tracer IP

TCP

SYN

- 13 -



° (Using the reflection server list)

Raw Socket (Unix, Linux, Windows 2000/XP)
SYN

(total flooding bandwidth)
SYN SYN
. SYN TCP
(SYN/ACK) ,
"SYN (SYN Flux)"
DDoS

@ (packet path diffusion)

Maliciaus
Fland

Ganarator

TCP " n

" (best path)"
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(backtracking)"
(flood)

Reflection
Servar

Reflection Reflection
Servar Sarvar
[ 10]
TCP

(router hops)"
TCP SYN/ACK

SYN/ACK
SYN/ACK
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©) (Reflector usage phasing)

PrAdH=S

L

4

(manual nature)

® (Reflector diffusion)

diffusion) . SYN

(reflector
SYN

(single reflection server)

(half- open connection)

® (bandwidth multiplication)
TCP
SYN/ACK
TCP SYN
SYN/ACK
( 3 )

SYN

. SYN/ACK
SYN
4 SYN/ACK

SYN/ACK
SYN/ACK

16 -



® (Improved manageability)

DDoS
(Large networks of attacking machines)

(diffuse the source of their attack)

O
O
TCP
® (Stealth)
SYN (traditional spoofed source IP
floods) C, SYN
IP . IP
IP IP . ,
- , "reflection honeypots" )
, DRD0S . ,
, TCP
(1024- 65535)
(1- 1023)
SYN/ACK TCP 1- 1023
(Inbound)

- 17 -



(Protecting a server)

LS
[
grc.com
SYN/ACK
(Inbound)
B
[
A B

12]

4001

6668

(4001, 6668)

(1- 1023)
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ZAER

4001
GEGB

SYN/ACK
(1- 1023)



, SMTP(eMail) SMTP
25 . , SMTP
25
(friendly)

©) (Protecting a client)

TCP (end user) ,

)

(low- numbered service ports)

ISP NAT
® (Preventing reflection server exploitation)
IP SYN
(Dynamic reflection atta;:k prevention) IP
SYN (black list)
(Firewall)
Eg,ress filtering ISP
® ISP (The ISP's responsibility)
IP . ISP
Egress filtering ISP
ISP
® (The attacking platform's responsibility)
PC raw socket API . MS

2000/ XP  raw socket
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MS

Raw socket 2000/ XP  Raw socket
MS 2000/ XP raw
socket
7.
, . DRDoS
8.
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