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sysctl -a | grep local_port =
sysctl -w net.ipv4.ip_local_port_range="32768 61000" <} 72 WHojz Hd WHAo] 7}
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[root@www /root]# ps aux|grep sendmail
root 3425 0.0 0.2 247212567
root 20818 0.0 0.2 259615207
root 24572 0.0 0.3 272816847
root 24970 0.0 0.2 259615247
root 25811 0.0 0.2 259615247
root 13455 0.0 0.2 247212567
root 23766 0.0 0.2 234415207
root 47932 0.0 0.2 243215247
root 98793 0.0 0.2 234215247

Augl0  0:10 sendmail: accepti
01:07  0:00 sendmail: server
01:32  0:00 sendmail: sevrer
01:34  0:00 sendmail: server
01:38  0:00 sendmail: server
Augll  0:10 sendmail: accepti
01:07  0:00 sendmail: server
01:34  0:00 sendmail: server
01:38  0:00 sendmail: server
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[root@www /root]# netstat -na|grep :25

tcp 0
tep
tep
tep
tep
tep
tep
tep
tcp
tep
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tep
tep
tep
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[root@www /root]# netstat -na|grep :25

tcp 0
tcp 0
tcp 0

00.0.0.0:25

0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25
0211.47.65.56:25

AN -

00.0.0.0:25

0211.47.65.56:38799
0211.47.65.56:43634

0.0.0.0:*
211.47.66.71:3420
198.6.49.12:36877
211.119.130.90:3626
210.121.167.112:3565
210.111.91.130:4858
128.134.24.193:4931
211.54.29.139:1631
203.25.16.2:2666
211.54.29.139:1630
192.198.165.17:51757
210.219.250.207:2300
210.106.207.100:1036
134.239.84.2:4499
202.119.208.10:42934

= Zo] (Loca)X ™% 2] IP:PORT “FEjo]™ QEFe] Hol&=
ZElolth 9] FHE BEW F59 AB(Loca)Fol A= 25
T 1024 o]F9] XEZF Qoo XE

9= AL Feld 4= 9]
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0.0.0.0:*
211.47.66.71:25
198.6.49.12:25

LISTEN

TIME WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED

_llN o

Adeta e FEE A

AAA ANA 25

Faa g dHe A

LISTEN
TIME WAIT
ESTABLISHED



tcp 0 0211.47.65.56:43891 211.119.130.90:25 ESTABLISHED
tep 0 0211.47.65.56:7478 210.121.167.112:25 ESTABLISHED
tep 0 0211.47.65.56:1234 210.111.91.130:25 ESTABLISHED
tep 0 0211.47.65.56:2152 128.134.24.193:25 ESTABLISHED
tep 0 0211.47.65.56:3645 211.54.29.139:25 ESTABLISHED
tep 0 0211.47.65.56:3601 203.25.16.2:25 ESTABLISHED
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Port State Service

21/tcp open ftp
23/tcp open telnet
25/tep open smtp
80/tcp open http
110/tep open pop-3
1234/tcp  open hotline
3306/tcp  open mysql
4321/tcp  open rwhois
7755/tcp  open unknown
10101/tcp open unknown
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o] 9 netstat —s = ZtF ZREZ Utk FAE B F o netstat + 2 ZF5H A3
(route W oI}t & e]) 2 petstat —i = QIEHo] 2~ AE]E HA(ifconfig oF )T & ATh
71E}  netstat ©]-8 ol A= man HolAE FHarsly] npt)

T tepdump & ]'% & X QITh Tepdump & AR&3ste] 54 ZEW IP oA 9] H7ls &
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tepdump host 211.3.4.5 # 22y HX27F 211345 1 93 S BUHY
tepdump net 211.3.4.0/24 # Ay 2427 211340 Y
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22:23:33.957216 eth0 > target.com.telnet > source.com.47034: P 83:90(7) ack 74 win 5792
<nop,nop,timestamp 34471591 12102054> (DF) [tos 0x10]

E'Pr@;..w @@ @'F r:../ Aj

./ B2"@"W .... ... a) .. ..
XAV T~ M@N@ NANA NHA ABM L
"@..... lo gi n:

22:24:15.101414 ethO > target.com.telnet > source.com.47034: P 102:112(10) ack 84 win 5792
<nop,nop,timestamp 34475706 12106168> (DF) [tos 0x10]

EAPA@> ... @@ @F t-./ Aj
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http://www.tcpdump.org/
http://www.certcc.or.kr/cvirc/y2kvirus/down/RTSD/register.html

&t &% el AlF Makefile o} ruleh 39S FA3] FA @)
Makefile ol 41i= SunOS #+& 742 LIBS  =-Isocket -Insl -Ipcap & 541 A 2]3ta o4l
FAE o] = B9 #LIBS =-lpcap TS 2HA|SHTE 18] 3 ruleh Lo =
#define IGNET "and not src net 192.168.1" 3} o] ~ME FAEd Y EYIT IS Hosta
#define IGPORT "and not (port 80 or 110 or 20 or 21 or 25)" ¢} o] Unkx o g H o] WolA
E 2o AEA] &S XEE or E Y T "k
W7ol 29 make & AstA ofgje} o] R IHAE A Hrh
[Z1#E > o= A9 Zldeluy S st L= ld)

A S BHIW-S E-mail T4 (Default root)]:-> = XE 270 ZHA|A] 34
E-mail 545 7193l @ v}.(d:antihong@tt.co.kr)
CERTCC-KR o %315} 21251 7HY/N, Default Y)J:-=> o]
CERTCC-KR ol %= 7] et XEXN g4 AMES 2lashA €

¥ RTSD 238 o] d 545 5o /RTSDd = &
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[01/09/26 01:02:09]

[Scan Attack] From 192.168.1.2:34814 To 210.40.65.5:2503
[Scan Attack] From 192.168.1.2:34815 To 210.40.65.5:12294
[Scan Attack] From 192.168.1.2:34816 To 210.40.65.5:6813
[Scan Attack] From 192.168.1.2:34817 To 210.40.65.5:10197
[Scan Attack] From 192.168.1.2:34818 To 210.40.65.5:8144

RTSD + ztdstuM = 253 7Isa Agshxnt

Passive E. =04 2] FTP HlolH HEFS XE 210z 2l
J

7}%1 Scanlogd(http://www.openwall.com/scanlogd/) ~12]aL, AAJItS 2

XE 208 ZA5FS] Tep Wrapper Y ipchains 5 ©]83le] X E A0S 8= AP &

AestE AE ek 7155S 7FF PortSentry (http:/www.psionic.com/abacus/portsentry/) &= AT},

E£3] PortSentry 9] ¢ 2E i 422 P AAOR AdEE VEo] Jdud, Ax
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http://www.eng.auburn.edu/users/doug/second.html
http://www.openwall.com/scanlogd/
http://www.psionic.com/abacus/portsentry/
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252 *NIX Al9e] Windows AlGel vla] vt 210 i A& AT +
B2 205 H9d F dve Aol wiekA o] = ARE &Aoo RUEHS e
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# Logcheck
Logcheck = AAIRte =z =1 3dS E4ste] ARl a7 Alkes WA= dadoleta
Ao Wgol 2ol de A5 AY 2o Wge welAdA WAR BEe Frh U4

b 2 A FAE logtail olgte T RIS o] Eel=H, o] T2 LR Ao A
AP A AT 23 FHo] FHEE 7Yt dvi AR 2] Wj&o] F7HE o
mtth AlEA o R = AAE A Ak

Logcheck & http:/www.psionic.com/abacus/logcheck 4] T}&Z = &}

HE Al - dFol 29 g EZ A make linux & A5t AA A A 9ol
A5 o 2 Just/local/ete/ 9} /ust/local/bin/ Tl EE 2] o] X7} ¢kg @)

o] % Jetc/crontab I} ]|

00 * * * * root /bin/sh /usr/local/etc/logcheck.sh
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S} ko] F7} AAsle] vl AJ7tvbt logcheck & Aoz AFPsE= Fvt
ol logcheck.sh 3} oA SYSADMIN=antihong@tt.co.kr -+ o] TAA] =21

AR ) e-mail FAR WS FH ECh
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/etc/logcheck/logcheck.hacking
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/etc/logcheck/logcheck.ignore /A HE 2 A FAIE siY

/etc/logcheck/logcheck.violations /) FA e Hekdy wAA]

/etc/logeheck/logeheck.violations.ignore // -2 gk Wtk 2 1o A A1 FHE
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# Swatch
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AHAS of slFd WE&S W= TEsiAY Eags WAY, 54 2aHEE Adste

J ot


http://www.psionic.com/abacus/logcheck

o 3t =FA|3 H-EL  http:/oit.ucsb.edu/~eta/swatch/
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# Colorlog

oJBONE ¢ % gl%e] BAHE 21 MAL WAAY v w4 thA) she] ne]
Fe mRagon A Abg wgel vje Ak

http://www.resentment.org/projects/colorlogs/ ol 4] #& IS ThR st dFeA £
colorlogs.conf o4 EUE RS ol MEM A A 483 AY FOIRAAS a2 A}
3= Fsith)  Jete/ EEZHE #31 F

cat /var/log/messages | /ust/local/Colorlogs/colorlogs.pl ¢} #o] At 21 ddo|A] HHH
o7 E¥3] FAZL He BE G2 Mo nojFol 21 3AS FHedd {4 #elst o)

Mo
ol
rin

%

agal maE BEUEPstlof & Murt BE Ae 23 AWE HER fo] w
£ 3 AWl Eola gl #HEF Fx 9l

2 MAHE 9ty HA 25 Bl A9 Jete/syslog.conf LS Ho]

authpriv.* @logserver.tt.co.kr ¥} o] A5 syslogd & A shar

235 WS 2O Audis EEe AA WA glol 71E9 syslogd & kill & F
/usr/sbin/syslogd -m 0 -r - h & A& FH €A}, o]% =7 XM /var/log/secure & HWH o}
ge} ol o) AWe] 27k AWM A= g FAT 5 gl

Sep 8 18:34:50 192.168.1.30 ipop3d[544]: connect from 211.47.64.90

Sep 8 18:34:50 192.168.1.72 ipop3d[29281]: connect from 211.107.196.139
Sep 8 18:34:50 192.168.3.2 ipop3d[30311]: connect from 211.118.155.221
Sep 8 18:34:50 192.168.3.55 ipop3d[25460]: connect from 211.47.64.90
Sep 8 18:34:51 192.168.2.100 ipop3d[27111]: connect from 128.134.0.8

op ol AAA Ane] IP thal TAE o]Fo] FiE sty 21 AW 9| /etc/hosts Il

192.168.3.55 Wwwwb0
192.168.3.2 www16
o Zo] TAE olFS Ao FH P Uil A FRo| 7t TAE o|FoRE WA HU.

Sep 8 18:34:50 www34 ipop3d[544]: connect from 211.47.64.90

Sep 8 18:34:50 www28 ipop3d[29281]: connect from 211.107.196.139
Sep 8 18:34:50 wwwl6 ipop3d[30311]: connect from 211.118.155.221
Sep 8 18:34:50 www50 ipop3d[25460]: connect from 211.47.64.90


http://oit.ucsb.edu/~eta/swatch/
http://www.resentment.org/projects/colorlogs/

Sep 8 18:34:51 www26 ipop3d[27111]: connect from 128.134.0.8
Aol A8

FAAES] AlAaES FASY A AS HES FoE AT oA GA B0l 5 gl
L= Aalute] da 9l WEoj(BackDoor) & WHEO] T HAlo] Qth WixojE oy W
Aoz F4d Jhestd, s A AN Fo AEAQ WHAE HIZd = A 76k
FEZ(RootKit) 7HA] L WAo] Zas wHEI akspsA|al glo] Wzojr} dAjwo] )
A 55 AHske Aol wlg- ofyrh. 53] Helel| 1y o&elA @& 2H AW e
ANAE duS 1dsd, ol $d  ofF AFHUAE fF&e WMol H ZEIasQl
chkrootkit o2} ZR2I1S Afstax; drf. o] TR SAEYCA tOm oLt 2HH

wpolel s, tole mholel s 20 of7bAel Aol A4 %
ifconfig, ps , netstat 5 WXE 7] & 40 oJ7}A <] nfolg] TR Wz o2 A 3

o] Lg WS o] L3H ™ WA http://www.chkrootkit.org/ oA HA WA tarball 3L-S
TRt o5 AT oS A P EZ A make sense & At Hupds| F

SO

st 4= Atk AWMA = chkrootkit ©] A H ] g E ol A

# Jchkrootkit WF A& FH Agom A|AFlS HAste] FEIJo el Mx oFE &
Heth F o AEe 48 staak & 499l # /chkrootkit -x | more ©F ] strings &
o]-g3ato] nielye] H}dS AR AT =

TS /chkproc -v 2 Hidden Process o 5% &<l idden Process @ A A T2 A2~
of WA ZFstas AT ps auxw 5O EE HO|X] 1‘%}7‘3 RO o]= ps oA Hol=
2ZA2 AW} fproc/pid/ FHe} HluES] ps oA Holx] ek HAZ TRAATE JdEA
A5 XA WHo R wfg fF&strh ARt g Al w@e HEo] e AAHE
o A &=glo] A9 #e Azhol]l W ZEA|A7E AT AthE RhEsteE AR Rt
=99 glomw o W Ags| Koo g

N
-~
olr
ol
o
kg
an)

S ANE" FAY A 2209

# Fcheck
Al std A xglo] FA% Aeieta ddsils A9 sdoly 3l Al aHle] FAAS
A=) 8] v 9] Z2a3S Adst = vk £33 chkrootkit o] A dF X2
Aol AN IS FrE AAHor RE A AxdHe LAAMNS AIsE ZUEE
TEIONS 87 A "ok ol HHow oy g A|AHY FAAS RUHE
g ¢ Qv ZERIOMO R Tripwire 7 7HE Bol A Qth. Tripwire A= 24 9
oA tFojoernz o7 A= Tripwire o Hl&] st Ago=zw witst 7S


http://www.chkrootkit.org/

Al & st Feheck o= RIS vfstaxt et
Fcheck & X A3 A EZL Fdo 3t 212 JHE Ho|guo]~2 RAst Azt A
A A 7hul A 2ES A F8ke] F Al dolE] wlo]A ARl Hlwate] mel Wz oi=
nUEYss zegdow mE £59 7huhsk AFR W o ® Al 8S AAsls Za o)
o} Fcheck = http://www.geocities.com/fcheck2000/fcheck.html oA o= =3t ¢F
% AT fecheck 2= A3 FA3} fecheck.cfg 2= AATAY ol@A T A =A 3
T Hrh A4 feheck U4 Sconfig F-i-2 Sconfig="/usr/local/fcheck/fcheck.cfg"; <} Z
o] fcheck 7} A% t]eEg =z WA

11

fcheck.cfg LS <4
Directory = /bin/ # FAAS BUHHETE fA gy
Directory = /usr/bin/ # HFZ2AE ZUHHT fHEL]
Exclusion # EUHHEHS A9 gdEg g
Database = /usr/local/fcheck/data/data.dbf — # T Al2=He] gt
dole] wlolz7t A4 e A=
TimeZone= GMT-9 # Timezone 274

-

3 ol AAF fcheck —ac & W A FH A Ad A2 AEE dolH
Hlo] =3t sho] A7k dpedell AAFgTh Aol sd AlAE vlolEHolA HAWE IR
o] Fo WAHE Hd AlaFe] JHE HustER e s A28 FAsok gt
ob&?| /fvar T3 o] = o]
Hde ZYUHHE Y ED o X]WO}X] 2+ Zlo] Fr}h. o]% fcheck —a &
Aol gl Axdl FEeL Hluste] Frhu AbAl e WA" W&ol Jd& BF WAd
WeS deFa, #@71A duelEs WAR ARV AEAH Afole fcheck —ac ®
del wo]~E uo]E dfofof gt}
ol# = /usr/bin ° .hack o]t FUS A F fcheck — a & A3 & Aijo|u}
ADDITION: [www.tt.co.kr] /usr/bin/.hack

Inode  Permissons Size Created On

275505 -rw-r--r—- 0 Sep 06 01:28 2001
et Zol ddo] FAHAETS & F Ak Ao Ar7E WA= ADDITION w2l
WARNING o]eh= w|A[A]| 7} rmar spdo] A4 H 1S 74d-%-ell= DELETION o2}l vephdtt,
fcheck 9+ A% HAdZHSO 7|Fo] flom= 0] s nd Aoz st Ao

o

= 2
/etc/cron.daily/ Y ElEg] o] ofgfje} e A ~qHEES kg HASte] Asshd ).



#!/usr/bin/perl

$TASK = ‘/usr/local/fcheck/fcheck -a|grep Inode'; # 23 X|3F #pAlo] Z 2o 2] A4,
$HOSTNAME = "/bin/hostname’;

$TO_MAIL ='antihong@tt.co.kr'; # ©] LAA FHE TS email T2E FEH.
$SUBJECT ="$HOSTNAME File ¥ QI"; # FHWS wdof A&5S AA.
$MAIL PROGRAM = "/usr/sbin/sendmail";

if (STASK){

$TASK _CONFIRM = ‘/usr/local/fcheck/fcheck -a*; # AFA12] 7 2o dbA] A4,

&task confirm;
}
sub task confirm{
open(MAIL, "|SMAIL_PROGRAM -t");

print MAIL "To: $TO_MAIL \n";

print MAIL "Subject: SSUBJECT \n\n";

print MAIL "Host: SHOSTNAME \n";

print MAIL "$TASK CONFIRM \n";
close(MAIL);

AAste] WAR HuIF Q)

}
By W37t Al AolebH “fcheck —ac” B
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1%0}04 diolE] Hlo]~s A=

# sXid

suid W sgid & s HEZF AAE fEEuy 3tde B vig Fasite 2ls 2 ¢
U= Aotk wEbA suid W osgid 7F AAE gdely fEEee] T
HEg PUHYsE 223988 dg 7 i sXid ghs 22 a8s =A%)
o] LEINL QoA HWe fcheck ¢ Zssh= WAool fFASIH cron & ©] &3k
A71A 02 suid/sgid & EYE Yl 7|EAH o g A ~Ho|A suid Y sgid 7} A A E o]
U HEEY g ojw WSl eA AAE dvh Fdoly fEEe v AjEA
A7NAY = HEY & Regs HAAS 45 sXid & 2 #ste] ds] e-mail 522
HuZE A #ch A Ay g 2Eor RE A8 AHgsiez ddo] A A
ot Ht.



WA ftp://marcus.seva.net/pub/sxid/sxid_4.0.1.tar.gz oA FLS 2= wo}
A5 AT dFsAE "dEelA Jconfigure ; make ; make install & A33HH

A7) SrEn
A

He) 3L /Jusr/local/bin/sxid ©]al A7 YL /usr/local/etc/sxid.conf {ld], 5H73]

WHAS RESe g1 wx EMAIL = “ antihong@tt.co.kr® H-&E4wk AR WHAAA EXE=

WS A9 e-mail 2 WASHH Hoh

1213l /etc/cron.daily/ t] #E 2]

#/bin/sh

/usr/local/bin/sxid

of o] & wHEY T wld AFoR sxid & AIPste FUHY ARE dd=z

wEE =t

HZ EUEE 223

Al tepdump  netstat & ol&3te] ks #Flolt S RUE = W

B st7lele AT

el Foprgtvh. ey ¢ R g AEAoR 7l By
Fonu R iptraf gk M=e] 7 RUE 2

E]
Iptraf + Zal 7S HEAE ZEsE 7)eS A
%)
o

H5S MASt] /Setup ¥ A FH HA7F m T

AAE gEE A iptraf & vtE Adgstd [P EY, A~ FA, LAN station
HEUHE vlwde® Z4F AEE GA & F Jdon TEEFEE Y Vlsk Aedt
iptraf -d eth0 -B ¢ #o] Background = ZAgAlols 7][EAHo=w  /var/log/iptraf
g Ego] wf 5Euitt 2t TREFY| AL, EYF T ARI E9dnt


ftp://marcus.seva.net/pub/sxid/sxid_4.0.1.tar.gz
mailto:antihong@tt.co.kr
http://iptraf.seul.org/

IPTraf
TCP Con i
[ircz.unrld'net.att.mt:EEBQ
192.168.1.188:1128
[p(:OE.mzmn.m-:lOZ?
fddisunsite.oit . unc.edu:ftp
mozcom, com: 1031
com.constelnet
192,168,1,2:1044
com.constelnet
L mozcom, com: 1030
. WOZCOM ., COm: satp
207,0,115, 44:8080
[PC05.IDZ 1033
B

LI T T V. | I T | B U P P

Horr—IP {0x4} {46 bytes) from 002024436070 to FEFFFF
ARP request for 192,168,1.254 {46 bytes) from 0020244
ARP reply from 192,168.1.254 (46 bytes) from 00a024

Hon—IP {Ox4} {46 #- ez} from (0a024481dba to FEFFFFFFEFFE on ethO
UDF £49 bytes? from icg.icq,.c oo to 192,168,1,193: 1670 on ethl
Bottaom El d time: 4

53148 LDP:

13175747 13173747
12477966 12477966
11812706 1181706
918500 918500
99829 998
50835 50835
4158 41951

oOoOoooo o

Total rates: 3954 .4 khits/sec Broadcast packets:
1694 .4 packets/sec

Incoming rates: 3954 .4 kbits/sec
1654 .4 packets/sec

Dutgoing rates: 0.0 kbits/sec
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Edgont % kA
BHoR s QA
94 QA gkl o
7w @ A sl Eeh=e welsteld Aol sumpd des Hen mrtg &
Gt gk o] WHe BAME o W aANAenE Ba
bA7) whebek obge] @ Al oaaa =uQ)

W o
3
:’ o
~
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g w37 98 ALY ols T Ao JHY Y =)l dia A
A AY dA ATs 24T A9dde
Foba] Mol Ra2 A7 AU ZH o2 LA A st
ThA] ahofof gt
http://www.snert.com/Software/mod_throttle/mod_throttle312.tgz A #H A2~ 9IS thF
mrste] 455 Az
DSO 55 WEsty] fsiAe ofata] Az tEEejo A offeh o] gt}
cd (path to)/mod _throttle-3.1

(ol W& fob
Mo & mlm 12
o

2

make install

T
[
ol

AGstes WHo R, ~dHEs A RES WUEseEW ofubx] A fEEdA AapdAl o}
et 720] mod throttle & EEo| F718l=s o

/configure --prefix=/usr/local/apache --activate-module=src/modules/php4/libphp4.a

JHU

--add-module=../mod_throttle-3.1.2/mod_throttle.c

?1 A2 php4 9} mod throttle & o}ulx|o] RE=2 A3t o)

otubx] AAdS 83 5 AWAY Jusrlocal/apache/bin Tl H E oA hitpd -1 = A 83}
mod_throttle.c ©] EEol| X3H A=A IF-E ERlgit}y RER X3H S0l SAEH
Aot A= dREAoy oA EAZXOZ httpd.conf o] S 3] HEF dH2Th


http://www.snert.com/Software/mod_throttle/mod_throttle312.tgz

ol

=]
TR
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#
<Location /throttle-status>

Order deny,allow

Deny from all

Allow from 192.168.1.0/255.255.255.0

</Location>

W

$+= throttle-status & A 7d3}%1S -9 http:/domain.com/throttle-status/ & H&A] BE =2l
o thek EfiZoly HERFFY $3 AHV OE =S5 2 Z throttlee-status ] o 3]
E4 1P QoA ($19 A5 192.168.1.0 Gk FHto] VMt eF Algtst= AA

<IfModule mod_throttle.c>

ThrottlePolicy None /| 71EA 0 2= None &2 A3}
<Location /throttle-status>
SetHandler throttle-status // throttle-me &= 1+ U], throttle-status W+ I Q 3} T},
</Location>
</IfModule>

32 throttle-me © http://domain.com/throttle-me/ 2 % 4A] domain.com ©|2}= dbe] v
olo] thaf vt AHE st = Q== = HH |t} http:/domain.com/throttle-status/ = 7
HAlol= EE 7P =l diel ARE = 5 A Ao
# 7V E2E AA FE
<VirtualHost datal.tt.co.kr)

ServerAdmin antihong@tt.co.kr

DocumentRoot /home/data/public_html

ServerName datal.tt.co.kr

ThrottlePolicy Volume 300M 1d /3ol AET 300M

ThrottlePolicy Request 1000 1d /3Rl S| ES 1000 3] A g

ThrottleClientIP 100 volume 200300  // & 715 100K ‘#7]™ 300 Z3F 200K ] A& A3
</VirtualHost>

et o] A T HAEHo|Y I EFTS 23 datal.ttcokr HEA] Lo HolA|7}
obd 503 o8] 3tHo] A H™, ErrorDocument 503 /~user/ = redirect AAS F7ls] 9
Efgd x7A] 503 ol s thAl /~user/index.html LS Ho] FTE= 3t} wlabA o] ¥


http://domain.com/throttle-status/
http://domain.com/throttle-me/
http://domain.com/throttle-status/

<IfModule mod_throttle.c>

ThrottlePolicy Volume 300M 1d

<Location /throttle-status>

SetHandler throttle-status

</Location>
</IfModule>
# 7 S2E AA R

<VirtualHost data2.tt.co.kr)

ServerAdmin antihong@tt.co.kr

DocumentRoot /home/data2/public_html

ServerName data2.tt.co.kr

ThrottlePolicy Volume 500M 1d

</VirtualHost>

Aok o] A MER

Al

v =2

/] B}l

o /g Xé
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300 W 7F=2 A gHE] A7 data2.tt.co.kr

o)
=

rlo

)4

500 H| 7}= A sk}

EE AA] th3t #Bel= http://www.mydomain.com/throttle-status oA 7} 3™
Ht} zAEE o] & HFHL http://www.snert.com/Software/mod _throttle/ & ZFal3}7] vpgkt},
3l http://www.snert.com/Software/mod watch/ 55 ©]&38tH o] 75 ZF 7} =d el
AR QR E, obx HieEYE EdES mitg 1UZERE & 5 3l
- . T ‘ & 3 ‘ -
F= el Z4 MEUE B M= 2 A EA4FI = H=
—?—iiﬁll http:/ At oo, krAhrottle-status/ j Rk |5%’
KBytes KBytes Delay Time
Bt aall kit i e Hits Refused sent per hit ({=30) Policy LimitPeriod Elapsed
1. dirkstrobl 1 0 0 0 0 Speed 114  10m 0d 00:07:39s
2. schiffler 7590 0 40701 b 0 None 0 4w 10d 07:40:50s
3. www.liebes|lustEd.de 6657 0 39910 5 0 None 0 4w 10d 07:40:50s
4. dagmarborchert 25649 0 242225 g 0 None 0 4w 10d 07:40:50s
B, www.hujschi.de 213013 0 2157762 10 0 None 0 4w 10d 07:40:50s
B, www.cam—fick.de 683 0 12270 17 0 None 0 4w 10d 07:40:50s
7. www. atomic—ficken.de 35693 0 230722 6 0 None 0 4w 10d 07:40:50s
8, www. sperma-total.com 142631 01174151 8 0 None 0 4w 10d 07:40:60s
Q. www.aktx. de 133769 0 223225 1 0 None 0 4w 10d 07:40:50s8
10, www. thaigirs—sex.net b6 0 324 & 0 None 0 4w 10d 07:40:50s
11, www.gotozee. de 0 0 0 0 0 None 0 4w 10d 07:40:50s
12, www.erog—exchange.de 37364 0 3272 0 0 None 0 4w 10d 07:40:50s
13, www, x—spacedyol.com 6 0 2 0 0 None 0 4w 10d 07:40:50s
14, www, »—spacedvou.de b66567 03314598 b 0 None 0 4w 10d 07:40:50s !
15, www. Tree—spacedyou. de b 0 1 0 11 Speed 14M 10m 0d 00:00:04s
16, www.hosteros. de 965 0 905 0 0 None 0 4w 10d 07:40:50s
17, www. bigspacedyou.de 5230 0 542710 ¥ 0 None 0 4w 10d 07:40:50s8



http://www.mydomain.com/throttle-status
http://www.snert.com/Software/mod_throttle/
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< 19 5. AA throttle-status 2% 3H >

3.90 5 A|2FMEY D) EUHTY AT ELO &8

E2E 7o) uere] 2QAA oEse] shte HrEd Y 2F wek 4 % wy
He A4 ouale Roldw MEN weke £ Aol DAl WES A A2 o)
@ A 4L uarh of BEAAE o] Y Wure] oy F Ul wWe oulel 9

>
[
juti)
b
[-'O
tlo
=4
oot
ol
2

21F WEYD RUEY P te Solu s s,

2433 (Sniffing) ZYUHH

Td HEYT e ANavEe] BHgdE 52y gAY IDC SolME =Yy FF
o]~ frojsteiok gtk FH okt shute] AlaElo| ANk FeElap @S E 55t 2y s =9
i A EY IS Foets A AlgE EAlol7] wjEolu)

At oz ~1go] 2Estal ThH QlEHo]~ JF=7F PROMISC RE(f-2E= FApd
poga dth) 2 a4 ®rh. Promisc RER AAEolof W Aol nE EFIS ol
Y 7 7] wEelth A" UlFelA Ayge]l Agetal A=A ofE wiEd)
ifconfig -ajgrep PROMISC & ©]B4l 7}=o] PROMISC 7} A A5 o] AE=AZ A s 5=

Aot Alz=g] oA 1 efRg #lEr]= 44 &tk
gl EAo A= Qe H|o]~ FF=7) Promise = AAEHO QohH

ENRE:
W) a QAR AR R A 2" wel 7]EA SR Promisc = AAHE A
Kol

o] o
PR —
PROSMIC & AAH o gtta i #t=x] AU o] 2HEsa Q= AL oYt}
HE AN 2Ygo] AFsleA oFE LUHY & 5 9l 3 7h4 Zeadle] 9e
d, FHstar e Iz a:ow  Sentinel ©|t} Antisniff 28] #E TR IYom

ARPWATCH 7} Sl

Sentinel & AA|3t#I™ wg] HH 43 2olH €|l Libnet 1.0 ¥} libpcap 7} A *| =] ofof
3=, 247 (http://www.packetfactory.net/Projects/libnet) 2} (ftp:/fip.ce.lbl.gov/libpcap-0.4.tar.Z)
oA T2 ol b= dAl $ gFo] EY fPEL A Jconfigure; make ; make install
2 AxsH ®rh. 183 Sentinel 2 http://www.packetfactory.net/Projects/sentinel/ ol A TF2-
2= bsen dezesel 45 dA F Aol Fd UEold mkeal 2 AU



http://www.packetfactory.net/Projects/libnet
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o] Ax3tA Frl. @A Sentinel 0] YAR A 2B A 21 o] 53R RS 7123}
= WHE 37FA7F =, o] W2 72} DNStest, Etherping test, ARP test ©| T},

WA 77ke] wge] b5 @ Uelel tfsl 4w AU HE, $4 DNS test o A5 B A
Hol| flzs A4 83S Hulo], dvbxel A~y Zaalo] @Yo A|~Hle] [P F4
£ 9@ ZH(Inverse DNS lookup) ¢ttt 54& ©]&3te] DNS E#f3 & FHAste] ~U3 &

o
B
ol
ol
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Etherping test &= 24Xl ping & H4 ] HAX9 [P & WA EH22] MAC T4E &
[e]
=

ZHS}X] F= AH=Z 319 Iemp Echo Packet S M ujo]

& =

o] ARl Aa"el s MAC FR7E enkEA] 7] witel o7& DROP &hA|Rt
promiscuous mode 7} A EH A|2HAME SHE s 54 S o] 835t AsHE W o
oh. WEEIEA R ARP test GA P & WA HH X O] MAC F25 UE7] 3] ARP &7
E HuUl= WHOE Promisc =7} obd Ag-o= dFlo] HAAA] 4 glong 53
Aol A= SH8HA AW Promise =Sl 5ol R 7S wolgoln® A SHT

the 542 o3l gk ol

Zh7ke] Aol tjg Ad el ofdlg 2.

J/sentinel -a -t 192.168.1.2 #ARP E|=E
J/sentinel -d -f 1.1.1.1 -t 192.168.1.2 #DNS HX~E
/sentinel -e -t 192.168.1.2 # Etherping H|~E

Jsentinel -t 192.168.1.2 -f1.1.1.1 -d -a —e #3719 HAEZS FAd 3

9ok o] FaA

Results: 192.168.1.2 tested positive to etherping test.

o} o] ¥4 A7} positive 7F L™ Promisc EEE AAEAYE onjolmg Y 2l
El#| 0] 28] PROMISC o35 ZAbatoof it}

o

o}8%] Antisniff ¢ 7-$- http://www.securitysoftwaretech.com/antisniff/ |4 Th-&=2= 7}53Y
gE2s AT o2y dE9 vBAHY TR gL olf JlFsith HAE WHE 99
Sentinel ¥} W]l F7}4 S 2 Latency test 2 WHol A=, o] HHS Aygo] 2

Al FAPE RER AdAEe] glo] =4 H]E%EL”A RE Efgs Bolgolg 2EY} &
A&
A

_4

e ol ga] BHes EdFS Agatd] geo] &5 AlFho]l dojAl=A] of F-

J
“
g x35s AMAE) o 0}3477}%]% 100% 212 = gle Wil A&How

AES WA A HaEdE P UGS Aol AN AL sstn AAb Ast


http://www.securitysoftwaretech.com/antisniff/
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& Session.ass - LOpht Antisniff : 10| x|
JJEiIe Wiews  Tools ﬂelpHJDﬁn§|ﬁE|h".|®|'H‘
‘rl‘d' Metwark Configurationl @ Scanner Eonfigurationl M0 Scan Progress Reports |@ Alarmsl
;'ﬁéE&.}tﬁﬁﬁééﬁiﬁéf§| Feport On All Machines. .
Machine: | 132 168. 1 . 1 Last Soanned On: 717,99 2:04:38 PM
Collected D ata:
Statistics 7[17/99 1:45:27 PM | 7/17/99 1i46:23 PN | 7)17/99 14730 P o
DMS Tesk Res. - MNeqgative - Megative - Megative
ARP Test Res.
Ether Ping Res,
ICMP Time {NOMNE) 0,557 0,564 0,538
ICMP Time (56 0,742 0,711 0,718 -
« | _vl_I
ICHP Test Timings: Echo Test Timings:
e Hoe
ard 03 a4
= =
= | Test #
= oy
3101 204
) TeTesi? 03
Ready i

< 19 6. Antisniff & ©]&-3F A3 A3} 3}HH>

Fo® o9} wsto] AT Wk T O 2 ARPWATCH 7} S
#2 ARP EYF S EUHESI MAC T4 IP 1F 1A=

HAY A ZE MAC F427F gIA = s st &S sl Akl Al
13k ¥tk ARPWATCH & ©|-8A] MAC F44 ARP & ©|&3dt=
of vi-$- &3tk ARPWATCH += 3|7l A holBelg]Ql libpcap & A&tz WA
ftp://ftp.ee.lbl.gov/libpcap.tar.Z LS T2 =38Fo] b5 |A|F /configure; make ; make install
2 libcap 2L At} 2 AXEA ¢FowW http:/rpmfindnet/ oA rpm ©& Th&=
et AA % Zhsstth golud g7t AX| =W fip:/fip.eelbl.gov/ ol A arpwatch = 1%
= eEE gt o5 A § A Aol addressesh A S Ao

#define WATCHER "antihong@tt.co.kr"

#define WATCHEE "arpwatch (Arpwatch)"

S} o] W7 E ARP AE WA WS FAY email T4} TFEA] TR AHE A

= = (e} = [e]


ftp://ftp.ee.lbl.gov/libpcap.tar.Z
http://rpmfind.net/
ftp://ftp.ee.lbl.gov/

skoh, WA 5 ¢S A fF E 2] oA | /configure; make ; make install 2 A X| & 3}
A=) o] 2 f]HFEZ A touch arp.dat = LS A T Jarpwatch -d & A P3}H
A HIESAS] MAC AR 1P ARE wfAste] arpdat ol dHlol] #o] =S A4
do]g o]~ Aol &5 H T Jjarpwatch & Al FH AA|7Fo 2 ARP EY TS A
skl AZE MAC BR7F F7HE v MAC AR7F WA RS 5 A4 dolg we]x= A
Hep o FEI7F A Aldle okelA] A Qg d el Al Dt W&ol dis) $RE
L dlolE] Hlo]~E Z34letAl

olth= MAC Au7F WA Bl A Wdz Fre Hge] ool

n*)
i)
£

o

=

ol
ol

hostname: arp.tt.co.kr

ip address: 192.168.1.1

ethernet address: 0:0:1¢:2:38:18

ethernet vendor: JDR Microdevices generic, NE2000 drivers
old ethernet address: 0:50:bf:30:fe:50

old ethernet vendor: <unknown>

timestamp: Monday, April 23, 2001 21:49:08 +0900
previous timestamp: Monday, April 23, 2001 20:11:47 +0900

delta: 1 hour

HEAIAAN 54 £2E &A817]

K

AupA7AA] Be Mo s FIJH Z=Y = vlolel A~ Windows NT L Windows 2000
o] 1S AW FAst= 2 odeA ARt AR A W= B gle] 80
W XER FAREAR HEALE sto] §] 7wkl A9 oy E}"E%— AR YEYa F
H7F o H= Fo EAIZE AdTh = ofuhx] Ao A5 = <
Aol & 232 grjo] t2=r) Full o] e A% Atk 2= HEo] AS-

1o

Aulel =1 5kl

# ngrep -qt ".ida\?" tcp port 80
2001/09/05 18:50:34.514746 211.192.184.151:3441 ->211.40.15.176:80 [A]
GET /default.ida? X XX XXX XXX XXX X XXX XXX XXX XXX XXX XXX XXX XXX XXX XXXXX



).0,9,0.0.0.0.9.9.9.0.0.0.0.9.9.0,0,0.0.0.0.9,0.0.0.0.0.9.9.0.0.0.0.0.9.0.0,0.0.0.9.9.0,0.0.0.0.9.0.0,0.0.0.0.0.0.¢

el A 211.192.184.151 oA 211.40.15.176 ¥ AW E Z=HE= AEE 3o Je 2 &
T Atk oMY ngrep & UEYIAFLY A A 54 FALRHS FolHo RN ol &
3 B UENA BUEY ZEago] agsko] A Ay 22k of&o] 7t
Sakrh mEoF Wl EQ Aol A
#ngrep -wi 'user|pass' tcp port 110 ¢} o] A= THH A & ol e} o
interface: eth0 (211.40.165.43/255.255.255.0)
filter: ip and ( tcp port 110 )
match: ((“userpass\W)|(\Wuser|pass$)|(\Wuser|pass\W))
T 61.73.202.236:26129 -> 211.40.165.43:110 [AP]

USER admin..
T 61.73.202.236:26129 -> 211.40.165.43:110 [AP]

PASS gwert!23a..
pop3 & AE3E Id pw 7F 2UHR =EFFHE AS AT 7 S Aot EE 99 #ol
110 W 94 of ©& Port o] 2UF %= 7Hsslth Ngrep < 3|7l gholHelg] S AMgslne =2

T Aol kA Srell A AW libpeap & WA AAF
http://www.packetfactory.net/projects/ngrep/ Il 4] ngrep < T}
Sk oA E 2o A Jconfigure; make = AX|stA HU &
o] AL HH grrdte] HAstelx Hu}

# ngrep -q 'sexjporno' 2} o] A3 Ald= WEYAY HFlo|A sex L} porno T wAE
23 EYE S Folgs ooy VMR &80l Jhesty FAAQ o] &l tigk <

Foo| A& Fastr] vt

2rdle] o= AT Ad= A

http://rpmfind.net/ A rpm 3 El

Moo ok

o

rir

mrtg 2 #HYAH ZYEH 37

mrtg & ©]&3ste] AWt g9 ol EgIoln oy HEFS B e
2N ER oY o= wAd AWl ZtE HAEE mrtg 2 TAUO sk HHES A
HES oz Ao wd Ao Z+g EA dlo]H+= sendmail oA A|F3H= mailstats 2F
A2 ES o] 83l H =, mailstats = /var/log/sendmail.st IS F1EE R sendmail.cf
oA 9 Aol FA AgE A= @oke=A Fldte] FAo] Holglow FAE A|AstaL
var/log TIEE2]o] sendmailst LS AT § sendmail S AA =] FH o] ol
AE7F A


http://www.packetfactory.net/projects/ngrep/
http://rpmfind.net/

a2l A e AEE mrtg 2 X mrtg-mailstatus 2= HEe] T2 IS Q7 3}
g, o] X272 http:/www.infocom.com/~littell/software/mrtg-mailstats.html | 4] ¥& I
Qa

Eote rf

gzeste] Ax 3 ofget Zol mrtg & g ofg FES UE F mrtg =
H

o

# o] AL st AEEE smipttcokr AW MAMNFE mrtg & K FETL

Target[mail.tt.co.kr]: /usr/local/mrtg/mrtg-mailstats —s smtp.tt.co.kr®
Title[mail.tt.co.kr]: E-mail 7§

YLegend[mail.tt.co.kr]: Sent mail number

# o] A2 smtp.tt.co.kr AH 2] FFHF d EYIH S nrig & R},
Target[mail.tt.co.kr]: “/usr/local/mrtg/mrtg-mailstats -b —s smtp.tt.co.kr —-p 2525
MaxBytes[mail.tt.co.kr]: 1250000

Title[mail.tt.co.kr]: Remote Mail Traffic

PageTop[mail.tt.co.kr]: <HI>Remote Mail Traffic</HI>

a3 WY AWl A= Jete/services 3 o

smtp-stats 2525/tcp snmp-stats 5 7|35}l
/etc/inetd.conf ©]]

smtp-stats stream  tcp nowait nobody /usr/sbin/tcpd /usr/sbin/mailstats
o} o] F7hebd #r
9 Aol Byt & 5K tAow Ay|How Adste] F7] Yl Jetc/crontab FU-S Hof
0-59/5 * * * * root run-parts /ustr/local/mrtg/run/mrtg mail.cfg ¢} #o] F71s] 4 v 5 &Evjc}
s o2 ddste] ofgel o] g2 E Ak Ak ofel o] A5 s W °F 5000 o
go] Wdo] AFH e A & T AUtk
71EF Mrtg 9] AFE ol el FEskal B2 2] 8 93 part3 “AlAE RUE P} 253

3717 & st AY  http/www.mrtg.org/ B http://www.mrtg.co.kr/ & FFal3}7] wpgcl.

7.2 k

7.4 kA

3.6 K

1.8 k -

Sent mail number

0.0k -

Thu Fri Sat Sun Mok Tue Wed Thu Fri



http://www.infocom.com/~littell/software/mrtg-mailstats.html
http://www.mrtg.org/
http://www.mrtg.co.kr/

F7HA R, mrtg & &3t 54 UEYAYdS] HE HREFS RUHHSE WHE
dolH == Sixf olE 98A= mrtg-ping-probe #h= WX RIS ARESHH
Hed, o] TRIPS o]&stH 5 S2E Aol ping 28 AR IF RATS
agzE B2 4 vk o] X= 192 http://pwo.de/projects/mrtg/ oAl dlTF IAS
2= & 95 sfAlste] ofEiel o] mitg & A cfg FLES WE T FA mrtg 2
Ads) F drt

Title[www.bora.net]: ping

MaxBytes[www.bora.net]: 5000

AbsMax [www.bora.net]: 10000

Target[www.bora.net]: /usr/local/mrtg/mrtg—ping/mrtg—ping—probe www.bora.net’
YLegend[www.bora.net]: Round Trip Time

ShortlLegend[www.bora.net]: ms

Legendl [www.bora.net]: Maximum Round Trip Time in Milli Second
Legend2[www.bora.net]: Minimum Round Trip Time in Milli Second
Legend3[www.bora.net]: Maximal 5 Minute Maximum Round Trip Time

Legend4 [www.bora.net]: Maximal 5 Minute Minimum Round Trip Time

WithPeak[www.dacom.co.kr]: ymwd

o,
ol
-
N

9 AR AAZ A UEY YA www.boranet #°] ping Z3E EYH

Ag AFow 99 o] A F /etc/crontab °l

0-59/5 * * * * root run-parts /ust/local/mrtg/run/mrtg ping.cfg ¢ #o] A3 T4 vl ujt}

ping 28 Az7HSE EUEHSA Ha thE ISP 9o HWEYA £ Target -0 A

www.bora.net & www.kornet.net ¥ o] RUEHHsA sh= ISP 2 A A3

HAstel i Foh

et ol A% mrtg

HoFA €k ofgfe] A
=

A7 3R] Eokd A

(9,
i

A8 FH ol e} o] ping o2 A2QHE AZFS I
0

ANE AF2 EYAS Aozl o] ping


http://pwo.de/projects/mrtg/
http://www.bora.net/
http://www.bora.net/
http://www.bora.net/
http://www.kornet.net/

4o .0

3000

200 .0

10,0

Round Trip Time

(4]

4 6 @ 10 12 14 16 18 20 22 0 2 &4 & & 10 12
< 19 8. RISP 99 ping 248 mrig 2 £ 3>

APEA A== (IDS) P37

2001 -2 IDS(ntrusion Detection System) ] @febal s 73k A== DS of dist
B2 E£F49 /s - AR wi7F AR Sk s 2elA= SNORT #he 70
Z2ado] 7bE fFelal = ol AF8E = IDS oldH|, snort = AAFo R EY HAa}
W7 2 & FPsh= UESNT 7]5ke] IDSINIDS) 2 W ¥ EH%%ET, FE2I, CGI, 0S
Fingerprinting ¢ & ol&3lo] 7% A< Aes AAez AAs= 7es 7L
ATH Tk b Fe gl R agoly &8 ZE IS o] &ete] g o] §o] 7heslt
SNORT = A}g3te™ WA ftp://ftp.ee.lbl.gov/libpcap.tar.Z ©l| 4] libpcap ©}o|H g =
A% http://www.snort.org/ 14 Snort #d B} thLRE Fhe] oo} o]

# ./configure

%ﬂ

{0

# make

# make install 2 x5 =},

7+ B2 AAA] VAR ATHE B AMEstolke Ha FH|o]AdA] A EHH o=
AAE = rule & t2E Wol snort.conf A7) include dte] F7F AAs| = )

723 Snort IDS 7F BAEE ZHE 2 wdo]l A#=E rdEglel fvar/log/snort =

tlo

# /snort —d -1 /var/log/snort —c snort.conf -A full -D 2 233t AA7to w2 EY
Bagte] 7k AYen] 2o FdstE gSe] 2 3ol 7125 A Hr)

tail —f /var/log/alert & K AA|7to R ©27} 5= Y&S & 5 9

gy o] 2 sl sl YN BWal B Este]l Aol #4577 oleg-mRE A 24

g 4 E% Mo Tejdel ZeaRe o8Y 5 Atk

Kl

e

http://www.snort.org/downloads.html & 318t W2 #d ZEIOE0] gloy Fashr] wt
gk 2 5 gol AAgHE TrafoRs § YvkeA Q) @] E4¢] 7k ek Snortsnarf
g e fHsitt.
o] X gL http://www.silicondefense.com/software/snortsnarf/ oA ThE=2E= 7Heshy 3k
S UERE F 4FS dAsta ofget ol

# cp -a include/*  /usr/lib/perlS/site_perl/5.x.0/ = EHA}S}aL

# cp cgi/* /ust/local/apache/cgi-bin/ ©. 2 HAFST}E 12]31  Time-modules U] ¥ EE| 2 o] 53t



http://www.snort.org/
http://www.snort.org/downloads.html
http://www.silicondefense.com/software/snortsnarf/

% perl Makefile.PL; make; make test;make install & Time ZE5& X

o

o,

A2 /snortsnarf.pl -rulesdir /ust/local/snort-1.8.1-RELEASE -rulesfile /usr/local/snort-1.8.1-
RELEASE/snort.conf -d /ustr/local/apache/htdocs/snort /var/log/snort/alert /var/log/snort/portscan.log
/var/log/snort/log

£ startsh oF 22 3 Fo] AAHE gz whEo] APy = 9S4 ste] 4
A5 HTML dd= Wgleto] Frh ojujo] A8 FJrm= Apile] AJze gtA =45t €
t}. Snortsnarf 7} AE ks AAl A=
http://www.silicondefense.com/software/snortsnarf/example/index.html ol A Z318 4= Qlt}
ol o] wd F24 A=, MEAA JH HA, AAFA Aadse] 7 T

o2 ANl #He]7t 7Hsd A8 NMS U IDS §°F9 DEMARC 2= Z2a3% 9},
of TaWe el @ I fHx AdolA AEe Snort 18 o]

7]} CGI, DBI, DBD::mySQL &<l perl RES Haw 3w o] Zmaho] gk Ak dA

H 2 ARGl gis| A& http:/www.demarc.org/ & FiLst7] wpgkch

1

of
tlo

¥ S s#i: Snon signatures in =100 x|

Eile EdH kﬁu Eo ;mwu-mor ump

_' nﬂl '} ae%a m"ﬁ. sﬁn macm pﬁ mfnw s%p M
J Baokmarks B Location: [ifip:/7TZ 16,2 A7snon/ _]fj What's Flalated

' 1 Instant Massage |5 Intamat 4 Lookup 4 MewaCool [0 Mutcastr [ WWiib Catsogue & MEZEEUM 5 %1 B!

siLicon SnortSnarf start page
m All Snort signatures

SnorSnart wO11601.1

10635 alerts found amona the files:
+ Poriscaniog
+ portscan,
* log

Earkest alert at 03:30¢17.975622 on 03/25
Latest alert at 17:50:36.506633 on 03/28

[ Signature (click for definition) [ # nerts [ # Sources | # Destinations | Detail ink |
[lcMP Source Quench 2 11 [ 1 ‘:S.L.frmagr ’
[EXPLOIT 86 NOF'S [2 B E | Sumemary |
I?PC?ortrnap reguest rstatd 12 [1 | 1 Em '
[WeB-misc compaq nsioht drectory traversal [2 [7 [1 Summary | L]
[Tcr “s5s sr.an- w E M|
[UoPscan ms 3 I [ Summary |
'MSCsmlcenar‘léEm(wm 4&1 i2 i& Mg: o
= | o T T T — = T i A B 2 s

< 2% 9. SnortSnarf A3 3} >

dARbH o DS = ()ESHE o, 233 Sd, )EXE i AA he g,
Mo R W FEdAE A 2E) oF @] 293 BUE P vr) sjEd 44
= WA ARE 291A]9] A Ml veY ZES Faf AAzte s gxs ddh e


http://www.silicondefense.com/software/snortsnarf/example/index.html
http://www.demarc.org/

vz 8% EdE fH0AE HARlS A o BAs=A o F7F IDS o Aol A

A 95 A "

£

|

o $2E 7|9ke] IDS o Hlal olzfek MESA 7|¥ke] IDS £ RE UESA EfIs
Bx], EAtolol slng A Ao YESF FIE FdsA e dHdE vt

2 HdE oA 250 FAVE obd AR ARHerE: & AV Ha v
At oz A3 WAL Relay 7} 81-8€ WA AWE o] &slo] Fapdor Hujox=d],

=)
AR, #Eske AW BE 5ol ddo] FRld] B ¢ glon= olget
©] SMTPRelay o7& & 5 e 2AHES AT & FH3 o] 23HES
http://www.unicom.com/sw/rlytest/rlytest o] A ThZ =3 4= lom o] 3AS MW check.cgi
2 A 3slo]  check.egi tt.cokr I} o] AYsHA T AW (tt.cokr) oA Relay 7} 385
A ARE dE

rir

s
MN

o 1)

[root@www relay]# ./check.cgi tt.co.kr

Connecting to tt.co.kr ...

<<< 220 www10.tt.co.kr ESMTP Today and Tomorrow(http://tt.co.kr/)
>>> HELO relay.tt.co.kr

<<< 250 www10.tt.co.kr Hello [211.47.65.15], pleased to meet you
>>> MAIL FROM:<nobody@tt.co.kr>

<<< 250 2.1.0 <nobody@tt.co.kr>... Sender ok

>>> RCPT TO:<root@relay.tt.co.kr>

<<< 550 5.7.1 <root@relay.tt.co.kr>... Relaying denied.

check.cgi: relay rejected - final response code 550

7d-9-ol = Relay 7} 385 %] &+ 7 -9-(reject)o] ™

rlo

oo} 7

[root@www relay]# ./check.cgi mailserver.tt.co.kr


http://www.unicom.com/sw/rlytest/rlytest

Connecting to 210.34.6.193 ...

<<< 220 mailserver.tt.co.kr IMS SMTP Receiver Version 0.83 Ready
>>> HELO relay.tt.co.kr

<<< 250 OK

>>> MAIL FROM:<nobody@[210.34.6.193]>
<<< 250 nobody@[210.34.6.193] OK

>>> RCPT TO:<root@relay.tt.co.kr>

<<< 250 root@relay.tt.co.kr OK

>>> DATA

<<< 354 Ready for data

>>> (message body)

<<< 250 Message received OK

>>> QUIT

<<< 221 mailserver.tt.co.kr closing

check.cgi: relay accepted - final response code 221

age, Qo] mE Aulel e $1s} o] ol

#!/usr/bin/perl
# check SMIP relaying or not between some IP ranges.
$TO_MAIL

$SUBJECT "[73L] Relay Allowed"; // Z5d wdo A=
$MAIL_PROGRAM = "/usr/sbin/sendmail";

for($i=1;$i<=254;++$i){

if ($TASKS[$i] =~ /accept/){
&scan_print;

¥

}

"antihong@tt.co.kr'; //Relay 7} & &%= An] 24 A gt

P

=
<5

// Relay & %3|g IP U9 £
$TASKS[$i] = *./check.cgi 201.12.211.%i"; // Relay & %3|&

=]
=

E-mail



sub scan_print {
open(MAIL, "|$MAIL_PROGRAM -t");

print MAIL "To: $TO_MAIL Wn";

print MAIL "Subject: $SUBJECT ¥n";

print MAIL "Content-type: text/html¥nin";

print MAIL "<p>Wn";

print MAIL "SMTP RELAY Allowed <b>201.12.211.$i</b> Server¥n";
close(MAIL);
¥
9 23 HEZE relay.cgi & AAst
http://www.unicom.com/sw/rlytest/rlytest oA th&HkE 3A-S check.cgi & #7314

F N LS 2 gaEg Fil relay.cgi & ZHAFo] 1P Y Ao gE=E

HAT /relay.cgi & & W= AYsiH g P S (912 4ol 201.12.211.0
< Zx3]5te] Relay 7} &85 AHE THA A IP o] g JHE A g Email

D514 B}, relay.cgi oA E 23T P g9, ERDE email T4 3]

st #ok, gk A $o] A5 WAETH while & AHES}

Q.
O

2234 ALY cron o] AASIY] A7) A O E Relay JHE AT 5
o}

oL
o
=

il

(e
o

)=
T

FA

e
ot 1
[«
ft

by

=

Tk Relay 7F 3-8 A E &1 0S W= /ete/mail/sendmail.cf

(=% /etc/sendmail.cf) Y-S

# anything else is bogus

R$x* $#error $@ 5.7.1 $: "550 Relaying denied"

o] FA ] A=Al FAg F FA o] wol glow FA45 AAG F sendmail & A7F
5

&t Relay 7} AF-¥c}.

ok

o =
=2 =2

3'..‘(‘:’,

AE 5 Ak SATAN o]y} SAINT 5o X213 ol&
2L dAANA A|=glol g HES F9] HF FH ok

o W o
o il T
oY,

o

ab7] 9%k ZRaddd, oW HAHo® ARG E o] uwhel Al=E HFe] o
Hol AxgE H&fsty] 9% Fdo R ARgEHo wuE A7 | A% AU

ool AR EE FHH HA ZERIOAFAAAE dAR A HA Bt HFA
AE Z2aMOZ Nessus(http://www.nessus.org/) E FHIT}h. Nessus &
Bt HAEAYS staxt & w) ARESHY] e S ZRIFOSE nessus ol tiEA =

| “2AUE ol 87 AL HAF 27 oM AAE diEglenw s ARt &)
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http://www.unicom.com/sw/rlytest/rlytest
http://www.nessus.org/

Nessus ©] 714 2 EAZ st oE Zzads 9 que ZeholdE FEE o]Fol
Aok Aol Aol AE 600 oj7fe] 7HE ZelaelEe] AAH N Zehold ol An

4o el WA ol de G249 AARE WAL Aol oA Widol A

=
AR Ao WL BOMEE AL (BE % Al ZeoldmE B A

AdE Hok)

R

>

nessusd

Tested network

< 713 10. Nessus o] AB]-ZFTo|AdE F2>

Nessus © AHA|H oz 2MS 98] nmap & AFE3IE R AFAol nmap o] A X5 o] AAY ¢l
S 79o= http://www.insecure.org/nmap/ 1A nmap & T} E = slo] A x]slojof sir),
Nessus AW} S2folAdE AWML w9 fdot. @A Azt sk A oA

# lynx —source http://install.nessus.org | sh W A3 & E= ZAFo| HH3 @ 3

A AERE 2 AR B A" o] R ET

(Are you behind a web proxy ? [y/n] oA ZEA7F Q1S A% n 22 @t
AAE AAET) teEREVF EUH Absom Al2E AT 9 AR Fae A
T AA7F k=2 E™ Jusr/local/sbin/ o ¥&E ddFo] AAHH.
# /usr/local/sbin/nessus-adduser & & ¥
login : linuxwork
Authentication method : 1% §lo] <l¥]
Source host or network : nessusd ° J&E SEfolAdE [P & [P 19SS 9 eit}.
ol 7ol e HIHE AP Adxg TR AXT PC 9 IP U IP W
95 AAZETh, (o 192.168.1.3 5
One time password : + linuxwork &% Ctrl-
# /usr/local/sbin/nessus-update-plugins // Z¢|1

Ql
# /usr/local/sbin/nessusd -D // nessusd & Hl& R 285


http://www.insecure.org/nmap/

Aol o] AL &Rt

o]A  http://www.nessus.org/win32.html oA YE-§& Ftlo]dE ZTE ;S ol A
Qo] Az & bin Y EF] Y+ nessus.exe S AEstH 219l 3pHol =9, Port 9
= P ¢}, Login o W= F

Fkﬂ
(0
ﬁ,
(i,
>
=
lo

Encrption & Z1tH® 531 Nessusd Host ©l ©
7F AAF ofeld 2 mIclshd ®u.

ol Fexl wirelA FHoFHS HHE W&S MBS ¥ Target selection oA =&
s A Ao 1P o} [P S AR 3 Start the scan & FH&H FHkAH A4S 9

2NgE A AR

o)

o oj Fito] FopghA| el malk oW A XL
X EE A RoFa o] 23 B3 HIL
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obfl= 7Hd ®wol AREEE Cisco 2HPHOAM 54 34 #i7les RUHHs= 1P

Accounting dAE Ho]FEt}.

ROUTER#conf t // config REZ W7
ROUTER(config)#int seriall // seriall ¥ #}¢l A¥d
ROUTER(config-if)#ip accounting // ip accounting 7]% A A
ROUTER#show ip accounting // ip accounting A3} H.7]
Source Destination Packets Bytes
211.17.47.11 65.192.28.33 2 120
211.17.45.28 209.85.13.32 1 60
211.17.45.184 216.32.243.7 1 44
211.17.47.112 198.41.3.54 5 212
211.17.45.34 198.41.0.4 2 98
211.17.46.4 209.247.164.36 1 112
211.17.47.13 216.239.46.140 42 56431
211.17.45.193 207.112.224.10 53 79122
211.17.45.166 212.187.59.97 14 21000
211.17.45.4 205.152.37.254 1 115

211.17.45.187 216.87.103.212 19 28500



9)9] 1P Accounting < seriall ¥ FAHAE Z3)] gy E 244 ip 9 &2~ ip 181 7+
g Zleo] 3} Alo]=F e AHE HoFT). wefF 54 EH A (Destination) H A2=(Source)
ol Ao Egdgo] 5 WS Agole Aula AFFTHDoS) ey FAF Al AR FA

(DdoS) AAH-& <oJAs)] Holol s},

olefli= netflow A AAIE R},

ROUTER#conf t // config RE= W7
ROUTER(config)#int seriall // seriall ¥H =}l A Ed
ROUTER(config-if)#ip route—cache flow // netflow 715 2%
ROUTER#show ip cache flow // netflow A3} H7]

IP packet size distribution (360715 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .832 .036 .007 .007 .006 .013 .005 .004 .011 .008 .007 .009 .006 .004

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.004 .003 .007 .004 .017 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 4456704 bytes
159 active, 65377 inactive, 50342 added
789091 ager polls, O flow alloc failures

last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 1 0.0 10 55 0.0 71.6 15.6
TCP-FTP 916 0.0 3 47 0.0 3.9 8.8
TCP-FTPD 12 0.0 5 500 0.0 6.3 5.4
TCP-Www 27967 0.0 9 92 0.0 7.0 4.6
TCP-SMTP 2555 0.0 11 221 0.0 7.8 4.4
TCP-other 1219 0.0 4 180 0.0 4.4 8.5
UDP-DNS 14424 0.0 2 64 0.0 6.7 13.8
UDP-NTP 22 0.0 1 76 0.0 0.0 13.1
UDP-other 4733 0.0 1 152 0.0 0.6 14.4
ICMP 714 0.0 7 300 0.0 8.1 14.6
Total: 52563 0.0 6 104 0.0 6.3 8.3
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