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Incoming Mail ‘\ Outgoing

Refer to Anti-spam D >Refer to Anti—Relay DB

Anti—Relay
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[tomcat:root]:/ > telnet 172.16.4.140 25

Trying 172.16.4.140...

Connected to 172.16.4.140.

Escape character is '"]".

<<< 220 certlinux.certcc.or.kr ESMTP Sendmail 8.11.0/8.11.0; Sun, 18 Feb 2001 23:54:18 +0900
>>> helo kisa

<<L< 250 certlinux.certcc.or.kr Hello tomcat.cyber118.or.kr [211.252.150.7], pleased to meet you

>>> mail from:<ksch@certlinux.certcc.or.kr>

<<< 250 2.1.0 <ksch@certlinux.certcc.or.kr>... Sender ok
>>> rcpt to:<ksch90@korea.com>

<<< 550 5.7.1 <ksch90@korea.com>... Relaying denied
>>> rset

<KL 250 2.0.0 Reset state
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A8 d0] S5(M3A

dl0l EFANEBIAE =2 MB0l

dhttp://www.certcc.or.kr/spamrelay.html
httpi//www.whchang.com/netprg/is—relay.pl

H YA H 2] AZEl20[(SPAM Relay) HZMHIA |5 | mEE) BaE =0 ERIONA =R ESEW

2 HOITS HMH T ABZR0LMHE SHES 2 S=KS 2ANH M BRNED. | =52 -2 Q&) Qay Gwexw 8= |B- S -G
MM PF ~B20 M E SHRES HS HYE0] HEHH sraE e sA=w) |=
SHZIHIDIZ] 2 AERT = HIE A HZEIH SLICH

(00 |@ http wweer, whichang, com/netpradis—relay, pl j = JE%‘ >

MM AWSY0IS S5 2= HZMH SRS, E-Mail T4, B3
TEH, HHet0A T HEAMHS IPF4E 2E SH HE AT HES 2S5

o HL=AHTI=s HAF (Checking Mail Relay)
A, HMHZEAELSE W0 MEE i SLICH

X =2 EMWAC HE MHE 2TR0| RS BEHYSH0 HASIZE HAEAM STMP Server (to be checked)l a4
SEO0IE HEFTID LIZA T &M ZE §ETIA BELICH 5

Ha
HAst=O PEAE 4RF £ A2, BS5H= SA0IME PCO IPEEE
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Updates
? ?!EEI‘:“ Tl 22 AR AR 2] T2 A
SRt SES i o Aug 31, 2001 InterScan BEAl @7 43
i et + June 13, 2001 Microsoft SMTP MaAIL 2F NTMail Server ZHAl 27 =3
C AmEign] SRS Y B0 e June 12, 20010 IMS SMTP Receiver 2 Al 2F =3
- Sendmail H=MHE] ~TRIY 0] S04 D3 S
- Window Exchange M MH S| A IS 0] BHA] &5 S \Written by whchang@bora.net (1998.1.26)
- HEE M Y0 HHA 45 8
B e SRR Last updated at June 13, 2001

- HE'EFES S4 E-Mall Hor
llsion o (3] [ | 2Ew

- Installation of &nti-spam Sendmail 59,3
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[penguin:root]:/userl/ksch/school/itop> cat ip.txt
Manager Description: 210.97.106.4
211.262.160.1
5021 hendmaﬂRﬁhyMg;ﬂhﬁmd [penguin:root]:/userl/ksch/school/itop> spamrelay.pl
Host List File Name(5Y ClEEg 9 IPR4L THAYE sl & HY
Risk Factor: Low HELO Domain(Helo =HQIH = A= ): KISA
CompleX{tyf LOW1 Mail From: root@certcc.or. kr
Popularity: Popular Rept To: kims@certcc.or.kr

Impact: Accountability : =
Root Cause: Misconfiguration Log Session(5d B EL Y logHd = AE)

Ease of Fix: Simple Log File [log]:
Description: This module determines whetheryou| 210.97.106.4# 8080
gateway or relay. Whenusedasam:(211.252.150.1# success relay
to "spammers” relaying mail through
audience. For example, if an outside| ki ni shed Scanning. 1 out of 2 hosts ¥ill relay.
as being to "target%somedomain.cor
could be re-transmitted to the target |
from your mail server.
Security Concerns:  Allowing mail to be relayed through
1. Tt increases the load on your mail |
hundreds of thousands of messages
the victims mail server to relay the
2. It insinuates that your mail server
mail which was sent out.
Neither of these are desirable, and pr
your mail servers from this type of al

[penguin:root]:/userl/ksch/school/itop>

A4 | K1

[{[T\ Resuilts \Report List £ Chart £ Quety / . I
T [Telnet |16, 41 [ 26 Rows, 85 Cals [VTI00 [NOM
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dSendmall
18.9.0 O|&te HAM A=

dSendmail0| & ZAol= Access DBAI=
» spam@hacker.com REJECT
»spammail.com REJECT

» useful.org OK
»172.16 RELAY
AAHE 0 EE & AMOIE
> http://www.certcc.or.kr/paper/tr2002/tr2002_04/sendm
ail_spam.htm
» http:/lwww.sendmail.org/tips/relaying.htmi
» http://www.sendmail.org/m4/anti-spam.html|
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[penguin:root] :/etc/mail> Is —al access»
—ty—f———— 1 root other 71 58 32 17:26 access

[penguin:root] :/etc/mail> cat access
spam@hacker, com REJECT
spammail,com REJECT
useful,org ]

172,16 REL&Y

[penguin:root] :fetc/mail> makemap dbm fetc/mailfaccess < fetc/mailfaccess

[penguiniroot] (fetc/mail> Is —al access+

—fyy—f——t—— 1 root ather 71 53 38 17:25 aCCEsSS
~pyy=t——f-= 1 root other 0hE 3 127 access, dir
—fyy=f==r== 1 root other 024 h& 32 17:27 access. pag

[penguiniroot] (fetc/mail> cat access, pag

WMEEEE
RELAY172. 160Kuseful. orgREJEC Tspammail.comRBEJECTspam®@hacker.com
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AWl d0] & A 8HE

JEXIM

» Download
v http://www.exim.org

> AHEd 0] €4

v http://www.exim.org/howto/relay.html

JEMWAC

» DownlLoad

v http://www.I7.net/cgi—
bin/archives.cgi?template=archives&path=archives/emwac/server

»IMSO| EHE JlsE R0oll=== SCMSFILTER
v http://www.sica.com/freestuf/scsmfilt.htm

> Antirelay Plugin & X| &8
v http://lwww.orca.bc.ca/win95/antirelay.zip




3253 XIS 2002

AWl d0] & A 8HE

dMicrosoft Exchange Server
>55H&ERH relayE 0l JIs K&
JAnti-Relay0fl CHst A AHSH &Y
» http://lwww.microsoft.com/technet/exchange/relay.asp

220 8 HE HAIX &2 0l(Relay) & Xl

» http://support.microsoft.com/default.aspx?scid=/isapi/goms
com.asp?target=/korea/support/xmlkb/kr193922.asp&LN=K
O

JExchange 2000 Server =& Xl &

» http://www.microsoft.com/korea/technet/prodtechnol/excha
nge/maintain/operate/opsguide/default.asp

A J1EF MTA (Mail Transmit Agent)

a http://www.whitehats.com/library/mailrelay/repair—
mailrelay.html
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e | O] &1 A (V) | SRS

dViruswall2l Anti—VirusJls AIE A

Viruswa
Ant| Rela

Incoming Mail | Qutgoing
Refer to Anti— spamX 5 Refer to Anti—Relay DB
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=) INRuig=g=t

D0 o0l Ciet E&Z = AI(Check Ruleset)= Al &
» Sendmail.cfiil H&
A0E ool tHet 2HE Jlss 0=
» HSubject: $>check_subject ==> H 22| XN=0 st ol 4
(OtE =0l AIE)

» HContent-Type: $>check_ct

» Hdate, HX-Mailer, HX-MimeOLE, HMessage-Id,
Hcomments

A=48ANF 2 OIANAIAIG (2= &2
» D{Msg_adv}"'553 & )& A& & (Advertisement mail) not
accepted."

» D{Msg_master}"If you have questions, please emall
postmaster@$;."




» HSubject: $>check_subject
» D{Msg_adv}"'553 & 14 A (Advertisement mail) not accepted.”

» D{Msg_master}"We denied your mail because of advertisement(ADV)
mail\n If you have questions, please email postmaster@$j."

» Scheck_subject

» R<&11:$*>  $#terror $: 550 ${Msg_master}
> R$*Z 1S  S$#error $: 550 ${Msg_master}
> R[& 1] $#error $: 550 ${Msg_master}
» R<H 1)>%* $#error $: 550 ${Msg_master}
> R$*[&-10]$* S#error $: 553 D{Msg_adv}

> R$*Z10]$*  S#error $: 553 D{Msg_adv}

» R$* & 11]$* $#error $: 553 D{Msg_adv}

> R$*[-&-1]$* $#error $: 553 D{Msg_adv}

>+ J|E RS BES S FH =




SEYD IS 2002
ATMHEAHHE &= 5
A48 S AEE delote U
I http://www.mail-abuse.org

Ihttp://www.orbs.org
http://maps.vix.com

http://www.imrss.org
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TI=Al MH2| TCP Relay 2 Ml &

JHTTP CONNECT 28 = A&
O2E TCP LEZ HTTP CONNECT ZHE 0/ 8

X*—’tg HE == ULE default & &

H = X2 | M LT

8080 port

LetAl A B || conneeT 123.123
(202.202.209 229)

Attacker =
222.222.222.222

10| ol A
(123.123.123.123)
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TI=Al MH2| TCP Relay 2 Ml &

H

SA A2 =25 MAEE2=M 012 232
ot HEAMBEE 0l=

Spammer =
222.222.222.222

Ol E ==& A

8080 port (aaa@aaa.com)

LAl A B | conneeT 123.123 e~ ATl
(222.002.202 292) (bbbE@b_tl)_b; |
.Com

Ol E ==& A

(ccc@ccc.com)

25 port(2 0l 512 Y AH)

HY AHH
(123.123.123.123)
ol A A
MAIL FROM: H Y ==aA
RCPT TO: (zzz@zzz.com)
DATA
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TI= Al AH 2| TCP Relay 1| ol Atddl

A=20=5FH = ZEAl ABHO O

Ol
=

#% OPEMN PROXY REPORT: SPaM: | think IT has me back up,, finally - Hetscape B
Eile Edit Wiew Go Message Comrmunicator Help

I SHO
S

e - ~

oY o W S e ¥ &S W

Get Msg  Mew Msg Reply Reply &l Forward File et Print Delete

' OFEN FROXY REPORT: SPAM: | think IT has me ...Jean Hunter

Subject: OPEN PROXY BEPORT: SPAM: | think IT hazs me back up...finally
Date: Fri, 24 hay 2002 09:43:52 -0400
From: Jean Hunter <jbhS&comell.edu>
To: zpamrelay@cer. certcc,or.kr
CC: jokang@cert.certcc.or.kr

Sood morning CERTCC Open relay/proxy team -

Just one proxy spam today, which arrived in duplicate, as does about
half ry spam. | think the sparmmer is trying to test for valid

recipients in a "million emails" CD or in & directory scan at the
Liniversity,

Since the spamrelay address didn't hounce vesterday, I'll assume that
it'slwurking and will switch to usilng it inlstead qf the four

& [=B=| Document: Done

o O
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E{OIS AHIA SEH0I9E

MT mid, exe

proxy—gkcecg?uS1iv = 27E8
proxy—gkeguSiv 2766
proxy—gkog?uSiv-2826
proxy—gkocgPuSiv=2878
proxy—gkogPuSlv=2213
proxy—gkecguS1v 2987
proxy—gkegPuS1v - 3IE3IA
proxy—gkoguSiv:=368067
proxy—gkocgPuSiv=-3137
proxy—gkogPubiv:=3184
proxy—gkecgPuSiv:-3213
proxy—gkegPuS1uv 3224
proxy—gkoeguSiu=-3232
proxy—gkocgPuSiv=-3244
proxy—gkogPuSliv:=3287
proxy—gkcg7uSiv:-3368
proxy—gkecgPuS1v 3365
proxy—gkeguSiuv 3389
proxy—gkocg?uSiv=-34609
proxy—gkocgPuSiv=3416
proxy—gkogPuSiv=3442
proxy—gkecguSiv:-3447
proxy—gkegPuS1v 3451
proxy—gkog?uSiv=-3651

aol.com:ismtp ESTABLISHED
anl_.com:zsmtp ESTABLISHED
acl_.com:zsmtp ESTABLISHED
e.jp==mtp ESTABLISHED
acl.com:smtp ESTABLISHED
netsmtp ESTABLISHED
e.jp=smtp ESTABLISHED
blue.aol.com:5198 TIHME_WAIT
6:-5178 ESTABLISHED
e.jp=smtp ESTABLISHED
aol.com:smtp ESTABLISHED
aol_.com:smtp ESTABLISHED
blue_.aocl.com:=5%198 TIME_WAIT
acl_.com:=zsmtp ESTABLISHED
5198 TIME_WAIT
e.jp-smtp ESETABLISHED
aol.com:ismtp ESTABLISHED
45 : 484298 ESTABLISHED
2:5178 TIME_WAIT
e.jp==mtp ESTABLISHED
:5178 ESTABLISHED
e.jp=smtp ESTABLISHED
aol_.com:smtp ESTABLISHED

-mail_uk.tiscali.com:smtp ESTABLISH

Intel{R) PROA100+ PCI adapter

|
AR | @A & G| @UES. | akwWebsr | @]Micros. | S MHI2 | GaRIOZ | 22 339
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1172161490 - CRT

File Edit Mew Options Transfer Script Window Help

=g m@mlal BES] 2|
[penguin:root]:/userl/ksch/school/itop> telnet 210.97.106.4 8080
Trying 210.97.106.4. ..

Connected to 210.97.106.4.

Escape character is "7]°".

CONNECT 211.2b2.160.1:25 HTTP/1.0

HTTP/1.0 200 Connection Established

Proxy-agent: [::::::}1.0.0

220-InterScan Yersion 3.6-Build_1166 $Date: 04/24/2001 22:13:0062%: Ready
220 cert.certcc.or.kr ESMTP Sendmail 8.8.8+Sun/8.8.8; Fri, 7 Jun 2002 11:02:03 +0900 (KST)
500 Command unrecognized: ™"

helo kisa

260 cert.certecc.or.kr Hello localhost [127.0.0.1], pleased to meet you
mail from:kims@kisa.or.kr

260 kims@kisa.or.kr... Sender ok

rcpt to:kims@certcc.or.kr

250 kims@certcc.or.kr... Recipient ok

data

354 Enter mail, end wvith "." on a line by itself

SPAM Relay Test.

Proxy Agent Vul.

250 LAAO1258 Message accepted for delivery

quit

221 cert.certcc.or.kr closing connection

Connection closed by foreign host.

[penguin:root]:/userl/ksch/school/itop> =
Ready [Telnet [28 41 [28FRows, 91 Cols [VTI0O[  [WUM
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Communicatar

S E XIS 2002

Help

=

@

Get Msg  Mew Msg

N,

Reply

Reply All

Forward

File

qv
&
Mest

= 4 2

Print Delete

MHame

4]
£

,..E..I Subject

| il Sender

m

==l Local Mail

inbox

Unzent Mezsages
Drafts

Templates

Sent

Trash

HUZ

LHAA

& 0=

=

PEPEPERERBLPEDE

B
S5
SEARED S
28101 321021 3t

OE22m

HERTE5F
2001 EH| =0
Joke

mine

MAIS

Pager

RnD

raok
SecurityMap
STAT_Online

MOHD

ol At A2
bookmark. htm
bookmark1. htm
cert mail
FIRST

RnD

CEr.INEN

[ |

“Aheck_subject

@

kimsi@kisa,or. kr

IHEOREEEOEE

Real-World Simmlations Added to Cisco Frofessional Lewel Certifications
Be: Mmestion about Purchasing Traweling Licensel SAINT)

A heck_suhject

—Ih A=W FIER HAE 4HA ForEia

g

gY nEcyyh, Zojo.,,,

HHASD A @LEFEEL OOFEE!

Aheck_subject

Fe: 2ol Ami=aol wral 3 #2003

Cisco Svstems Inc

Virgil Isola. 3al...

kimsikisa.or. kr
[MCARD

*dE

=Rl

q=
kimsi@kisa.or. kr
01 =21E]

B e 4 e e e

Subject:
Date:
From: kimsikisa. or kr

Mheck_subject
Fri, 7 Jun 2002 11:02:14 +0900 (EST)

SFPAM Relay Test.
Froxzy hgent WVul.

|Total messages: 773

Unread messages: 100
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T=EA MHS2 TCP Relay HsS

Ol ZEAl MBI B %B

hsSed™ 2:
CONNECTE Ol Est g22 TCP &
HZE =Xl

N

Telnet
SMTP
Login
EXEC
Etc.
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Tt=Al NHO| TCP Relay —=&8&

[117216,14,90 - CRT ] =10 x|
File Edit Mew Options Transfer Script Window Help

= Fe nreal E2EE @ 2

[penguin:root] :fuserl/ksch/school/itop> telnet 211.262.139.1 80 -]
rying 211.252.139.1...

Connected to 211.2562.139.1.

Escape character is "7]".

CONNECT 61.77.199.66:23 HTTP/1.0

HTTP/1.0 200 Connection established
Proxy—agent: [ o¥-Proxy/1.0

User Access ¥erification

Router#exit

Connection closed by foreign host. _J
[
S

[penguin:root] :/userl/ksch/school/itop> telnet 2 1 80
Trying 4 %

Connected to 2 4.

Escape character is "7]°.

CONNECT 61.77.199.66:23 HTTP/1.0

Connection closed by foreign host.

Ready | Telnet |21, 41 | 24 Rows, 83 Cols |WT100 | [MLIR
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