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1. Introduction — Growth of Internet Use

The number of Internet users is growing
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1. Introduction — Reliance on Internet

The Internet generated revenue has been increasing rapidly!
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* Internet’s importance and reliance are increasing!
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1. Introduction — Internet Applications

*» Traditional Internet Applications
» Web, FTP, Email, Telnet, etc.

“* Emerging Internet applications

» Online games, shopping, banking, stock trading,
network storage

»VOD, EOD, VolP
» P2P applications — instant messaging, file sharing

Online game VolP VOD
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1. Introduction — Structure of Applications

¢ Client-Server
» Traditional structure -

SRR server

client
*» Peer-to-Peer (P2P)
» New concept for messaging and file sharing
» Generates high volume of traffic

“—>
< >
discovery, content, peer peer
transfer query /
- peer

¢ Structures of applications are changing!

(6)

(3]

s F

POSTECH
DP&NM Lab.



1. Introduction — Types of Traffic

¢ Static sessions vs. Dynamic sessions

connect

disconnect

disconnect

Negotiate &
alocate

use dynamic
> protocol, port

———p control
— — — - data
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1. Introduction — Motivation

**Needs of Users
» Want to get their money’s worth

» Fast, reliable, high-quality, secure, virus-free
Internet access

* Needs of Service Providers
» Understand the behavior of their networks

» Provide fast, high-quality, reliable service to satisfy
customers and thus reduce churn rate

» Plan for network deployment and expansion
» SLA monitoring
» Network security attack detection and prevention

{3 POSTECH
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1. Introduction — Application Areas

** Network Problem Determination and Analysis

¢ Traffic Report Generation

¢ Intrusion & Hacking Attack (e.g., DoS, DDoS) Detection
“ Service Level Monitoring (SLM)

*+ Network Planning

*» Usage-based Billing

¢ Customer Relationship Management (CRM) &W
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1. Introduction — Research Problems

*» Capturing Packets

» How to capture all packets from high-speed, high volume
networks (Mbps—Gbps—Tbps)?

*Flow Generation & Storage
» What packet info to save to perform various analysis?

» How to minimize storage requirements?

*Analysis
» How to analyze and generate information needed quickly?
» Streaming media (Windows Media, Real, Quicktime)
» Multimedia Conferencing, VolP
» P2P & game traffic
» Network Security Attacks (Internet Worms & Viruses)

{3 POSTECH
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2. NG-MON

¢ Our previous work

» MRTG+ (1996-97)
» Traffic load analysis with sensitive map
» WebTrafMon-1 (1997-98)
» Traffic type analysis on a single monolithic system (up to 10 Mbps)
» WebTrafMon-II (1999-2001)
» Traffic type analysis using a distributed architecture (up to 100 Mbps)
+*NG-MON (2002-present)
» Next Generation Network Traffic MONitoring and Analysis System
» Targeting 10 Gbps or higher networks
» To support various analysis applications
= Streaming media, multimedia conferencing, P2P, game traffic analysis
Network security attack detection and analysis
SLA monitoring

Usage-based billing
Customer relationship management

{3 POSTECH
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NG-MON - Requirements

¢ Distributed, load-balancing architecture for scalability
» subdivide monitoring system into several functional components
» efficient load sharing between phases and within each phase
» pipelined and parallel architecture

¢ Lossless packet capture

*» Flow-based analysis
» aggregate packet information into flows for efficient processing

*» Considerations for small storage requirements

¢ Support for various applications

{3 POSTECH
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NG-MON - Design

Network Packet Flow Flow
Device Capturer Generator Store

Sy ==

RS RSy

Traffic

Presenter User Interface

Analyzer Web Server Web browser

ol

s N _§ =l —
I N . [ | —
I B N BN BN ]
raw packet packet header information  flow information

stored flows

“** NG-MON is composed of 5 phases

» Packet Capture

» Flow Generation

» Flow Store

» Traffic Analysis

» Presentation & Reporting

analyzed data

(13)
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NG-MON - Packet Capture

e
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Network Link OE000on

divided raw packet
% Distribution of raw packets Pkt header messages
» by using splitting function provided by an optical splitter
» by using mirroring function provided in network devices
% Probe
» captures all packets coming into probe
» export buffer-queues: one to one with flow generators
> fills buffer-queues with packet header’s 5-tuple based hashing
» collect the scattered packets in the same flow into the same buffer-queue
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NG-MON - Flow Generation
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¢ Distribution of packet header information
» 5-tuple based hashing in the probe

» Packet header messages of potentially the same flow get delivered to the
same flow generator

*» Flow generator receives packet header messages and generates flows
and exports flow messages to flow store

{4 POSTECH
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NG-MON - Flow Store

1 —) __FJQ_v_v_S_to_r_Q#_L Database
== ..,__._~ - Query/Response
1 Jusspsss] " |

[ =] =] —] I_
flow messages
Write operations

s Separation of write operations from read operatlons
> the destination address of flow message is assigned to the flow store

according to the time
» While one or more flow stores are inserting flow data, the other flow

stores are queried by the traffic analyzers
*» Flow store provides traffic information to support various analysis

applications
» provides an analysis API to analyzers

(16)
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NG-MON - Traffic Analysis & Presentation

Traffic Throughput Analyzer

Usage-based billing application

Web

Presenter f 0
ah

DDoS or DoS Attack Analyzer
. 10
. 42
° L5

Other applications

“* Analyzer extracts information from Flow Stores and can
perform application specific analysis

*» Separate analyzer is needed for each application

{=4 POSTECH
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NG-MON - Implementation

Pack Flow
Phase acket N Flow Store | Analyzer | Presenter
Capture Generator
- PHP
Development | pcap library C language | C language |
C language jpgraph
Tool C language MySQL MySQL !
library
= Xeon 2.4 GHz
2 CPUs
= 1 Ghytes = Pentium-111 800 MHz CPU
Hardware memory » 256 Mbytes memory
System = 2-1000 Mbps = 2-100 Mbps NICs
NICs = 20GB hard disk
= 80 GB hard
disk
OS Redhat Linux 7.2
az) 69 e,



3. Application Traffic Analysis - Problems

“* Newly emerging various Internet applications
» Streaming media applications
» Game applications
» P2P applications

** New structures of Internet applications

**Various application level protocols
» Not standard, not publicly open

** Use of Dynamic Ports

*» Use of Multiple sessions

{3 POSTECH
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Streaming Media Traffic Analysis (1/3)

% Services and Protocols
» Control protocol: setup/close connection, fast forward/backward
» Data transfer protocol: transfer multimedia data

Streaming Data transfer :
) Control protocol Service vendor
service platform protocol
Real Media RTSP RDT Real Networks
QuickTime RTSP RTP Apple
Windows Media MMS MMST or MMSU Microsoft
Technology
Multimedia Data transfer Standard
: Control protocol o
conferencing protocol organization
Applications based on Q.931 i
H.323 H.245 RTP ITU-T
Applications based on S|P RTP IETE
SIP
& POSTECH
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Streaming Media Traffic Analysis (2/3)

“ Services and Protocols
» Control protocol: setup/close connection, fast forward/backward
» Data transfer protocol: transfer multimedia data

client server caller callee
connect well-known -~ connect(Q.931) well-known
r eSS ort
u port negotiation 1 l P
session
negotiation connect (H.245) dynamic
session port 1
negotiation 2
dynamic ::::::::: dynamic< :::::::::
————————— ort 2 —_—_— e — -
pot R —-—______"_ ot e Yl II-CoooooE
disconnect disconnect
— control
RealMedia, QuickTime, WMT, SIP - — = P data H.323
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Streaming Traffic Analysis Method (3/3)

# 3 phases of Payload Examination Method
Flow Generation
Dynamic Session Analysis
Multimedia Service Traffic Analysis

."'.i'ii, pachst
[
Network

Device

Flow Generation

capture packet

_.J_ extract header information

Traftic Analysis

{ | generate flow information
determing
analyze
s ot 50 fl d’"“m traffic
< control packet? = . ow !
B information
) table
: X
. dynamic .
¥ Y : traffic
extract —* sesson ’ i
dynamic seesion | — table information
infarmation table

Dynamic Session Analysis
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Dynamic Session Analysis

 Obtain dynamic session information from control packet

( Start )
packet header info.+ payload
)

l 554 i1755 l 5060 l 1720 else
N
parse RTSP | | parse MMS parse SIP parse Q.931 @
Y
parse H.245

’

parsed result

set session end time
in dynamic session table
N
ew ports found add dynamic session
to dynamic session table
N
End
{3 POSTECH
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P2P Traffic Analysis (1/3)

s Two types of P2P applications: Instant messaging & File sharing
* Large number of P2P applications
 Various functions supported

Instant Messaging File Sharing Application

Application
- Message delivery - Searching
- 1:1 & multi-chatting - File sharing
Functions - voice & video chatting - Chatting

- File transfer - ...

- MSN Messenger - Kazaa

- Yahoo Messenger - eDonkey
Applications |- ICQ, AOL Messenger - Gnutella

- Daum Messenger - WinMX

{3 POSTECH
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P2P Traffic Analysis (2/3)

client MSN Server peer peer Super Node peer
andomf 42— {100 andom | LSS,
Random
14954 < random || < connedt » 1 (from
; the list)
random rex Chattmg» 1863 random || < Search >
6891 File transfer random |« File transfer » | random
y > | random IRC Server
6900
Voice Chatting > candom ‘Chattin% | 6667
MSN Messenger Kazza Lite K++
< » UDP
% Do not use well-known port number > TCcP
¢ Lots of P2P applications
** No standard communication protocol
* Use multiple sessions for various functions
(25) lr;:ﬁ j POSTECH
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P2P Traffic Analysis Method (3/3)

[ START ]

é i raw packet

Packet Capture

Offline Exhaustive Search
of P2P Applications

l

Application Port Table

packet header info
4

Flow Generation

tlow info |

P A oy

flow info

Important Port Selection

Flow Relationship Map

Flow Grouping <

i L‘Iow group info.

application-port info.

§> P2P Application Decision
_____________ ﬁagged flow group info.
[ STOP ]

flow relationship info

________________________________________

(26)

= POSTECH
W™ DP&NM Lab.

N~



Application Port Table (APT)

»» Offline survey of P2P Applications

» Find out most-frequently used port numbers used by each P2P

application
» Use packet analysis tool like tcpdump, ethereal
» Select one port number as a representative port among them

TCP UDP
Application Name | renresentative frequently used ports representative | frequently used
port port ports
MSN Messenger 1863 1863, 6981-6990, 14594
Yahoo Messenger | 5101 5101, 5050
Soribada 22322 22322, 7675, 7676, 7677 22321 22321, 7674
eDonkey 4661 4661, 4662, 6667
Guruguru 9292 9292, 9999, 31200, 22000, 22400, 21700
V-share 8404 8403, 8404, 1212, 8903, 8908, 8909, 15561
Shareshare 6399 6399 6777 6388, 6733, 6777

(27)
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Important Port Number Selection

L)

%

Most of IP traffic is TCP Traffic
Most of P2P Traffic is TCP Traffic

The server listening port is important in
the analysis of TCP Traffic

How to decide server listening port in
the captured TCP flow

Use SYN and SYN-ACK packet

» SYN packet
= destination port number

> SYN-ACK packet
= source port number

In case of UDP Port
> use flow relationship

2003-04-08 Transport Layer

97 %
3%

[ TCF

] uop
] ICHP

] IGHP
[]EIGRP
[ OTHERS

Client 1854 Server 3576

SYN >
< SYN-ACK 3-way
ACK > handshaking

> DATA >

> EIN >

TCP Communication Sequence

(28)
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Flow Relationship Map (FRM)

¢ Property Dependency Grouping (PDG)
» Use source port, destination port, and proto.

» Set priority to each combination

¢ Location Dependency Grouping (LDG)
» Use source IP and destination IP

» Make link among group with priority
s Example

/

port number

/—{ flows

P1-1.% 509 10 - 10

group priority

20

P6 - 11, 12-100]

90
130
[P2-4,6,8-1oo} 40 [
20
P3-2,7-1oo]

proto source destination priority
port port

0 0

1 1 20
2 1 20
3 1 1 50
4 1 0

5 1 1 50
6 1 1 50
7 1 1 1 100

Property Dependency Table

source
ip

destination
ip

priority

0

10

1

10

1

1

100

Location Dependency Table

(29)
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4. NG-MON - Deployment at POSTECH

‘ ———————————————————————

I 1
» | Packet Flow !
Router ' | capture Generaton |
1

A el Flow

1
NI Packet Flow SioE

.| Capture Generator

i ) ) |[Analyzer ) | Presenter

' | Packet Flow !
\ ' | capture Generator Flow
R T o Store §iPal
T
>: Packet Flow :
Core Switch Core Switch : Capture $ Genel’ator :
| | S
1Gbps
Optical link
NetOptics 1Gbps
Optical Splitter
I I
[ POSTECH Gigabit Campus Network }

"%, POSTECH
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NG-MON - Host Data Sent Minute View
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NG-MON - Detailed Host Data Received Minute View
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NG-MON - Application Protocol Minute View
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NG-MON — Security Attack Analysis
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5. Summary

“*Internet Is continuously growing in terms of: # of
users & hosts, traffic loads & types

*»ISPs and enterprises need to monitor their
networks for various purposes (e.g., Problem
Detection, Workload Characterization, Planning,
SLA, Billing, Security, CRM)

<+ NG-MON

» Scalable and cost-effective architecture

» Spatial, temporal, composition analysis

» P2P, multimedia service, game traffic analysis
» Network security attack analysis

"%, POSTECH
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Questions?

jwkhong@postech.ac.kr
http://dpnm.postech.ac.kr/ (my research lab)
http://ngmon.postech.ac.kr (NG-Mon)
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