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\ Security Watch : Don't get burnec
‘ - & Why you shc
yourself--anc

By Robert Wamaosi EJ
Senior editor, CHET Revie
August 9, 2004

Within a few short years, Google has become t
choice for most of us. In fact, to google is becamir
verb; it even appears in YWilliam Gibson's latest bes
Recognition. So of course there was standing roon
about how Google helps anline criminals. At this vy
Briefings UISA and again a few days later at DefCo
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Google a favorite among hackers, too |

Fublished: July 28, 2004, 7:08 Fi FOT

By Robert Lemos
Staff wiriter, CHET MNews. com

Brrint  Be-val Ryvour TAke S sAve

LAS VEGAS--The world's most popular search engine is one of
the handiest tools for hackers, a security expert said Thursday.

Google's ability to recard Internet sites’ content can be used to pinpoint

those with weak security, Johnny Long, a security researcher and

camputer scientist for Computer Sciences, told attendees at the Black

Hat Security Briefings here. Though the technigue is not new, well-

crafted searches turned up so many sites with vulnerabilities that even

jaded researchers laughed during the sessian. _ILI
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filetype:eml eml +intext: “Subject” +intext: “From” +intext: “To”
o (-) M Z0AM M2
filetype:conf inurl:firewall —intitle:cvs
o (Y7) 2XE 232 L
“mysqgl dump” filetype:sql
% () BT &t HHE Eetst BE S| A

intitle:index.of. sites.ini
% (x) 2= CHO{ 2 AH

filetype:cfg mrtg “target[*]” —sample —cvs —example
% (]) E=(0OR)

filetype:bak inurl: “htaccess|passwd|shadow | htusers”
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y fadrnin - Microsoft Internet Explorer -3 x|
| TEE BRE 2 SAFIE ERD ESTH H w52 - - @ [F |
J (0] I@ http:/Mveweww, google, co, kr/search?g=cache:nbub-HFGW oo, kef /admin/+inurl:admin+site:cu.kr&hl=k0j s
— . . =l
Thisis Go o gle's cache of hitp./f Lok fadmin/ as retrieved on - 2004 08 GMT.
G oo gle's cache is the snapshot that we toolk of the page as we crawled the web
The page may have changed since thattime. Click here for the current page without highlighting.
This cached page may reference images which are no longer available. Click here for the cached texd only.
To link to or bookmarl this page, use the following url: heep: //wuw. google . com/ search?g=cache : nSul-
HFGW  : .co.kr/ Fadwin/+inurl:adwin+site:co.kréhl=kao
Google s nof affiliated with the authors of this page nor responsible for ifs confent.
These search terms have been highlighted: admin e
Index of / /admin
MName Last modified S8ize Description
: Parent Director 10-May-2004 02:Z28 =
@ admin board abstract..> 09-May-2004 22:53 30k
@ admin board cateqory..> 09-May-2004 22:53 S5k
@ admin koard exec.php 09-May-2004 ZZ:53 24k
@ admin board explorer..> 09-May-2004 22:53 1k
@ admin board explorer..> 09-May-2004 22:53 Ok LI
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3 Index of /home - Microsoft Internet Explorer -0 x|
J MRy WEE) 2210 SAFNA) I s J CIE - #
Jii(ﬂ?@hﬂp:ﬁwww. .co,kr/home/ j 0=

Index of /home |

Name Last modified size Description

3 Parent Directaory O5-May-2004 13:15 -

@ a.php 03-Dec-2003 18:31 Tk

@ a.php. 20031203 03-Dec-2003 15:23 1k

@ act .php3 10-Mar-2004 03:44 Bk

company0l html 16-Dec—2003 21:-25 186k

companyUz. htm| 03-Feb-2004 16:24 13k |
€ IR EEE 4

AATDE = A M ntitle:index.of/fhome inurl:co.kr
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23 Index of / - Microsoft Internet Explarer
comsF j Rl
Hame Last modified Size Description _I
a Parent Directory 14=Jul-2004 17:20 -
e PR 21-May-2004 16:14 273k
@ odatiy 21-May-2004 16:12 23k
21-May-2004 16:13 36k
21-May-2004 16:13 36k
@ "k 21-May-2004 16:12 221k
@ 018  doc 21-May-2004 16:12 B9k
@ 0= M1, doc 21-May-2004 16:09 BBk
@ 01842, doc 21-May-2004 16:11 B9k
@ 0= M43, doc 21-May-2004 16:11 B3k
HALRIHE M  hup 21-May-2004 16:13 3k
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AP AT doe 21 -May-2004 16:12 24k
Aocaches1.3.28 Server af oom FPorf 53 |
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Hey, it worked !/
The SSL/TLS-aware Apache

webserver was
successfully installed on this

website.

Thisisa re site for
Development.

CEE [ e oE

Apache SSL/TLS J|& HIOl Xl & A4
intitle:test.page "Hey, it worked !" "SSL/TLS-aware"
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Apache 1.3.0-1.3.9 intitle:Test.Page.for.Apache It.worked! this.web.site!

Apache 1.3.11-1.3.26 intitle: Test.Page.for.Apache seeing.this.instead

Apache 2.0 intitle:Simple.page.for.Apache Apache.Hook.Functions
Apache SSL/TLS intitle:test.page "Hey, it worked !" "SSL/TLS-aware"
lIS servers intitle:welcome.to intitle:internet 11S

intitle:welcome.to.11S.4.0
1S 4.0 allintitle:Welcome to Windows NT 4.0 Option Pack
allintitle:Welcome to Internet Information Server

1S 5.0 allintitle:Welcome to Windows 2000 Internet Services

1S 6.0 allintitle:Welcome to Windows XP Server Internet Services
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Apache 1.3.0-1.3.8 intitle:Test.Page.for.Apache It.worked! this.web.site!

intitle:"Test Page for Apache Installation on Web Site!”
Intitle:”Apache 1.x documentation”

intitle:"Ot I} X| & XIE Flet HI AEH 0] XI*
Intitle:”Apache 1.x documentation”
intitle:”Ot Lt X| & X| Z AtE HI O] X|”

Apache 1.3.9-1.3.10

Apache 1.3.11-1.3.32

Apache 2.0 _ .
Intitle:’Apache HTTP Server Version 2.0 & A”
Intitle:"Windows 2000 QIE 4! MBIA & LICE”

IS 5.0 Intitle:” S Al =7 intext:"& X A Z 0t 1 ot= AOIEW J1=2 HIOlXIJF 8
SLICE”

1S 6.0 Intitle:"Windows XP Q1E{4! HH|lA 2LICH”

Intitle:”&H| =” intext:” 2= AMOIEN & X Jl= HOIXIDF SlsLICH”
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ML T/ o
3 Ot=! 2= 2 - Microsaft Internet Explorer _ Ol x|
| ;e maE =W = S0 EsEH || 5= -0 - Q[ |
J-ﬁi(ﬁ)l@hﬂp:ﬂ ‘wahoo/new/community /discussion/discussion_sub_detail, neo®lag=y j PDIE

-

fyahooid [EO0R ] =Y [E390] 0! | Q2™ | E52 | i | Y

i
=11 k5 1 ]_
OHIHE sUH2
T T T e S LTV STy e ojmE s PRI
253U HIHNES HTHs TESSM, HORS 9= o oo Pk A 112 S
FEM HATUE
HENE=A Warning: OCIStmtExecute: ORA-O0921: unexpected end of SOL command
Tee=——== in fusr/local/phplib/db/minidb/class.oci8.apa_vahoo.inc on line 113
- 2C|0HIFE H AT
CETHE AT Warning: OClIFetchinto: ORA-24374: define not done before fetch or execute and
- E RO Y AT fetch in Ausr/local/phplib/db/minidb/class.oci8.apa_yahoo.inc on line 142
LHEOE rEe
HE Warning: OCIStrmtExecute! ORA-00921: unexpected end of SQL command
ShEs ARLIE in fusr/local/phplib/db/minidb/class.oci8.apa_yahoo.inc on line 113
CHIAE HIAIEE
CHEM TEWHFE Warning: OClFetchinto: ORA-24374: define not done before fetch or execute and
S ) fetch in fusr/local/phplib/db/minidb/class.oci8.apa_vahoo.inc on line 142 ~|

Oracle DB (il 2| X2| 2F & 4AH
ORA-00921: unexpected end of SQL command site:co.kr
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s denied for user” ; ‘oo kr - Microsoft Inte
2O SHEIA) ST EELHH) |j T

=== I@ http:,-“,-“www.gl:u:lgle.CD.kr,-’searc:h'?hl:kcn&ie:UTF—B&newwinduw:]&q:%EEacces;I il =

“using pa

G o [ a2M 00K =18 Ca=s2
q;jé‘:l 8 e I"au:u:ess denied for user” "using password” siten —= g i5=5
LS

O omA 2 OEZ WOR 2

|»

0 accCcess enie or user- u3|ng pPass=wor E cCO K =
= = denied T d=0 CH=t krifl A 2 203000 2HS = 1

annnohalR BhEE

Warning: mysqgl_connecty Access denied for user: onair@localhost (Using password:

YESYin fhomefonairshtmlfinc/config.php on line & Warning: mysqgl_select_dbi) supplied

argument is not a valid MySCGL-Link resource in shomesonair/htmldincs (.. _
onair,.cokrfcontentd — 22k — MEEI WO[E - Hl==FF HO]A]

inforrmation

.. Warning: Access denied for user: 'eventzashan@localhost (Using password: YES) in
JhomeswwwmZ homeYejuonens, Subfeventzaehan/board/dbcon,o on line S Warning: MySCL
Connection Failed: Access denied for user: 'eventszaehan@localhost (Using password ..
v eventsashan,cokr/humory htm?board=humors num=4&date=1061257607&page=1&next=1 — 21k —
MEE MOl - Hl==2t B~

vAMEFEVENT

Warning: Access denied for vser ‘eventzachan@localhoszt (Using password: YES) in
FhomefwwwZhomesvejuonens, Subfeventsaehandindex. htm on line 40 Warning: MyS3L Connection
Failed: Access denied for vser: ‘eventsashan@localhost (Using password ...

Wi, eventzashan.cokrs — 37k - A EE WO|A - Hl==%t HI0O[E

==8 HCIEH =& S =FH3EICH
o Warning: mysqgl_connect) Access denied for user root@localhost (Using password:
MY in shomel gmocorpsmain bhtml on line 173 Warning: mysqgl_select_dbi) Access denied

-
flnr mear '‘mnohadoamilacalbhacet Fllcimnmn naccwmard: MY in fRoamaed fammecaro frmoain JJ
| >

4

DB IDZ 4 "access denied for user" "using password" site:co.kr
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J Z= a0} IE btk s e, Jor krfogi-kor CrazyWinwWEBoard, cgitdb= ;l e 0=
= S ——r
.2ip = compressed,gif [1731] .:J

admin,name[10] - N (5]

admin, password[14] - NG =]
admin.platform[14]: Linuz_2 .4 26G_i636[15]
admin,previewl ines[15]: 10[2]
admin.profilefields[19]: MAME EMalIL[10]
admin,sendmail [14] : AusrfsbinSsendmail —it [22]
admin,=iteur | [13]: .ar  kr[235]
admin.svncinterval [15] 0 15[2]
admin,textfieldlength[21]: Fa4[z]
admin,uploadquotal17]: O[1]

conf ,CharSet [12]: [0O]

conf  CtriTheme[14] 0 wiolet [E]

conf \DEFieldMames[17]: Access BStwle Category Content Type Date Domain Download Email Filer

conf  Groups[11]: -_J

ladmin=LADOMIMN

=L A0OMIMN
vipark=radmin
sasnas=radmin
klingua=ladmin

[GUEST]

az | =gue=t

modedeny=admin stat detail batchdelete accept
hiostal low=

host derny=

[UsER]

as | =user

modedeny=admin stat detail batchdelete accept vI
1| I L4

"HTTP_USER _ AGENT=googlebot" site:or.kr
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Warning: ocifetch): supplied argurment is not & valid OCI8-5Staterment resource

AKX B ES, 2 2E B

(ol

in fhome/flocal/apache/htdocs/ Fphpfforeign/english?2/commonfinc/ Adbcon,.php on line 90
Warning: ociresult()! supplied argurment is not a valid OCI8-Staternent res ﬂ
in fhome/local/apache/htdocs/t °  /phpfforeignfenglish2/co| 4oi0te from TB_MYKBS where MYKEY=

=5 Aok SLULCE

Warning: rmysql_connect(): Can't connect to MyS0L server on 'dbZ. netis ne

in fhomef =7 ifkorea_include/The_Class.php on line 31 L
Incorrect syntax near =

B e T o Claas. o vt M CEHN T s ICk HIOIEIMIOI2 SR B0 287} 2UFIRALIC -

Warning: mysql_ermoi): supplied argument is not a valid MySGL-Link resource

in fhome/ =~
Warning: MS S0L message: Unclosed quotation mark before the character string "39°, {severity 153 in MW
Warning: mysql| B 5 Al A2 WwwwiWociWociB php on line 34
in fhome/
Mysql DB Errro B Warning: M3 5001 message: Line 10 Incorrect syntax near 39", (severity 150 in N HHAAE
YWwwwiociWociB. php on line 34
Warning: MS S0L: Query failed in N:W HH A AW wwwiWociWocid, php on line 34
Warning: Supplied argurment is not a valid M5 S0L-result resource in MW HHEAAH
Al onrngrna bl o b i b on lics B1

Warning: pg_connect() Unable to connect to PostareSOL server FATAL! databaze “ekno_db1" does
not exi=t | in fexport/fhome/userl/y - :u’public_htmlfboardf_conffinf_p.php an line 42

Warning: pg_exec(): supplied argument is not a valid PostgreSOL link resource L
in fexport/fhome/userl/ Jpublic_html/board/read.list.php con line 88
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|dh filetype:log T= a4 ﬁafn
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db filetype:logH| (H=F 2F 930 8= St HIOIAIS 2 1 - 10 (0.40 =)
db filetype:log
a A 00[F =£O5 CEEC
|intit|e:"index of" intext: (hackup|®™ H|bak|durmp) T 24 iafﬂ
C HHl AN & 52 HIOIR] ZM
intitle:"index of” intext:(backup | "™ |bak| dump)H| CHzF 2F 14721 et=2 20}

intitle:"index of" intext:(backup| 2 & [bak|dump)
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a hitp ./ Aile, ccomsbackup/mySQLA20040501 _usertable, hirn, bak - Bicrosoft Inte —I—I- 0 ﬂ
| 2@ BIE 2NW EAMNW EHD S8IW || @9 - = G ]
| =20 [&] nttp:/ e, .com/backup,/my50L,/20040801 _usertable, him. bak -] pois
o uzer_id pagzword name | ~rail it Ity | N
2 % 164 - —m = = -':-r mysqlHash_decode x|
3r 7310d16e62a80914 |5
4l |B15un- - _E’& My30L hash decader 0,1
=1 .
st Ly = hash  [7310d16e62a80914 =0l
Gl e o~ _ 4% =4
fits 16ckm == > decoder 7330 =
Blk: _?DeﬂHAo_lcbl:lg L | |
Jer = a8 O & & |
10)er - 405 - 1L 2 by jjshim@hanara, com
11/lik |B37 - - - — -
120k = (0BT Bk § v ¢ mail.net : J
13ar _|Jfad = = _ﬁ-{,. L . .com I -
14 |132m - _% L] 1ail.net . j
15tz = _|783, _ﬂ -y |, 480 r.cam g * -
16[w 4bal o = ""_ [ nail. et +
17/dl 1de 1%, [— |.cam
19[pe o= |Gcalow &l k iil. et
19|z Aelew oo o o |TB i imail. et 5 . |
EEL l_l_l_lﬂ PIE y

mySQL 25 L& &4

IHint: filetype:bak intext:

P
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(Z2l X HAIES Uit T Y25, XSS F2AE &)

Gz&,-. [ 424 00A 5218 OS2 ﬂ
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Sy
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=121 HI0] X]

> VNC &2 HA3E 2 121("VNC Desktop" inurl:5800)

G P l A 2M 00F 5218 OS2 i’
@,}P 8 c [*/NC Desktop" inurl-5800 T=34 |15
S

B H Oz HOE

R R “WYNC Desktop™ inurl:58000 (A& 2 1010f 20= = 1- 10, (0.27 =) T

> AL HOY @2 HAAS & 2 Q! (intitle”2 2 HIAAE” inurl:itsweb)

92N 00F F2IE CUED f’

qu gle fintitle: 22 A2 3& & AZ" inurl:tsweb =84 | 358
By

= my O E2 WOIR 2

ey intitte:"H#A @A35 @ ME- inurl:tswebd (IF 74 2242 = 1-7.(0.30 =) j

> Ztel Kb 22001 WOl K (intitle:” 22| At2 211 217)

G % [ A 2N 00F FAIE CRED ﬂ
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T

COEH M 2 HOIR S
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H0
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=121 HI0] X]

> e UEK3T B HO| X (intitle” E2+Y!” or “intranet” 55)

b 824 00F &218 CHE2 i’
Gaoygle pmzm w22 | g
By @@y 2 C 2 N0 2
Y intitle:"OTEIE [ (§%F 2 13,0000 245 = 1-10.(0.18 =) T
3%, @ 2N 00F FA1E s ﬂ
Gq.g gle |intit|e:"intranet" T= 24 i}%
T CoEF A 2 B0 2
ELR=YS intitle:"intranet™ (¥ 2 642X §=2 24 WOIAE = 1-10 (0,48 =)
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=121 HI0] X]

W 2c A 20 HAUE

2428 Sl 22 & HARAE =5 FHAE

3 22l 2191 - Microsoft Internet Explore =[3] x|
| meE DRE 2 BHRAE Y| EHE 7
J—?F-i'im I@ hittp e, .netfadminfadmin_lugin.htmj s
—mEmETe ) OteA Sef
1 |
3 eI 2321 - MicYsoft Internet Explorer =10 x|
| meE BERE 20 EBHRNE Y| EHE 7
J 2107 I@ hittpr s e, net/admin/admin_loginhtm | @015
ezs L e aE -
EZE WAR == zikimiZLICH J
@ s IRCEGE /4

intitle: 2t 2| At inurl:/admin filetype:html site:net
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W2 Hg 200 HAE
2 HY ID/PW ASE 20! F kA (SPAM /H HZ 0l /E)

AEHL 2321 -
J oy HEE) 20 FHFNE BT EsEH H FEE -5 . ®

J Z A0 I@ hitp:/fpra, L, ac. kr/mail/ j 0l

Microsoft Internet Explorer

= Web Mail b

NATIGHAL
qq-m I UNIVERSITY OF

| KL

EES IR R

2 HY AMH CIZE ID/IPW & A4
intitle:” & Kl 2 1 21” inurl:mail site:ac.kr




2 Y ID/PW LIZE 2001 FHoA(SPAM &5 ABHZ 0|2 9E)

J m EHSFN(A Ty ES2ZHH
J == =00 IE Rtp LA i, .com webmail/
[ |
Webmail Service
[=] 2 HE AME A= LICE

= OHOICI A guest/guest HIE S22 212101 H=ELICK
E ZMHE EHa(AMBE, PCE S)HAM 012 = 2= A 2d0F=FEA 2

HEEFLICEH
Log-in .o
LOGIN
ST cumus
COPYRIGHT (C) 2003 CO.LLTD. ALL RIGHTS RESERVED. J
&l [ L EEE A

intitle:”& Kl 2 121" inurl:mail site:com
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==otJ| #=2 ID/PW ALE, alAF IR Y
2HHE L~ INTRANET - Microsoft Internet Explorer

upziE)  EHE(E)

B SHEN A KD

E=E(H)

{DI'I hitp:/fintranet, .co,kr:8080/sanaeintranet, php I o OlsE

+ AFR OHDIC
= HI2HEF .

= & AFIDAWE SEHIIEZ B2
Ml &= (L032/L052), EE

AZEHAIZ] HEELICH

T SR IR 4
J

H(51750/517900, HIZFE(TOD12/T0012)

w

FEEE

AFLH

A2 = 2 A—H:H

=0T O

| guessing ID/PW & A4

intitle:intranet inurl:sanae filetype:php site:co.kr

B an
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| =4 [&] htp:/ kr/tsweb/default, hm ~| pOIs

Microsoft

Copyright [ch 1896-1p83
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Server

Built on NT Technology

o RREEREES

ARERL OIE(U):

=R
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&) 2E IR EEE 4
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Attack Scenarios

HAIE =2 001 HIO|X 15 FUHE HMHY =
RedHat Linux 9.x+PHP 4.x 22| A} 2 &t &S AlL2 2

Jtor



DB, AP, Board, Server, FTPE)

" connecting - Mic rl:!:+ _ 10| x|

JE FT WEGE) BEII0M SHEI(E TR f”J =|§,»|
| F4(0) I@ http /¢ connect,inc I P Os

<Yphp
$dbserver = "localhost”
$dbname = "7

ﬁdhuﬁﬁ[ U |,||;EDDEE .
ﬁﬂhgﬁﬁﬁ = 2002 s
ftable = "j2001 213589 ;

I+

$db = mysgl_connect{$dbserver, $dbuser, $dbpass):
mysgl_select _db($dbnane, $dbl;
=

s [ [ [ e

MySQL DB ID/PW & A4
intext:mysql_connect+pass

K




>

O
[H0

_l'T"_l

U A %

‘set db = server.createcbiect"ADODE. connection”) 'db.Frovider ...

narme: = ‘jbhunt”s password: = "bhunt™ URL: = "http:Ahome ne e,

name: = "jbhunt™: passwnrd' = "jbhunt”; URL: = "http:/fhome.nc.rrcomdcla)
html"; Beth Haas name: = "BHaas": passwu:urd "Beth Haas": URL: = "hitg
rr.u:u:umfu:la'_.,-'123.-"ref23.html ;name: = "apex”; pazsword: = "apex"; URL: = "H &

hiarme, ne,rrcom/clayl 23/ pazsword log - 2k - F3F 20t - HEE W OIA - HIS

<% 'set db = server.createchject{"AD00DE. connection") 'db.Provider = "Microsotft.Jet.
OLEDE. 4.0" 'db. ConnectionString = "Data Source=c¥inetpub¥twwwroot®hbontec. modkh”
‘db. Open set db = server.createchject("AD00EB. connection”) db.Open "sjmc","sjimc" ...
wyy, simeo, oo, kr/sunjin_board/gnasdbopen.inc - 1k - FE2F 20 -
HEE HIOE] - d ==& HIO[X]

php fdbserver = "localhost’: $dbname = $dbuse_r = "int2002pb"

— v g R <tphp $dbserver = "localhost” §dbname =™ $db user = T g bpass = "?"'f";
narne: = “23elle’; password: = ,Iqu ; URL: = "address,fitm; name ... $table = "j200121355% $db = mysgl_ cunnect(ﬂidbserver $dbuser, $dbpass);
name: = "23202"; password: = "ilgf"; URL: = "address,him": name: = "23203| mysgl_select_db($dbname, $db); ?

A R C Mg .= |c=hoooac, krf~|DI21359fwebdh2fﬁ.f’dbcannect inc - 1k - Z=2F24F -
ilgf: URL: address, htm": n?me. 23204"; Eas?wnrd. ..”gf ; URL: | EEE HOE - 0 BolF
"address him™: name: = "23205"; password: = "ilgf': URL: = "address hitm":
www.I|I:|.nchu.edu.tw,-“gru:uupsfgru:uupEUpasswu:urd.lu:ug =8k = MEE WO - 4 fvomok-lib. daeau. kr/ocig.ing
! B2 EEE e EfY - HTML HA

name: = “tad"™ password: = "homepage™ URL: = "<a href="<a href ., ZIFZ20F - dlssr HIOlA|
name: = "tad"; pazsword: = "homepage”; URL: = "<a href="<a href="http:/ ) o
v, dob, com, tw " httpe /S www dob com, tw </ "< a href="http:/ Y www, dob dté.hvomc;k—llb._daequ.krmeWx’OQS.mc

. " e EtEh EZHEFERY - HTML HH
com, twhttpd www dob com, twfax < fax": END_FILE FZIIZ20F- HI=stE0E —
dob,tnc,edo, tw/authorHDA fpassword, log - 1k - M EE WO % - Hl==F 10 [ db.hyomok-lib. daegu. kil 2444 ]
name. = "byrne” password: = Tliguefaction”s UBL: = “mainfile, htrm™,,, W\-g'\:'\.-' hca_\lnsk,:'h‘:' ac. krﬁOSOﬂmsMhtmIz’includefdb.inc
name: = "byrne”: pazsword: = "liquefaction”: UBL: = "mainfile,htm”; name: x"” Ef” i ‘lﬁfﬁcﬁ_ﬂ%m HTML BHH
"girl”; pazszword: = "1234"; URL: = "u=serZ html": END_FILE ==

- - o 2= = =7
wiane civilubc, cafhome/sspark/password,log - 1k - M EE WIO[E] - H| =F www.namunet, co kr/db/visit'connect.ine
. . . . . ore! Ef2h =’—i—§_3._f e - HTML HH
name: = "admin”; password: = "compoter”; URL: = "hitp:Afmembers, | &2F 20 - =2 HIO|R
name: = "admin™: pazsward: = "computer: URL: = "hitp/fmembers, tripod,
fr.htm”; name: = "paul™: passwnrd "papst": URL: = "http:/fmembers. tripo ik ﬂamgr;,et co.kr/db/board/connect.inc
. ) urd Erd E=E e e - HTHL HH
Rick Cu:u:uper,-“fr htm™: name: = "phil™; pazsword: = “loop”: URL: = “hitp:/fme F=3ED - U= 50 H0[A
mltglled.lycus.defﬂlck_Cu:u:uperfmI:urfpasswnrd.lng 2k - F 20 - HEE
$host="localhost": $uszer=" " $passwd=" 1% $db=" "V
£7 $host="localhost" $user=" 1 Spasswd=" " sdb=" T $table= cat,

1"
fsystern_pass=" 1 $th_bgcolor="#F3F3F3" $fd_colorl="#FFFFFF" $id_colorZ2="#
EEEEEE" #$tr hocnlor="#FFFFFF" &th honl="#FFFFFF" &ir|r="#141343" &ulinl

IHint: filetype:, intext:

Created by & & M (jishim@hanaro.com)



HASIE T}

B CIO0IE HOIA 291 [D/PW 244

15 _I_I- - EI
| be® mEE® v sHW =20 s | es2-- -0 |l
| F24D) [&] hitpey/ inc,bak - @os

.

" exit }if(ISPHP_AUTH_USER) { ######4444 IS5 212 JH5tA &2 4 ||
P CHAl 2V SEE | Z0 #####u##4% authenticatel): T else | ##F#7EEAEE

ClO|E - O] 2~ A HESICE ########## $dbconn = mysgl_connect
Clocalhost’ "seatha” "math ") 1| diarclilal ed flAT s o324 fll ATTI=EeT 251 [1h "y

FHRAEEERAEE | | D20 BEE 200 BARNW EAD ESTHY| = 7
Fstatus = mysall| | = . .

_?Iq'_l_l:D:l . ? - |:| %
myzqgl_ermo): § J = hittp /v, .go.kr/admin/php/newuser, php ]
ferr_no . " $err —
ot = E A =ZE|| " Hif($PHP _AUTH_USER) authenticate(); relse{ $connect=mysgl_connect
password(' $PHH T 1] dieC’DBH SR 2 2ISLICH

" : fstatus=rmysqgl_select_db{" " $connect): if(!$status){ echol"DB A ZE HHE
.SELECT admlﬂg A exits F $query="select adminpw from admin1 where tableid="""" and

$PHP _AUTH_US adminid="$FHP_AUTH_USER ™! $result=rmysql_query($query, $connect): if{ $result)
mysgl_num_rowd| { backmsgl H2IHE ") exit:  $rows=mysqgl_num_rows{$result): if{Sraws)
1 fadminPW=rnysqgl_resulti$result, 0,00 f{stremp($PHP_aUTH_PW $adminP i)
1 authenticate(); } relsef authenticate(d: + F 7

intext:mysql_connect filetype:bak



IHAYE I

AKX FHYE
Cisco IOS HTTP o1& HAE 24

Sevel/16/exec/~/show conf - Microsoft Internet Explores
J MRy MEEY EI0M SHEIA LRI ESF2H) |J e
J (D) I@ hitp:/¢ Aevel/16/exec/-/show% 20cont j Ol

Command I

Output J

Command hase-URL was: flevelfl6fexecf-
Complete URL was: flevelfl6jfexec/-fshow cont
Command was: show conf

Using 2236 out of 32768 bytes
I

version 12.0

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
I

hostname
I

no logging console

enable password |G

Cisco & 215 FH Y& enablelf AR & & AR
inurl:"/level/*/exec/” intext:password




IHAYE I

B Shoutcast server
winamp S gt A IHARE T

23 Index of /

ﬂIQ
0
J

- Microsoft Internet Explarer

J mhiEy  WEE) B2 SHEE) 4T ESE(H) |J =52 . 7
| &0 &) http:// edu/ / ~| pos
=
Index of /
Mame Last modified Size Description
a Parent Directar 03-Jun-2004 05:45 =
@ ACRN ESSAY, doc O6-Apr—2003 00:20 20k
ACEN, x 1= 24-Feb-2003 17:43 14k
L:B Engineerings 27-Jan-2004 15:35 =
L.:.ﬁ Screenings £7-Jan-Z004 15:36 =
| sc_serv_gui . ini 12-Feb-z002 10:49 14k | Shoutcast password
shout cast -dsp-1-5-2-, ,» 02-3ep-2001 14:27 224k
WNo—=3,3, 7-x86_windZ exe Z9-May-Z003 20:28  S64k | |
winamp276_std, exe 02-Sep-2001 16:068 922k
[
€] IR EEEE 4

Shoutcast ID/PW & 24
intitle:index.of intext:sc_serv_gui.ini



IHAYE I

mFTP
FTP ABl E=5 ID/PW 2 A

<} http://216, 239,41, 104/search ?g=cache w32 StlidtL UL s
| BB BIE 2 EAFIE ERD

E_: X

. =101 %
J g ., *®

J—:F—i'iﬂl' I@ http:jfElEi.ESEl.dl.1Ddfsearch?qmache:uEIESfJiI:ItLLI.J:www.rej POs

Diese Begriffe erscheinen nur in Links, die auf diese S{TIMEOFFSET=8
wcx_ftp
[rozsi. .hu]
HOST=rozsi
UID=infopen
[connect ions] PASUHODE=8
1=sinkun TIMEOFFSET=8
default=sinkun COMMENT=pinfo
[sinkun]
host=sinkun. Pl [ |]_
usernamne=sinkun HOST=umme. i -hu
password=, UID=hutter
pasvmode=0 PWD=UZ35B30871D7 1M 262340881 FF72AFFAB?AAPABT9OCAT AT
[default] FASUMODE=8
pasvmode=0 TIMEDFFSET=8
[0ldConnect ions] LOCDIR=1i:%mirror
O=www.giml. .pl DIR=""unms
[General]
e—mail=admin@ginl . pl =
(€ 2E B EEE ~

filetype:ini wex_ftp

4?2

intitle:index.of ws_ftp.ini

Created by & & M (jishim@hanaro.com)



IHAYE I

WA AIE
HAIE 22| X EE ID/PW & A

Lac kr - foai-hindAechnotes - Microsoft Internet ERplores -0l =]
J OFE(Ry MEE) = SAEI|(A) BT Z==EHH) “ EEZE . ®
J (0} I@ hitp:/ .ac krfcgi-binftechnote,/ j 0=

s

.ac.kr — /cgi—
bin/technote/

[To Parent Directory]

2onad 32 g =¥ 2% 798 <diry _wti_cnf

2mnaa 32 g =% 2% 708 dirr &84

200348 128 152 id,pass. tut
&

20044 32 112
20043 32 1Y | 4epa
oz 122 152 | 10°raiclab | -

I: =] = y
003 122 152 | paeg I DT

20034 128 15 ju

20044 28 2pY

2onad 3@ NE =g 2% 7:08 <dir> images

20034 122 152 2% 2F 5:27 91184 index.cai

20034 128 152 2% 2 5:27 17343 infor.cai

20034 128 152 2% 2 5:27 2378 install.cgi =
a |_>|_I
& IR EE 4

intitle:technote inurl.cgi-bin



Attack Scenarios

M

Cisco HTTP ¢!

= 5oy
oL MHHUA 2E UIES

-

4 M= S8t switching 23 3t
E

ci & Sniffing AlLI2I 2



Attack Scenarios
Serv-U 82 &X MY 2AA 2740 2

Windows XP Professional(SP1), Serv-U4.3
M 22l At Het &= AlL2lL



3 FHP Shell - Microsoft Internet Explorer

JE}%(E) HEE) HAM SHFINA) 2D ESEH)

[F200 ] http:/fwww, .cokr/board upload 2 A php

ngcﬂ T E(E) EJ‘I(E) SHET|(4)

J =40} I@ http:/ /board, .cnmfhnardfdataﬁcmd.aap | ~ S

=10 |

:}} |:|§‘r

PHP Shell

Current working directary: Root/

Choose new working directary: | Current Directary = |

|net user jishim & 2N Sadd|

Web command execuT

Enter

| KX

Command: @ e |_|_|_|D 2IE S
[
[cat fetc/passwd |  Ewecute Command |
| Windows cmd Shell& 24
Enable stderr-trapping? [~ ) o .
output IHint: intitle: , inurl:
A
=
[ESEE] IR EEE i

PHP Shell Z 44
intitle:"PHP Shell *" intext:Command filetype:php

B s

Created by & & M (jishim@hanaro.com)



IR AW MY, &, HH0l2{A, JIEF GH2 MY 24
:

J OHcEy  MEE) 220 SHEIN@E EIHD Z&5 ”J REE .7
J—pf—i’t@:' hittp s/ e, .or.krfupload/upload, php j OIS
B
o TE EATTE L o
o CEFEHER
i
irig
1:|frtmpfrweb_5hell.php || SHOFED |
| | &ﬁ n n Eﬂ n
4| | _’l_
& [ [ [ 2E y

php uploader & AH
intext: X4 filetype:php inurl:up

47 Created by & & M (jishim@hanaro.com)



CGl 27114

W CGl A0l

> E2 8 AH FANEE = 2| Rl SEA=2 CGl 2HEHE 0l =

> P2 UM NS Sof 20 IS FHO MU £ Jts

CGl A9 = M

/_vti_bin/shtml.exe inurl:/_vti_bin/shtml.exe
/cgi-bin/finger inurl:/cgi-bin/finger
/cgi-bin/guestbook.pl MH Inurl:cgi-bin/guestbook.pl
/_vti_pvt/admin.pwd Inurl:/_vti_pvt/admin.pwd
/phpBB/search.php Inurl:/phpBB/search.php
/zeroboard/login.php Inurl:/zeroboard/login.php
/cgi-bin/14all.cgi inurl:/cgi-bin/14all.cgi




CGl 27114

W 20 AOIEOIA CGl 228 FOE XY 85

3 SecurityFocus HOME Yulns Info: CGlScript net CSFAG Script Path Disclasure Yuli
J mrFy  WEEY 2 SHEN(&) E2T) ESEH) |J P EE S
J (D) IE hitp://securityfocus, com/bid/106184nfo,/

CGI Exploit & AH

PprABILITIES

VULMERABILITIES . . . TH
CGIScript.net CSFAQ Script Path Disclosure Yulnerahility
CGIScript.net CSFAQ Script Path Disclosure Yulnerability
[ info discussion | exploit | solution credil help
| infe | discussion exploit solution credit help

Mo exploitis required.

bugtrag id 10618
The following proof of concept is available:

ohject - - .
bt ffwewew e ample.comfegi-soriptfosFAQ fosFAD ol ?
class Input Validation Error comress=s viewFAQ&database=/ darkbicho
cve CWVE-MAP-NOMATCH
o =l =
remote Yes == S FHA AOIE &M
local Mo =~ ~ = = =
a Srodilrl 5238 C¥ee
published Jun 28, 2004 - 2
||nurl:|::5FAQ T= g4 i Em
updated - Jun 28, 2004 =Y LIEE,

vulnerable CGISCRIPT.MET coFal)
CGISCRIPT.MET ceFAD 1.0

CGl oA 2 M > Attack probe...

inurl:csFAQNH| CHEF 2F 2800 et= 24t HIOIRIE 21 - 7. (0.23 £)

not vulnerahle




CGl 27114

Q|

B Other Vulnerable?

2

Chekst =

ForE 73

OHM

of AJHE Jits

YULNERABILITIES
by vendor by title by keyword by bugtraq id by cve id by published date
d A 00F w235 CEEEC
: — = =34
Published Date: IZDDij I!—‘xugust j ||:|4 j Submit | finurl:"ga. cgi T2 Y |22

% 04-08-2004:

" 04-08-2004:
% 04-08-2004:
" 04-08-2004:
% 04-08-2004:
" 04-08-2004:
% 04-08-2004:
% 04-08-2004:
% 04-08-2004:
% 04-08-2004:
" 04-08-2004:
% 04-08-2004:

StackDefender Objectattributes Invalid Pointer Dereferen
Vulnerability
StackDefender BaseAddress Invalid Pointer Derefer

O HH M @ 52 HIOIR] 2

inurl:"go.cgi™i| CHEF2E 85304 =2 20 H0IAE 1 -10.0(1.08 =)

mea Dlemial OF Coruisa ln'llll'lﬁlt'ﬁl'lil“"n’l

Pete Stein GoScript Remote Command Execution Y

a FMd 00lA =235

N

eMdonesia Search Form Cross-Site Scripting Vulners
DGen Emulator Symbolic Link Yulnerability

|inur|:"mnd.php"

1= #HY

= 4

CHA 2M & 52 HI0IA 2

Jethox One Plaintext Password Storage Yulnerability

inurl:*mod.php™H| CHEF 2F 1,49074

al

= 24t HIOIRIE 2 1 - 100 (0.09 =)

}

Jethox One Remote Server-Side Script Execution Vo

WackoWiki TextSearch Cross-Site Scripting Vulnerahbility
ficme thttpd Directory Traversal Yulnerability

PHP-Muke Delete God Admin Access Control Bypass
Multiple Free Web Chat Denial Of Service Wulnerabili

@ 2H 00E FA3E CEEz
|inurl:"phpnukefadmin.php" 2= M ﬁafé

& HH 2M C 52 HI0IA 2

TasT2 Utility Library File Verification Shell Code Inje

inurl:"phpnuke/admin.php™d| (H5F 2 1162 22t = 1 - 10, (0.07 =)

50 Created by & & M (jishim@hanaro.com)
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Attack Scenarios

Securityfocus.com bid DB F & & &2 =&
P2 FH AH AME
phpBB 2.0.10 22| At AR E &5 AlLI2| 2



B s

GOl E

£ St =& 21&det GoIe &4

a http ./ weaewy, google, co, krfsearch?g=cache _W0w_k-Cpdlliexterneins=e Fl't

J OHE(Fy HEE) 22100 SHFNA) D st~

J ==

J—}F—i(mI@http:ffwww.gl:u:ugle.n::l:u.kr,-’aearch?qzcache:_UDw_k—delJ:extern j ~0s

exit

su stephenn

exit

telnet aolive

telnet olga

su stephenn

telnet ftp.inrs—telecom.uguebec.ca
telnet herse

telnet octopus

pwd

cd /local

Is

cd /local foctopus/

s

telnet wvelcro

telnet ftp.inrs—telecom.uguebec.ca
passwd

passwd

=]

& [ [ [ 2E

K

Linux Bash Shell History It & 2 A4

intitle:index.of .bash_history or index.of .sh_history

Created by & & M (jishim@hanaro.com)
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|intext:EH 2IH] filetype:doc =g P
@ mH Ze O F2 W0 D

f

intext:(0 21H| filetype:docl| CHE 2F 2500 2405 = 1-10, (0,20 =)

4 =Fd 00A w28 LHED

-

H o

|intext:EH ZIH| filetype: pdf ™= 24 ==

& my 2 O H2 HOR A

intext:(A Yl filetype:pdflll CHE 2F 1413 29SS £ 1-10,(0,11 =)

#4 24 00d w28 LHED

intext:confidential filetype: pdf
C oM P & a2 BOE 2

intext:confidential filetype:pdfll (HE 2F 19100 #2 20 WOAIS = 1-10 (0.87 =)

424 008 w08 COHZd
intext: confidential filetype: doc T= g iﬁ%
CoEA Y & H3 0N Ay
Du_l jl:l|. 81_|- _U_" OEI % A_||.| intext:confidential filetype:docl (T 2F 561 #=2 24 QI0[AS =1-10, (0,18 =)

allintext: CH 2| ]
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2 0|SIHX 24 Obs
9 2Md 008 w238 LCHEL

Gw@gle

|"WNC Desktop" inurl:5800
" Ey 2 O HOIR o

aEA
Litr@YNC Desktop [daibert]

“WNC Desktop~™

ltri@MC Home Page is http .

o Bty 2284 Bty - HTML HA
daibert,dynu,net:sa00/ - H =%t H0[A]

YHNC desktop [sunbear]

zunbeam,uoregaon, edw: 53004 - H| ==

YHNC desktop [cormputer]

O Ete: 223 B - HTML HHE

=Et WO

inurl:58000H CHE < 10204 205 = 1- 10, (0,46 )

o etz 28T EY - HTML HHE
uzha,dyndns,org:58004 -

£ 23 - Hi==F HOIA

“inurl:5800”

AN =

Coy=}

o
—
=
i o

YNC desktop [scitest1]

e EfY: 2ZEE B - HTML 3
zolidview, zolidconcepts, com:5300/ — H| ==&t HO| %]

YNC desktop [moobert]

Ot Bty 22 HE B - HTML HE
moobert, 2y, net:5a00¢ - H =% 0|7

&3 HOIE VNC &M
“WNC Desktop” inurl:5800

B

Created by & & M (jishim@hanaro.com)
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B Webmin AJ4Y

S 0|25 AIAE 22l T2 webmin 72 2 A

4 2M 00A w2l LAEd

le |in|.|rl:":1IIIIIIIIIIII" intext wehrmin P= M

O mH O F2 WOIR M

=y inurl:":10000" intext:webminlf (& 2 42000 2015 £ 1 -10.(0.28 =)

Login to Webmin
Login to Webmin, You muszt enter a username and paszsword to login to the Webmin

an jariz.zeelandnet,nl, Username, Password, Remember login permanently?

joriz,zeelandnetnl: 100007 - 2k - 2004 82 222 - HEE W O[S - Hl=F B0~

wehmin

Login to Webmin

Login to Webmin, vou must enter a username and password to login to the Webmin
ZEIVEr

on webmin,gemblung,org, Username, FPazsword, Remember login permanent/y?
hitps:/fwebmin,gemblung,org: 100007 - 2k - 200438 58 2oy - M 2= W 0| A - H =% HO| A

Login to Webmin =
Login to Webmin, %ou must enter a username and password to login to th ‘
zerver an reepeckihomelinux,com, Username, Passwoaord,

https:/frzepecki homelinux com: 100004 — 2k - MEE WO - Hl =g @ 0]~ -

[ hitps:/frzepeckihomelinuz comilid 24 ] ‘\%

inurl:”:10000” intext:webmin
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B HM 2 AE B4
IF 0 SHEAl E= & A 34

<} SingleSignOn - Microsoft Internet Explarer o =|0] x|

| THE BIRE 2N SAFNA EHD ESTH) |J HE .= - @[ | |
s

| #2403 [@) htips:// .comylogin, foc?TYPE=335544336RE ALMOID=06-3dd5h 139-84b3-0006 ~ |

<3 550 HELP - Microsoft Internet Explorer
=
1.Me =

S50(Single Sign Onls CH2FEE E—':.'— MARS QIESEHEHE FHLIZ Y ESE EF
THH CHEte| 2O0S 2 542 HEAAHE SAN AFEE 4= V0 Tt ZI&0I0H

2 2MHME AHBTHE 215550 ID MBS, (NAA AR ABNE 9, 550 23
Ol W, 550 HILHE AN MBI S5 £ETL

SSO M AAE S5 B

I Notice (v KOREAN ¢ ENGLISH
USER 1D -
= IRREN EEE v

inurl:8080 -inurl:board -intext:8080 or inurl:8000 -inurl:board -intext:8000
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3 Metwork Query Tool - Microsoft Internet Explorer =101 x|
| I2E BIE =AW EAWIE EXD EELW || wHE . %
J () I@ hitp.//noc, nekesc, arg/ngt. php j s
Networl Query Tool T
Host Information Host Connectivity
" Resolve/Reverse * Check port:
LI:II:IL:CLII:I |5531
T Get DNS Records € pina h
 ithois (Web) Pl e
- . " Traceroute to host
whaois (IP owner) .
T Do it all
-s microsoft. com m—
checking Port 5631,... e
Port 5631, is open and accepting connections,
=
€ IR EEE /

intitle:"Network query tool" filetype:php or inurl:ngt.php
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B SQL Data =&
SQL =& Z2A0|LI SQLDB 32 E £&ol)| fet =2 & 4K

% SQL 291 AFR X} DX A
DB 22 MAIXIZ JI=2 50/ SQLDB B2 ID 24

4 =d 00A ==dF L[HE2d

Gw%le I access denied for user” "Using password” T

CoEy H & H2 H0IE

i

= A o=
= EE=]

o access denied for user” "“using passwor T2 2 o= 2 ==1-
B EM denied f ~ “using d™l & 2 2,65000 B2 2 WORIS = 1-10

"access denied for user" "using password"



ft Internet Exp
EUD EEUH |J EEE . -

Warning: Access denied for user 'dai2003@localhozt (Using password: ¥ES) in

Shome/worldkn1/public _htmifhinclude/config,php on line 47 Warning: MySQL Connection

Failed: Access denied for user: 'daiZ003@localhost’ (Using password: YES)in /...
.cokrfmarket/7area=30 - Tk - MEE BIOA - Hl==&t WOIA

Warning: Access denied for user ‘fridayzhop@dunk orientweb, co.kr (Using password:

YES) in fhome/friday/www/shopdir/chohoi,html on line 2 Warning: MySQL Connection

Failed: Access denied for vser: 'fridayshop@dunk,orientweb,cokr (Using password ..,
.cokrfshopdir/choholhtml - 16k - HZE W0 A - Hl==F {07

Warning: mysql_connect) Access denied for vser ‘mydogs@211,189,18,237 (Using

password: YEZ) in /web/home/mydogs/himlfmain/mews/include,php on line 2 Warning:
myzql_zelect_db() ‘apache@localhost AMEM= 200 H2 S[HSLICH ...

| Lookrdmaindnews, nexthtml?no=Tig&mod=qong_news - 23k - M EE H0O[% - Hl=F 005

e Warning: mysgl_connect s Access denied for usern inplus@localhost’ (Uzing password:
YES) in fhomefadminfeventhaja/public_htmlfinc/gq_func,ph on line 17 Access denied
for user: inplus@localhost (Using password: YES),

cokr/mews/ - 8k - HEE HON - Hl=E HOE

o Warning: MyS0L Connection Failed: Access denied for vser: ‘nobody@localhost (Using
password: NOJ) in fhomeshttpdshtml/mainhtml on line 53 Warning: MySaL: A link to
the =erver could not be established in fhomeshttpd/html/main,html on line 53 ...
cokr/mainhiml?page=document/sitemap - 27k - 20043 a2 22 - M EE W 0[5 - Bl =Ft EIDIKI_ILI
3

4| |
& [ [ e 26 4

"access denied for user" "using password" site:co.kr



SOL dIOIE =&

& SQL A3|0F 2
HIOIE HIOIA T8 B2E &S

ngca MEE) HIv) SHAFI(E ST S2TH)

# Dumping data for tahle 'poc_user account' :J
" [
DROF TALELE IF EXISTS poc USer account;
CREATE TAELE poc user account |

USER warchar (255) NOT NULL,

PASZWORD warchar (255) ,

CONFIRM CODE char (32,

DIZABLED int NOT NULL DEFAULT 'O',

KEICEED int NOT NULL DEFAULT '0O',

PRIMARY EKEEY |[UZER)
I TYPE=MyIZLM:
ALTER TAELE poc_user account ADD PASSWORD NEW warchar (255) ;

#
# Test users in alphabetical order of family names

#

INSERT INTO poc_user account (USER,PASSWORD, PASSWORD WNEW,DISABLED) VALUES ('m:

INSERT INTO poc_user sccount (USER,PASSWORD, PASSWORD WNEW,DISAELED) VALUES ('fi

INSERT INTO poc_user account (USER, PASIWORD, PASSWORD WNEW, DISABELED) WALUES ('m:

INSERT INTO poc user account (USER, PASIWORD, PASSWORD WNEW,DISABLED) VALUES ('He

INSERT INTO poc_user account (USER,PASSWORD, DISAELED) WVALUES ('Dperatnr',",D]v
b

4| |
& e D e 2Ey 4

"# Dumping data for table"



SOL HIOIE =&

o SQL /\jal = D—I/\H

Jme'-:E} BIE AW EARNE END =S |J T|§v=>,(a|

G . [ 824 00F 5218 Qasg f’
:r -..Q\ ) = =
@ﬁ% e |"1ﬁﬂ]umping data for table” username passwoard ™= &5 |35

& my O H2 HOIE 2

@2 “#Dumping data for table” username passwordl CiE 21,2000 235 = 1-10,{0,73 =)

& B EEE Y

“# Dumping data for table” username password

Detalil

» "#Durnping data for table (usernamel|userlusers| pass| passwordl™ = [HiE 5
| m2E BIE W AW EXD =82 || eHR. o - Q[

G . [ g 2M 00F R218 C2E i’
fod (@Y =
@ﬂ% e |"#Dumping data for table (usernameluserusers|y == 24 |58
@ oEy e 2 H0R Y /ﬂ

@2 “#Dumping data for table {usernameluserluserslpasslpasswordY 0] (fE & 6037 2SS = . more?
d | —*l_I filetype:
“# Dumping data for table(username|user|pass|password|passwd)”




SOL dIOIE =&

% SQL Injection & 44
SQL Injection =3 Jitset & A & F< W S48

. l 4 M 008 w2185 LCEEZ
--%. " = = = =u
G@Qg e DHA-EIEIBHS: Gl command not properly ended” = di $oa

CEH P E2 WOR

AT "oRA-00933: SQL command not properly ended 0 CIEH = 3370 §12 23 0[RS = 1- 10,

"ORA-00933: SQL command not properly ended"

bt s v, , .kr,-f’infnfarchfenvirEIfdataM%ED—e%ED j o013

_\ﬁ‘ﬂ%ﬁﬁ

=

Warning: ociexecute(): OCIstmiEzecute: ORA-00933: S0L
cormmand not properly ended

in fhome/www/htdocs/_shareftopinc/info/ftop.inc on line
155

Warning: ocifetchintol): OCIFetchinto: ORA-24374: define not
done before fetch or execute and fetch

in fhome/www/htdocs/_shareftopinc/finfo/top.inc on line
156

Created by & & M (jishim@hanaro.com)




SOL dIOIE =&

» SQL Injection < A b 2

a4 =4 00d w28 LCEZL

G'@“ﬂ%le | Unclased guotation mark befare the character < 7= 8% |25

O HA Ha & F2 HOIR 2

A Z H “unclosed quotation mark before the character string ™ Ci&E 2 917 §12 220 HOIA S =

“Unclosed quotation mark before the character string”

- Microsoft Internet Explorer

Micro=soft OLE DB Provider for ODBC Drivers error S0040e1 4

[Microzoft][ODBC SGL Server Driver][S2L Server]Unclozed guaotation mark before the character string !
< 2UH| 199 arder by number DESC'.

Jetcivolley _newws asp, line 159 :l

| 2
R e 4

4




SOL dIOIE =&

» SQL Injection & 4H

4 2d 00d m2dF QHEL

ﬂ ], intitle: "MH124" "Ml Z4H" filetype:as T= 34 355
¥p p EEEE]

@ oEH M O F2 HOIR

HEH intitle:"M2]~ "M 28~ filetype:azpl (7 2 7,5007] 2S5 =1-10, (D.26 &)

intitle:“0ll 21” “0l &+ & A4~ filetype:asp

4 EZd 008 =m&05 COFEC

G ﬂ gle Ilntltle ‘Errar" "Hl2{ 24" filetype:asp T= 29 |#534

R A O E2 HOIR 2

ey intitle:"Error™ "M 2] 22~ filetype:aszpl (fF 2 227 22= =1 - 10, (0,50 =)

intitle:“Error” “0il 2 2" filetype:asp

4 =2d 0I0A w2dF LOHEL

G fj gle |MYSQL error message: supplied argument r= il peEED

CoEy Ha sz H0E P

AN MYSQL error message: supplied argumentl] (& 2 36470 o2 22 0[RS = 1 - 10, (D66 ;

Mysql error message: “supplied argument”



SOL HIOIE =&

< SQL Injection &4
Ol01 MS-=SQL Injection 832 =

0]
rot

Hl_OI 24 AH

= 0O M

Il
ol

- Mic r|:|+ =0 x|

J npziEy  BEE) 2NN SHFEE) A1) T=2H ”J FEE . ”|

|Z2@[ tpyy - o kr - =] Q0=

[

<% uid=request {"num” )

szet db=server createobject {"AD00DE, connect ion™)
db,open “dsn=| s Mzer id=sa; passwords=:"
zql="zelect + from job where vid="&uid
et rs = Server,Createlbject (“ADODE, Recordzet ")
rz,open =ql,db,1

content = r={"content ")

‘content = replace{content ,chr{13}), "<br=") WH**2] =0, AlE
‘content = replace{content ,chri32), " &nbzp:") 0| % .,
content = replaceirai"content "), chri{13)&chr {10}, "<br=")

i

<img src="images/mt _0Z, gif "=<br=<br=

<table width="550" border="0" cellpadding="2" = v|
b

4| I

EEE | [ o262 4
MS-SQL DB ID/PW & A4
IHint: intext:(“ | | | |7) —inurl:



SOL dIOIE =&

% SQL Y B2l 2 2

phpMyAdmin(MySQL WEB Management) 2} 44

2} phphysdmin 2.2.0 - - Microsoft Internet Explarer B [m] [
J OMiFy MENE) EI SHEIA) BRI ZEH* J SIEE o
J SN hitp ./ #db, .co.kr/php/phprvadmin/index, php3 j Ak
MainPage Welcome to phpMyAdmin 2.2.0
e
: :: : el MySOL 4.0.16-standard 2t &2 =& LICl. localhost
o MRS,
 oua"yr o wliar
I I T UL LR | [T TR T
B T T LI LR TE phpl"r"l'lgl'.ﬁ.dmin
¥ NIRRT arln me
B s L s - Language: | Korean (ka | El
¥ NIRRT JEVTEY
& e whna
¥ : A r- phpMyAdmin Documentation
: RN . r Showe PHP infor mation
L i-'llljl' 1 doorarr e & i
& jowyra.r wwenau!To I~ phpM':."-":"-dm|n g ]_I_‘IlDl}':l
: B L r Sourceforge phphyadmin Download Page
¥ CRECYCRN LR I T TR TR A 1Y [ChaﬂQELDQ] [CI"'"IS] [LIStE]
- " it —
4| | »
& [ &[] [@ 952 Y

inurl:main.php3 Welcome to phpMyAdmin site:co.kr
B Created by &1 T jshim@nanaro.com)



SOL dIOIE =&

< SQL ID/PW & A4

DB &=& ID/PW & &K

e 4 8d N0F w238 LCPER
-t'r:;‘ =
G r ﬁgle |ﬁ|et3,rpe:in|:: dbconn TS Y |2

C Ry M FE2 B0IE 2

k=Y filetype:inc dbconn® CHEH 2 3724 #12 220 HOIAS = 1-10,(0.19 =)

filetype:inc dbconn

4 =M 00A ®m23F CEED

G '\J; l = A o= 4
ﬂﬁg C ["INDENTIFIED BY" J2 M |22z

CoEH H F 2 B0 D

A=A SINDENTIFIED BY=0H CHe 2 2304 &2 22 BOIAE =1 -10, (0,37 =)

"INDENTIFIED BY"

4 =2d 00A w2J8 LOHEED

aq C  [Fletype:=ql +'DENTIFIED BY" -cve 7

= 2 AH = 3M
© mA A O F2 HOE EM
ey filetype:sql +"IDENTIFIED BY~ -cvs0l (f& & 34480 205 = 1- 10, (0.15 &)

filetype:sql +"IDENTIFIED BY" —cvs or filetype:dmp +"IDENTIFIED BY" -cvs



SOL dIOIE =&

< 21 2/ SQL ID/PW & A4

filetype:"(sql | dmp | dump | inc)" password

filetype:mdb inurl:users.mdb | | spwd.db / passwd

"Warning: pg_connect(): Unable to connect to PostgreSQL server: FATAL"

filetype:ldb admin inurl:db intext:password filetype:sql

filetype:"(sql | dmp | dump | inc)" password

inurl:config.php dbuname dbpass

More and More
inurl:nuke filetype:sql -cvs B




SOL dIOIE =&

< SQL ID/PW & A4

DB &=& ID/PW & &K

Jshopfadmin/connectinc - Microsoft Internet Explorer - O] x|
| m2E BIE 2NV EAFNA EAD ESLH) | 52 - = - @@ |
J—T}‘—i'{ﬂ]‘ I@ http:/ /1 Jshopfadmin/connect,inc "’I @lls

-]

<?php

/+ CGIOIES WIDI& Bs 22 D Lol

$1ink = mvsal_connect("shap. co.kr” , "pizza_pie” ., vervfast”) aor die{"dl0[E] HI
echo "HE3=z2 T THSUCH;

mysal_select _db("pizza_order”) or die("dIO[E WHO[A~E ASHE o« SSUICH);

=

4| | 1
€ 28 I EEE 4

filetype:inc intext:mysql_connect



SOL dIOIE =&

% SQL TIASI S 24

krfclass-home/dbconn,in: - Microsoft Interne ': -0l x|
| mHE BIE 2N EAFAS EXD ERRRT)| E5HE -7
J—ﬁ“—i@}@hﬂp:ﬂwww. krfclass-home/dbconn,inc j 0=

<7
session_cache_l imiter("$SESS|OW_CACHE_LIMITER");
session_start() ;

$dbconn = mysql _connect (" localhost™, "school™, "school ™) or die( 00| E{H

fstatus = mysal_select_db("schoalhone”, $dbcann);
if (1$status) 4
errar i "DB_ERRCR");

=it
T
fyw = date("Y");
fmember_id = $wy . "_" . Juhome :
fuser_dir = "Sfusr/laocal fapache/htdocs/schoalwizhome™ ;

- &
4| | |
& 2%E R EEE p

filetype:inc dbconn site:kr
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Attack Scenarios

MS-SQL DB ID/PW Z& = =gt

Windows 2000 Server(SP4)+MS-SQL 2000(SP3)
A 22| A det 25 AlL2[L
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Attack Scenarios

rol

SQL Injection HA4HE ZME S

MS-SQL 2000(SP3) GI0IE |0l A export AlL}2I 2



(Certificates)

HOl/AHOIE/Z 2

—

J

SHFEIA T EsEH)

M2 S A9 23 B2AW 018

AEM 00F =218 COHEZZ

Goo%gg

=AM

BEGIN CERTIFICATE MIEHICC Adeq AwiBAqIOGDTA

—BEGIN CERTIFICATE—— MIIEH|CC AdegAwIBAgQIQGD T 4/ ArCal]
OB ADQFADED MRMWECYRCZIMIZPYLGEQEGRYDZWR1MRALLwWEwYk.C
BgoJkialk/zZ AEZFgdsait )y XSS IwlAYDY QQDEPaGIvIFYuaxZlc
www library, ohiou,edufelectresfalice/oulib,cer - 2k - B EE HOA -

®oEy e OS2 R0

BEGIN CERTIFICATE

—BEGIN CERTIFICATE— MIICqjCCARMCEECLOcwDOYIKoZ1hy
hkiGOwOBCQEWESIvZWRSZ0ET aWwSkcH)w2C5b20xCz AJBgNY B ANT &k
GATUEE=MIY mljdG8yaWEx
HzAdBgNvEBA0TFENRbmMFRkaWFUIETpbmGgUH) v ZHY jdHM=ED AQE QN E
mindprod.com/mindprodeert.cer - 2k - HEE WOIE - =5 W0 E

BEGIN CERTIFICATE

——BEGIN CERTIFICATE— MIID4zCCazugiwlBAgIEAD ANEgkghk
ATUE &xM 002y dGImaWNhdGUg QY 0aGAya XREIENY ZWFOZW agh'nk
CiERMABG ATUECEMISW xsa'W v axMxCz AJBgNY B ANT ANV TS MwiG It
mia,ece,vic,eduf~papers/binfcacertcer - 2k - M= BO[A - HI =T

@z i

IEIEGIN (CERTIFICATE|RSAIDEA) filetype:cer

BEGIN{CERTIFICATEIRSAIDEA) filetype:cerll (i

= 24 MH =
= 3 FEEER

ZAIY EAD SR
4 2M 00M w208 Q= =
GOO%@@ [BEGIN(CERTIFICATERSADEA) filstype-key | 7= 24 | g2
B :E -V Rk - =3 Tip =Rt

HEA

Cerificate: Data: Version: 1 {0=0) Serial Nurnber: 0 (00}

.. Email=wakatono@todo,gr,jp Subject Public Key Info: Public Key Algorithm: rzaEncryption
RS A Public Key .., 42:22:0c bacbd:5f 45:6F:42:2d:1c: 7d:0d BEGIN CERTIFICATE
MICKTCCATOCACANDOY IR0 ZIhvcHAQEEEG Awgl AxCzAJBgNYEBAYT Akp MG dwD AYD ..
www atmarkit,cojp/flinus/specialfipsec®cert_swan key - 4k - HEE 0[5 - H =Ft HO[A]

BEGIN(CERTIFICATEIRSAIDEA) filetype:keyH CHF 2F 6B 2= £ 1-10, (0,09 =)

Certificate: Data: Version: 1 (0x0) Serial Murnber: 0 (0=0)

.. Email=wakatono@todo.grjp Subject Public ey Infa: Public Key Algorithm:
rzaEncryption

RSA Public Key .., 36:02:70:30:74:a6:85:25:8b:5c:12: 27:54 —BEGIN CERTIFICATE—
MICKTCCAfoCAQAWD DY IKoZIhvecNAQEEEB G AwgZ AxCz AJBgNYEANT Akp QM dwDAYD ..,
wwww atmarkit,co jp/flinux/specialfipsecZfcert_spica key — 4k — HEE WOIF - Hl=F W07

BEGIN CERTIFICATE

—BEGIN CERTIFICATE— MIIDtzCC Ay CgAwIBAgIQOSAWE =FITdakjwwoXABrDANBgkghkiG
SwlBAGGFADCE uDEXMBUGATUECHMOY myyavNpZ24sIEluydxHz AdBgNY BASTFIZ lcmITaW dulFRy
dXMOESIdHdvemsxRjBEEEQNYEAsTP Xd3dy S22 Xlpc2inbiSib20vemY wh3NpdG9y |,

Wiy, tau,org, ar/base/computa-:mn/ gzal-19991125htm/zeifried- cert key - 2k -

BEGIN(CERTIFICATE|RSA|DEA) filg

OIEf

Created by & & M (jishim@hanaro.com)
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filetype pem PRIMATE —c
WEEY B SHEIA)

; - Microsoft Internet Explorer
STy EEE(H)

=101 x|

s 9 2M O0A FA1E LS
GOO% [filetype:pem PRIVATE -cvs T2 M | gzzs
i E

T G oEA e C Rz R

HEA

EEGIM BS54 PRIVATE KEY ..

—EBEGIN RS54 PRIVATE KEY—— MICKAIBAAKEgOCYEhcoELQpOg2t=Z2WqTxz2q9EBGDEe &sTz2
rmiAChikMu3KefLjy eliGrtpLiwC2rnidsGaBIFyLTTqPkLE i TymxGL T gey TnDudk 42 YEjed Gz
La+Snoety 2t CFbATEU SR YePLOJONa AR I XhilxkgEFh O QMO G SwIDAD AR |,
zearch,cpan,orgf/sro/STODGHILS S0AP-Clean-0,02/crypto—filez /private pem - 2k -

MEE WOjA - =g WoE

filetype:pem PRIVATE —cvsH CHE 2F 2827 2015 = 1-10, (0,19 =)

The private key used by Apache/S5Leay will look something like ,,,

The private key used by Apache/SSLeay will look something like this, The important

text iz between the "BEGIN" and "END" markers, A& private key zhould be protected

againzt prying eyes, This example iz for illustration only — it really izsn' ..,

izt uwaterloo,cafzecurity/ lib-proxy/howto/ssleay httpad-key.pem - 2k - HEE WO X - Hl ==& BIO[F

issuers SC=AU/ST=0ueensland/O=Cryptsoft Pty [td/CHN=Teast CA (1024

vee AOCW s OtaBCOWIY 2 X z28wPmdkyTrurkigl sz 2 2iSuWasEEiwo f2ddsNg TR xnikzkITE
dpTinmWawkZ9cXsNUS2040L07q 0k ZHOywC Y s N2 Qs OBU1CET Y YklefDikFL1zGHR ShwwlddNP+
OESNzUNkKCTh4DnFig9wHk>UIDSUpxNRJ4g)4== —END CERTIFICATE—— BEGIN RS A PRIYATE ...
www opensource apple,.comfdarwinzource/ 10,3/ 0penSSL-22/ 0pensslfapps/servers, pem - 22k -

-
4| | b

More

private key files(.csr)

private key files(.key)

private key files(.crt)

€ I EEE

4

filetype:pem PRIVATE -cvs

74
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B Nessus Scan

Nessus AJllE 24 0N 244

generated by

=101 x|

4 =M N0A 238 QHEZ -

|”This file was generated by Messus” -site:ihacks -
R U Rek-E % TIE L

A “This file was generated by Nessus~ —site:ihackstuff.com CfE 2F 18871 2015 =1 -

A

Messus Scan Report

... Warning found on port general/tcp, Mmap found that this hostis running Linux

21122 - 2214, [ back to the list of portz 1, Warning found on port general/udp,

For your information, here is the traceroote to 127,0,0,1 : 127,0,0,1, This file ...

ww computec,ch/dokumente/windows/ sicherheit_von_windows/2-scanning/nessus—reporthiml — Gk -
MEE WOIA - Hi==gt HO&

Messus Scan Report

... Rizk factor : High CVE : CWE-1995-0433 Nessus D 10235, Informational, unknown
{1024/udpy, FPC program #100024 version 1 'status’ {status 100023 )iz running an

thiz portNeszus 1D : 11111, This file was generated by Nessus, the open—sourced .
v it eduf~wih3T10/pubsald himl - 15k - A EE BI0IA - Hl==5 H0]&

Messus Scan Report

... Uge caution ¥+ when testing without safe checks enabled, If you happen to be vulnerable
cupgrade Solution : Upgrade Risk factor : High CWE : CVYE-2001-0414, This file was
generated by Hessus, the open—sourced zecurity scanner, WebSTAT - Free .,
rInrccnrp.inTDsecwriters.CDm,"as_scanfxpscanf’sp1f’sp1.html - Sk - AZEE BOIR - di=F BOE "'I
4 3

EES | = |o2E2 4

“This file was generated by Nessus” -site:ihackstuff.com



o Nessus A Z2F 10N

Port/Service Issue regarding Port
discard (9/kcp) Mo Information

davtime {13/tcp) Security warning(s) found
Ftp (21)kcpd Security warning(s) found
kelnet (23)tcp) Security warning(s) Found
amtp (Z25/tcp) Security nokes Found

kime (37 /kcp) Security nokes Found
Finger (79 tcp) Security warning(s) found
iy (S0 ECp Security hole fFound

pop3 (110/kcp) Security notes found
sunrpc (111)/kcp) Security notes found
generalftcp Security hole found
generalficrp Security warning(s) Found
generalfudp Security nokes Found

nkp (123fudp) Security warning(s) Found
sunrpc (111 udp) Security notes found

Yulmer ability

A
(80/tep)

& wersion of php which is older than 4.0.4
is running on this host,

There is & buffer owerflow condition in the IMAP
module of this version which may allow an attacker

to execute arbitrary commands with the uid of the web
server, if this server is serving & webmail interface,
Solution : Upgrade ko PHP 4.0.4

Reference ; http: ffonline, securityfocus, comfarchivey 1/ 166602

Risk Factar : High

Yulrmer ability

TAIAILA)
(80/tcp)

The remote host appears to be vulnerable to the Apache
Web Server Chunk Handling Yulnerability,

If Safe Checks are enabled, this mav be a false positive
since it is based on the version of Apache. Although
unpatched Apache versions 1.2.2 and above, 1.3 through
1.3.24 and 2.0 through 2,0,36, the remote server may
be running a patched version of Apache

*#** hlote ; as safe checks are enabled, Messus solely relied on the banner to issue this alert

Solution ; Upgrade to version 1,326 or 2,0,39 or newer

See also : http:/fhttpd, apache. orgfinfofsecurity _bulletin_20020617.kxt
http: fihttpd. apache. orgfinfofsecurity_bulletin_20020620., txt

Risk Factor ; High

CVE 1 CAN-2002-0392

Yulmer ability

A
(80/tep)

The remate host is running a wersion of PHP earlier
than 4.1.2,

There are several flaws in how PHP handles
multipart/form-data POST requests, any one of which can
allow an attacker to gain remote access to the syskem,

Solution ; Upgrade to PHP 4,1.2
Risk Factor ¢ High
CWE @ CYE-2002-0051

“This file was generated by Nessus” -site:ihackstuff.com

T
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EI)

JE}%(E) EE(E) B3I E=EH

|J¢-$|§.->.®|

=101

| 2203 [ http / fwrwrw,

oo krflanguard/result, html

~| pos

LANgvard

Metwork Security Scanner

Scan target : .109 [ 1 computers found ]

Print this page

1P Address|  Dpetails _ [Hostname| username  |operating System
100 B i) 4 € % 5 o B 00 i & A WEBSERVER (No one logged on) i windows 2000

.109 [ WEBSERYER ] Windows 2000

IP Address : .109
Hosthame : WEBSERVER
Username : {(No one logged on)

LAMN Manager @ Windows 2000 LAN Manager
Domain | WORKGROUP

Operating System : Windows 2000
Computer Usage : Member Server

Time to live : 128

Browse list
WEBSERYER - Workstation Service
WEBSERYER - File Server Service
WORKGROUP - Domain Mame
WORKGROUP - Browser Service Elections
INetrsServices - 1IS
IS~WEBSERYER - Workstation Service

S

[T [@2E

[
4

“Generated by LANguard Network Security Scanner” site:co.kr

B

Created by & & M (jishim@hanaro.com)



2 FUAE AW 2

0 - Microsoft Internet Explarer

A SHES &l 2

| m=2E BEE 2w SARNW EUD ESAH)

JF 1A

|J¢-%|§.-r.®|

J?.‘-_ALCD)I http s/ P, .ar krhtrl/ssr, html J Aas
L FotH 9R) - R 2 ¥E
[ B0x =HEAUZ - 20043 062 E
dETE TAH
e dlEZE AIELE T 2004-
o YxEe YA T 2004-06-

#

HIGH NEDIUMN INFO

2 2 0 ] l 0

.4 ¥ 0 ] 2 0

= 0 3 3 0

2 2 0 0 e 0

23 23 0 ] 1 0

24 24 0 ] 1 0

TOTAL b a 3 10 a

EES B ECE

WKL

IHint: intext: ,

-sample, -site:kr

Created by & & M (jishim@hanaro.com)



% QualysGuard A9l 213 210 A

oft Internet Explorar

| ;2E DaE =W ARG SXD =8Ww || «52-9 - Q[
J () @ http:A e, .©co.ip/qualysguard/scan_20040804, mht j
[
Summary of Vulnerabilities
Vulnerabilities Total: Security Risk | | | | m
by Severity % Biggest Categories
Severity Vulnerabilities Category Vulnerabilities
G u] Information gathering g
4 2 ShB f HETBIOS g
] 7 TZRP 7
2 - Windowes €]
1 11 RPC 1
Humber of Yulnerabilities by Severity
X Your network had:
g 104 B 0 Severitys
) 9 B 2 severity 4
E': S_ O 7 Severity 3
'rE.! 6 O 8 Severity 2
] 54 O 11 Sewverity 1
I 4 T tTetal
E] M 28 Total
2_
Y N
0
Sewerity 5 Severity 4 Severity 3 Severity 2 Severity 1
Severity
-
4| | Bl

[HER IR EE Y

intext:"QualysGuard" -site:qualys.com



% X=Scan A4 Z213F EOA]

an Report - Microsoft Internet Explorer
| mHE BIE BN ESHINW XD EZSBH H LR = NEl
J Z () | hitps/fftp oo krfuscanfreport/ S TS A B %205 T M Htm

This repart gives details on hosts that were kested and issues that were Found.

Haosts which were alive and responding during best

|

Murnber of security holes Found

Murnber of security warnings found

Mumber of security nokes Found 34

Host(s) Possible Issue

21 Security holes Found

Host Summary - O5: Linux recent 2.4 {2) or OpenBSD 3.0-3TABLE (x86); PORTJTCP: 21, 22, 25, 53, 80, 110, 443, 3306
35 T |5&curity naokes Found

Host Summary - 05 FS BiglP LE 4.1.x {(sometimes FreeB30) or OpenBsh 3.0-5TABLE (w&6); PORT/TCP: 13, 22, 25, 80,
110, 443, 3306

211 |5ecurity notes Found

Host Summary - 05: Windows 2000 {1} or Asante FriendlyMet FR3004 Series Internet Hub; PORTSTCP: 21, 25, 53, &0,
F359

Li=fain £o tap)

€]

Intitle:"X-Scan Report” intext:"This file was generated by X-Scan”



| m2E BIE 2w Esg)  [[«52 -5 - Q@]
J—’f—i(D)l@hﬁp://hackup. .co.kr/backupis s 20040620, hirm x| @nis

|Network Vulnerability Assessment Report Sorted by IP Address | l]nil

This report lists the vulnerabilities detected by Internet Scanner after scanning the network. Itis only accurate for the most
recent scan of the host.

Intended audience: This report is intended for security technicians (3ecurity A dministrators, Network A dministrators,
Wotkstation Support Engineers, or Helpdesk Support Engineers).

Purpose: For each host, the report provides the IP address, the DN3 name, the operating system type, and remedy
information for vulnerabilities detected by Internet Scanner.

Related reports: For a brief list of the types of wulnerabilities detected on each host, see the Line
Management/Vulnerability A ssessment reports.

Yulnerahility Severity: H High M edium L Low
Session Information
Session Narne: File Harne: Seccior_20040620_094827 log
Sesciom
FPulicy: all License: Ha
Hosts Specfied: 12 Hosts Seanmed: 0
Sean Start: 2004-06-20 ¢ Adn 94827 Sean End: 2004-06-20 ¢ Asn 11:03:34
Comnanend: el P sl
||IP Address {DNS Name} Operating Sysiem
64, A2{contents01}

Microsoft Windows _
4 I _>l_I
[ [ [ [ e 2E Y

"Network Vulnerability Assessment Report"




=
| m2E BRE =AW AN EAD LW || EHR .o - ﬁ
4 =4 008 w238 OHEZ
u " = M AH o= M
GO ()% |ACID by Roman Danyliw ﬂEt'_-,-'pE php T= 24 | 3538
N r.. x‘l ]';ﬂ .T-‘-I.-\H r.. Efz E||:I|.-l'{| soft Internet Explorer
meE BIE AW EAPIW EAD E8BW || wHE -4 - QE |
AT ACID by Roman Danyliw™ filetype:php(| EH?'-;* 2F 923 || F 2400 [ hitp:/ e, Jadmin/acid/acid_stat_uzddr.php?addr_type=18sig_type=1asia%EB0%ED=%4 v | @ 0IS
. . , . -l
usr/bin/php -9 <¥php /+ ++ Copyright (C) 2000 Carnegie Mellon .., Queried DB on__Thu August 26, 2004 T7.T6.04 :
. Analysiz Console for Incident Databazes (ACID) by Roman Danyliw S'Q”at“re [bugtraq][snort] WEB-PHF Title.php access” ...clear...
was developed at the CERT Coordination Center az a part + of the AIRCEF
See http/fwww cert.orgfkbfacid for the most up to date + information ... none
ww nd,edu/~twright/znortacihy ACID_PHP _Scripts/ACID_Update.php - Sk
?‘:‘IQ% Elnlxl - Hl%ﬁ_} EIDI?{I Displaying alerts 1-17 of 17 total
ust/local/bin/php -0 <?php /+ ++ Copyright (C) 2000 Carnegie ., Src IP address FQDN Seg“r ;r°ta' AIU':t'q”e AdDdeSt
. 330, Boston, MA 02111-1307, US4, + /* Analysis Console for Incident Di — e e e a s u
(ACID) by Roman Danyliw * + Thiz application was developed at the Ct 153.39 dsktao. STATIC. so-nat.net.tw 1 9 1 1
Center as a part + of the AIRCERT project, + + See <a href="http:/fwww ce gg :gg Eg ﬂimﬁ E::EI :EI 1 f : 1
archivez nechapsiz,.comfarchives/ snort/2002-09/att-0307/01-acid_svent. 76.1 ses.tyc.edu.tw 1 14 1 1
_ = .16.4 gated. tplrc edu tw 1 1 1 1
MEZE BOIA - Hi=3t B0A 164.22 2.adsl.dynarmic. seed. net.tw 1 3 1 1
4 I 167.22 2.adsl.dynamic.seed.net. tw 1 2 1 1
98.72 e to resolve address 1 1 1 1
|@ I_ I@ I_ W 45167 7.adsl.dynamic. seed. net. tw 1 1 1 1 oo
i, .89.61 9-61.dynarmic. hinet. net 1 3 1 1
10.184 84, adsl.dynamic.apol.com tw 1 2 1 1
23.219 15.adsl.dynamic. apal.com.tw 1 7 1 1
" . "w . .58.196 8-196.dynamic. hinet. net 1 7 1 1
ACID "by Roman Danyliw" filetype:php 9.4 684 dynamic fine.ne 51 1|
] [ [ e Y

8?2

Created by & & M (jishim@hanaro.com)




Hl SSH Key

Secure Shell S A E Key, Private key &4

REGEDITY

[HHE? CURREHNT USERHSDFTWHHEWSlmDnTathamﬂPuTT?HSEhHustHEgE]

“rsal@Z2: . "@x23,0xbd7/b08d2aa91ed2b4ad55e218313e4045Fdee1234d7551b313
1d55b894d62c68eb51522 F4b3765h6buF8LB3c759c6d7 B5db8F58ehalc? Fubiidal7229d9232888b5
d34ef107aG6e1fe5145dace1d2083a4d24b2be3c2e9252bd5c66bddBeBcaBtac9ched?bF15F0179d58
CD922433F38F8F511FF2?BC2FDF?3a2dBCDCSF91U1QED

“rsa2@22: "0x23,0xf4e19bcB7aaeech53569be0b11Ff4edb53c13dd7 F3678edch
16F6FBﬂhsda16hB?BB2EF?3?590933Bd13356hh8hf1E?h1aﬁBEdc9?281?823dh1F35?6993h12639hh
F57F3fef28262d54fe6b8b6435F2851a2a82128d104+Fb4dPd257b 12824853439 4d 7 6dd576bb948be
S178F07e40439bB6D9CCFC1347 035deeBcASE73624902D"

[HKEY_CURREHT_USERWSOFTWAREMSimonTathamdPuTTYWSessionsiy

"PortHumber"=dword: 00008815
"CloseOnExit"=dword: 0806601
“"WarnOnClose* =dword: 08008001

“PingInterval”-dword: 880000800 ""55'2@22: :
"PingIntervalSecs”=dword: 000000AA Fea2@ 22
"TCPHoDelay”=dword: 800000881 o g PE o

"TerminalType"="xterm"

'rsa2@22 1 "="0x23,0xf623769051 b 70fd 05311 0d3c 38ethce
) ‘reaz@2: t'="0x 23, 0525 /83051 b 700531 1 0d B 38efhcebideda /2 e 7d
flletype:reg SSh and rea2@Z2y "="0x 23, 0xf623 753051 b 70fd 0531 1 OclSc 38efbcebfde3a7d271e7d]

filetype:key private.key

"BugPlainF'1"=dword: 00000000

“Present"=duor d: 6935001 "BugRS A1 "=dword: 00000000
"HostHame" i "BugHMACZ2"=dword: 00000000
"LDgFlleﬂamE “putty.log" "BugDerivekey2"=dword: 00000000
“"LogType”=dword: 800000080 " n_ .
“LogFileClash"=dword:FFFFFFff "EELJEIHS.":".F'EId"E dwur::i.DDDDDDDD
“protocol”="ssh" BugDHGE=2"=dword: 00000000

[HEEY_CURREMT_USERWSoftwaretSimon TathamWPuTTvSshHostkeys]
"="0x 23,0 cBd 1 coB051 cdf2233d694f500 43h 060

"="0x23,0xch9ebfZe 41332960 aa0a0791 7db /1
M="0n 238, 0 cefad 3 ABdocc 75184521 Yo dB7d5ed

filetype:reg reg HKEY_CURRENT_USER SSHHOSTKEYS

83

Created by & & M (jishim@hanaro.com)



ng@ _=.|:5:| EJ‘IEE} ZHFNA) EHD EELH)
|

i) I@ hitp :f,-’www.gnngle.|::|:|.krfsearch?hlzkn&ie:UTF—B&newwinduw:l&q:'filetype%Bj Pls
N A 2M N0F w23F CEEZ |
GOO% |ﬁ|Etﬁ.pr:|:gi "coisirc” = g |2
L TR =8 [ AT
o filelype:cgi “cgisirc 0] (& ¥ 8197 2= = 1- 10, (043 &7 —

CGLIRC | ogin

CGLIRC Login, Nickname, Realname, Server, Fort, 6669, Channel,
FPassward, Format, mirc, CGEIRC 0,52

ire,kharkow,net/cgi-bindre, cgitadv=1 - 4k - HEE H0[F - Hl==F BI0F

CGLIRC | ogin

ircnet, com CGLEIRC 05 iz a® of David Leadbeater 20002002
waw ircnet comogi-bindre,cgi - 3k - HEE D0|E - Hl==Ft BI0F

CGLIRC Login

CGLIRC Login, Nickname, Channel, Abuse of this zervice should be reported to: abuse @

CGI IHC Lu:ugln Nlckname Channel Advanced CGIIFIC 0,53 (2003105230

E@%ﬂ Y EEE 4

filetype:cgi "cgi:irc"
B

Created by & & M (jishim@hanaro.com)



+ AOIE S0l 8= IRC AHE 22 HE Jts(Proxy)

2§ CGEIIRC Login - Microsoft Interr: - 10] x|

J OI2iF) HEE) * J =z, ® <R CGLIRC - #googlernart [2] - Microsoft Internet Explorer
J_?'z_i(m I@ hﬂp:;’firc.kharknu.netﬁj T J mhFy  MmEEY 2X00 SAHEA) ESND ESE(H) |J EZE -
— | F (D) I@ hittp:/firc, .net/cgi-bindirc, ca
CGI:IHC Lugin — Lrr-rJdJ =TT HJLL LU

[11:21] <shim?> ,

[11:21]1 <shim> .

[11:21] <karos> seems to be maore problem with google parsing.c source that
send (-}

[11:21] <karos» resen?

[11:22] <shim> Does error happen where? errar line? comPLY

[11:22] <shim> gco header include

Mickname |5him H|:|

~S

Realname |j|:|ur|gjae

Server |u5. kun. net [11:23] <karos> onos U 57
[11:23] <shim> stable perl?
Part |555? =] [11:23] <karos> ok |
[~]
Channel |#g|:u:|glemar1 shim

Passward |H*HH

filetype:cgi "cgi:irc"

Farmat |rr|ir|:

=
Logim |

| N

@ [ [ & 2Ew




e
M0
il
i
>~
N
M0
X
o 0
e ]
o
>~
Y
o
10
Jton
Jn

= PsyBNC Proxy

PSYBHC .5YSTEM.PORT1=31337

PSYBHC .SYSTEM.HOST1==»

PSYBHC .HOSTALLOWS .EHTRY B=»;x
USER1.USER.LOGIN=huBizk

USER1.USER.PASS=
USER1.USER.RIGHTS=1

USER1 .USER.HICK=portnoyz

PsyBNC ID/PW 2 A

filetype:conf inurl:psybnc.conf "USER.PASS="

Created by & & M (jjshim@hanaro.com)



Credit Card

B Credit Card

NEIE B5, 915, BEJ(2 SO B 21 Us T A

Z2 0l=0Ad= eI AEIE HAO &&=t d0lA pillaging

of x|

4

Jma@ ME(E) BV SHEINA ED E”J cig L, ®
| 2200 [@) http:/fwwrw, - R -] pos

e

i e

i e AL Gt o Wipiny N Nl Wy SO B

L W ey & LE PR s ey e rn

| e S vk o bt AR Cars,

1R e S - LB T £ T s = TS WU TR

TRT R ¥ AL 5 vako Tagtiily Ay SiCE Soareed b e £
Credit Card® afir e~ aWo-7654 Y isa s Wiza Exp, Date g
IR AWy A el

lhint: cache:, intext:, -inurl:form, -intext:



el A DB & A

lhint: cache:, intext:, filetype:



) RRIRSR

ZE AOIE ID/PW &M

Social engineering gathering
lhint: cache:, intext:, intitle:



E

0

o) =M
HO 50
o =
74 10
D o
oJ 0

lhint: cache:, intext:, intitle: filetype:bak

Created by & & M (jishim@hanaro.com)



googledork AlLi2l L

Attack Scenarios

HRIEE A0 [HE

=LH TOP10 £ & AIOIE 2102 AlLt2IL



Ht0§(Prevention)

B Googledork Prevention
v 8 MY =2 UI0IH & 2K
M A O HE 22X
MH 2t DBMH Z2l
& A&l googledork 2N E Soll =J| Xl 2ot
71 googledork 20 2 L|E & (http://johnny.ihackstuff.com/)
= googledork 20 2 LIH & (http://www.insecure.co.kr/)
A A AR QA http://www.google.com/remove.html
HOl - 3|3 D Al A4St 3882 DY

0
- =2 1&FLEddEE 2LIHE

e [

[z

rol

<X X X X X < X
\J

]



Ht0§(Prevention)

B Googledork Prevention

v "sitel” 7= SES AE0HH RS & AIOIE 2 M
v ilink:” 12 S82 AS6tH 2 FE0EF AOIEN 239N A=Kl B

vIP=2U &0 Y

v FQDN 2 Ct= DN 2 A
(X) site:www.securitymap.net
(O) site:securitymap.net

R 22 LM site:securitymap, net - Microsoft Internet Explarer

Feiby  HEE)Y 220 SHFENA) 4D EsEH)

—"F—i@:‘I@http:ffwww.gungle.cn.krfsearn:h?hlzku&ie:UTF—E&newwinI:IDW:1&q:site%&-ﬁ.secuj s

424 0I0A w2 LQEEL

Gonzle =
A site:secuntymap.net EEEE]

& w3 24 CH2 HOR 2

=AM H i securitymap.netll A2 2 3710 20= = 1 - 10, (0.21 =) e
(& e I EEE y
A2 dM 2 B3 S0 B U= &0



Ht0§(Prevention)

B Googledork Prevention

= ZdM == 0l=st 2 (FoundStone, Inc. SiteDigger)

E Foundstone SiteDigger v1.0 B ngﬂ
File Opfions Help About

Foundstone: | SiteDigger-

Fesults | Signatures |

| amecoks Search | Stap | Clear | Export Results

Category: PRIVACY RELATED
Result: hitp:/ /i, ame.co.kriusersioardhus fiof

Category: BACKUP FILES
Result: hitp:/fwww, ame.cokr/backun/

Dane




Ht0§(Prevention)

B Googledork Prevention

s BN == 0/E8H 2 (GoogleAlert, Inc. http://www.googlealert.com/)

le Alert - Edit
mHiFy MHEE)

ft Internet E
SHEIE P
J (0} I@ http:/Awevewr, googlealen, cam/edit. php

- 10| x|
| w5z .

= @os

GOO;g|eA|ert Web lnt.e":ig. - %

LI

Search Settings

. Browse Restilts Erter up to 3 Google searches to perform

B search Settings daily (58 tips).
. Use guotes for names or phrazes like "John L
B User Settings cmith
B Feed Settings
B Upgrade 1. |"3._|'E|IF HAHE"
M Tell a Friend 2 | | |
B Questions...
. Feedback * I
" Logout
GO!
] N EEE =

a5

43 rezults from August 27th, 2004 for search 2: "2 2l X B9 ="

ZDHet Korea... QB2 HAYE = M8 . Googk mik])

W 2 ITEHE EY0 FAE JUEH =G =Y FE0] B2A

NAYEs PECHH WA EE WO S2ts ..

hittp: M Zdnet.co krtechupdatedectureinetwark0 39024995 100677 25,00... — cached

B2 NAYUE U goge @k

H2|Al B2 EE YW £H 2 [BACK]. BES NOTE 7.0522 HILIA
BASIC2 Client Program [CI(shi-cyan) Client Procram ..

hittp: M hikin.combbznotebbsnote coivfo=admin — cached

AFE 2 229 SY coge @ik

Bimall M 2t2lA A E HAHS UHFYE. 225

URLE HE% = [MENH{Z2AE2 2R = .

http: ey bluenweh cokrffagifag_snswer himl?faguid=53&=zearchkey=&page=1... — cached

AR SYHEFHY ok miks
TR A AL uzer | D) password.
hittp: M biandaonet.co kribandojobbranchshopisuswonipassword? asp — cached

B2 ANAY ESH foge @ik
HUERIA user | D passweard.
Hitp: My bianconet.cokrbandojobbranchshopizungnamias svwordd asp — cached

Hx9t UEIE0] SN = Secure Korea Hetwork! coge mikas
wIZEZHES EHM "HAME 2B @ Hes 22 ELLCH
=HZA BA9E Ha= . =32l HAY = == .

http: ey dresamline.co krisave_inforfzub2 html — cached

AT A XY.HET - Upload Your Dream. That comes true! ... Gogk miks
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