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# tar —xvf procmail-3.15.1.tar.gz
# cd procmail-3.15.1

c. procmail A x|

# make install &=
# make install— swd

¥ Hotg 25 M= make install-suidE st= Z 0| HIZHA]
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32 JI2& 92l /etc/procmailre IH 2| Ol OICF.

PATH="/usr/bin:$PATH:/usr/local/bin"
SHELL=/bin/sh
POISONED_EXECUTABLES=/etc/procmail/poisoned
SECURITY_NOTIFY="postmaster, security—dude"
SECURITY_NOTIFY_VERBOSE="virus—checker"
SECURITY_NOTIFY_SENDER=/etc/procmail/local-email-security—policy.txt
SECRET="CHANGE THIS"

# this file must already exist, with proper permissions (rw——w——w-):
SECURITY_QUARANTINE=/var/spool/mail/quarantine
POISONED_SCORE=25
SCORE_HISTORY=/var/log/macro—scanner—scores
DROPPRIVS=YES

LOGFILE=$HOME/procmail.log

# Finished setting up, now run the sanitizer...
INCLUDERC=/etc/procmail/html-trap.procmail

# Reset some things to avoid leaking info to

# the users...

POISONED_EXECUTABLES=

SECURITY_NOTIFY=

SECURITY_NOTIFY_VERBOSE=
SECURITY_NOTIFY_SENDER=
SECURITY_QUARANTINE=

SECRET=
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"INCLUDERC=/etc/procmail/html-trap.proc
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MANGLE_EXTENSIONS='htmI?|exe|com|cmd|bat|pif|sclrt] |Ink|dlllocx|do[ct] IxI[swt]|p[po]
tlrtflvb[se]
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|reglasd|cil|pps|asx|wm[szd]'
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/etc/procmailrc I 0l A "INCLUDERC=/etc/procmail/html-trap.procmail" 2+l &0l CIS 22
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* “From:.*<[a-z0-9]+@mydomain.com>
* ~To:.*<[a-z0-9]+@mydomain.com>

{

MANGLE_EXTENSIONS='htmI?|exe|com|cmd|batl|pif|sclrt]|Ink|dlllocx|dot|xI[wt]Ip[po]
tlrtflvb[se]

?lhtalplim]Ishibs]hlplchmlemllws[cfh]|ad[ep]ljse?|md[abew]|mslip]
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POISONED_EXECUTABLES=/etc/procmail/poisoned
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Microsoft Office2| ®I& st 220 st B AII=SZ2 ML sanitizer= Word documents,

Excel spreadsheets PowerPoint presentatlons SOl 22 HAGHH 2&s VBA A2 (2ot
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S2 AE0lXl 2™ S 20| DISABLE_MACRO_CHECK g2 229 gt &FotH &L},

DISABLE_MACRO_CHECK=YES
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sanitizere f&st A2 D& 2= 2= EXE MHOICH 0| E II2EGHH, €& =F0| EI ™ ol
S EAE ZEOC] HHEHICH UEEZ 252 880 AL HHE 22 A Z "ioleiA = 1000
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POISONED_SCORE=100
0 SCORE_HISTORY

POISONED_SCORE 2(0l B &0l &L A=K LOtED| 2o (A2 A Z2HE JISE = UL
CtS 1t 201 SCORE_HISTORYE & &otH g mede (rw——-w-—-w-)2 282 JHHO0F Y.

SCORE_HISTORY="/var/spool/mail/macro—-scanner—scores"
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sanitizer2 A0 e 2 |(DO|soned) T=2d8E A2 HHE HAIKE 22disFes 24
AXMSHCH 01 S HIAKI= =AI XA JHRl &30 A™E T2 200 SCH il THY 2 (rw——w-—
-w—)9| AEtE A= HdAHG }040t ot m% LH%S = ALt A HEfZ AO|H SCH OFOF
SECURITY_QUARANTINE 20| 8 &G X &0 2 E HYS =AXHAHIH DA S C.

SECURITY_QUARANTINE="/var/spool/mail/quarantine"

0 SECURITY_NOTIFY

2B L0l EXHAE M, old At S =70 SXE 22t 2Fett. sXle 2HEE O
AXIS IHE Z&EHCH E£8F QUARANTINEOI & THEY Z<X & 0 AtAIS SECURITY_NOTIFYOl €3
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SECURITY_NOTIFY="postmaster, dilbert@example.com"
o SECURITY_NOTIFY_VERBOSE

SECURITY_NOTIFY2t 22Ut 2HEE HIAIXI2 20| L& &L 0= quarantine It CHAIO A

29 +5 2ACh

SECURITY_NOTIFY_VERBOSE="wally@example.com, hb@example.com"




o SECURITY_NOTIFY_SENDER

ZZE HAIXE 2H AZ0H oS MaS SXNE HIE &8 02 fiM=
SECURITY_NOTIFY gt0l 8+=0l @& E 0 QAO0I0F SHCH 2t A0 BIAIKIO 2 D22 2ot S
Zolote S92 A2E +Fotd 4 FR0e ez =0 280 =2 =0 L2 E HAIKNE A
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SECURITY_NOTIFY_SENDER=YES &£ =
SECURITY_NOTIFY_SENDER="/etc/procmail/policy—note.txt"

0 SECURITY_NOTIFY_RECIPIENT
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SECURITY_NOTIFY_RECIPIENT="/etc/procmail/quarantined.txt"
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SECURITY_STRIP_MSTNEF2 &2l gteZ HHGH T HAIXINHA Ol EFE ZetA &
O, S A&l 2 SXIote WED SH =A KA SEWXIA SC It #2= 572 = Qi

SECURITY_STRIP_MSTNEF=YES
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See http://support.microsoft.com/support/kb/articles/Q241/5/38.ASP,

http://support.microsoft.com/support/kb/articles/Q138/0/53.ASP

http://www.microsoft.com/TechNet/exchange/2505ch10.asp

o DEFANG_WEBBUGS
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oz &XolH samtlzer: <IMAGE> 2} <BGSOUND> Ef1E £=A5t0d(defang) Oleidt HE =&
?E D*JﬂE' Cth.

OIO|

o
X

2 8

DEFANG_WEBBUGS=YES
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<STYLE> EH0E= 22X ADEHE HHES

StC}. Sanitizer= CIZEZ2 <STYLE> Bl 1E BHAAI2!
<STYLE> EH0 CHGFY HAAIDIX LIIE 2
(PO 22 E9 <STYLE> EiO= HI&tol

0
* “From:.*@mydomain.com>
* “To:.*@mydomain.com>

{

SECURITY_TRUST_STYLE_TAGS=YES

}

o LOGFILE

sanitizer?l 2 1 L2 XN FstCH CIZ2Ez= WY =&KX SO EL Q]
"$HOME/procmail.log"@ XIZ & UL, otLiel &S 02 Z ot== 210] 4t = oiCh ored &
S (rw——w-——w-)Z E &0k &Lt AMZEX ECEEL0 = HAR20 = 0l& 0l DROPPRIVS=YES

£ &2 &0ot00F etlh.

DROPPRIVS=YES
LOGFILE="$HOME/procmail.log"

JIEHOE B2 &d88+ £830] /J=0, 0l= Procmail 2HHOIXIE & ZXotJ| HHetCh.

man procmail
man procmailrc
man procmailex
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* “From:.*<[a-z0-9]+@mydomain.com>
* ~To:.*<[a-z0-9]+@mydomain.com>

{

MANGLE_EXTENSIONS='htmI|?|exe|com|cmd|bat|pif|sclrt] |Ink|dll|ocx|dot|xI[wt] |p[po]
t|rtflvb[sel
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[reglasd|cil|pps|asx|wm[szd]'

}
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SanitizerJ} HI-_E—ﬁPE quarantine(2 2|) 1t notification(2Xl) JIs2 2 J| &2 E& EotXzH ()
5

SABHH AIE2E 2= UL Sanitizer= HIAIXI Ol Z&H&E "X-Content—Security"ct
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1. /etc/procmail/local-rules.procmail (owner root, group root, mode 644) T} =rA

# Messages with .EXE attachments must have a subject line
#

0

* |"Subject:

* ~Content=Type:.*multipart/mixed;

{

:0 B hfi

* “Content—Disposition:.*W.EXE

* “Content-Type:.*W.EXE

| formail —A "X—Content—-Security: NOTIFY" W

—A "X-Content=Security: QUARANTINE" W

—A "X-Content=Security: REPORT: Trapped anonymous .EXE"
}

2. /etc/procmailrc T +=H

INCLUDERC=/etc/procmail/html—trap.procmail 2t21 S Sz} Zo| =4
INCLUDERC=/etc/procmail/local-rules.procmail
INCLUDERC=/etc/procmail/html-trap.procmail
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4.1 Inflex Xl & &
a. S MOIEOIA = AMHAE Inflex(Inflex—0.1.5¢c.tar.gz) & LIRZ & =L},

http://www.inflex.co.za/mainpage.html

o
A

b. Inflex &7 & gzip, tarE S0t &= Ct.

# gzip —d Inflex—0.1.5c.tar.gz
# tar —xvf Inflex—0.1.5c.tar




# cd Inflex=0.1.5.c

c.inflexJt A2 M7 CIAES MY

# mkdir /var/spool/inflexmq

d. inflex & & LS /usr/sbin0ll S At

# cp inflex /usr/sbin

e. inflex &F IOl inflex.cf THY 2 /etc CIZEC| Ul S A
# cp inflex.cf /etc

f. &

I:J

2

10 A= 2 E sendmail LIES22 S AI2ICH

# Killall sendmail

02

TIE=E
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g. sendmailOl /etc/inflex.cf Y S X560 A

# /usr/sbin/sendmail —bd —C/etc/inflex.cf

4.2 Inflex 24 &3
Inflex T2 0| HYS LAet=s A2 Ot 200,
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InflexOlA CIZEXZ EHE 0= MILES 2 OGS 22U inflex ATEHE AHIMY S +=EGHH O
SOt HLE MIAE == ULCH

o LIZ2E=z ZHE&= W Types

- MS-DOS Executables

- PC Bitmap Data [BMP files]
- AVI movies

- MPEG movies

- WAVE type audio files
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grep "MS-DOS executable" ${tmpdir}/fileresults >> ${badfileslog}
grep "PC bitmap data" ${tmpdir}/fileresults >> ${badfileslog}
grep "AVI" ${tmpdir}/fileresults >> ${badfileslog}

agrep "MPEG" ${tmpdir}/fileresults >> ${badfileslog}




grep "WAVE" ${tmpdir}/fileresults >> ${badfileslog}
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find ${tmpdir} —iname 'links.vbs' >> ${badfileslog}
find ${tmpdir} —iname '*.mp3' >> ${badfileslog}
find ${tmpdir} —iname '*.ppt' >> ${badfileslog}

find ${tmpdir} —iname '«.CTP' >> ${badfileslog}
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x.asd, *.chm, *.dll, *.ocx, *.hlp, ... *.vbs, story.doc, suppl.doc, surprise!.exe ...
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4.3 Virus Scanner(84 Al) 1)
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sophos B84l : http://www.sophos.com/downloads/eval/savunix.html

uvscan B Al http://www.nai.com/asp_set/buy_try/try/products_evals.asp

[1] &4 T2 3 (virus/worm/trojan) Ol 2t XI &, http://www.certcc.or.kr/paper/tr2000/2000—
08/tr2000-08.htm

[2] =20l 25804, http://trade.chonbuk.ac.kr/~leesl/procmail/index.htm|




[3] Procmail, http://www.procmail.org/

[4] Enhancing E-Mail Security With Procmail the E-mail — Sanitizer
ftp://ftp.rubyriver.com/pub/jhardin/antispam/procmail-security.html

[5] Inflex, http://www.inflex.co.za/mainpage.html

[6] Anomy Sanitizer, http://mailtools.anomy.net/

[7] Mimedefang, http://www.roaringpenguin.com/mimedefang/




