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Scanning

software -+ & &FC

Buffer Overflow

OFO| ROl 2H 5
N o/ o

(KIS tr=3rusngs




NI2Al D]

CommandZ= &} 0fl 2|5t ol &

NI3AID]

Programming il 2|8t o 2!

IS

NEINPI

File Permission
(setuid)

Race Condition

Buffer overflow

CrREERTTIgH

KI5AlD]

Configuaration
Error

Sniffing

Format String

Environment
Variable error

Spoofing

DoS

-~

/I/) DoS

Scanning

/ Web Attack

Appl Backdoor

Kernel Backdoon‘

| Window Trojan




I HoIRY MRAa A "IN or=uenongs

P2P messenger Advanced
Attack BO Attack

Advanced

Wireless Attack Kernel Backdoot

DB Attack

K2 AlJl= MSAIDI0NA HeAlDl2 Hal=s
Blackhat® & O] A|DJ| 2 Whitehatd & 2
ADIS S X A =TH
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Blackhat & WhitehatZt 2!
AMJI=2 X & éi

« underground | Al Aot ) Y=o IE I (blackE H)
2 Ml internet™ & (whiteE D)0 2 EA6t) /U=
ol ZJ|&EH2H0ll= 2 1A1D12] XtO[JF UL
« & Ml blackhatl| &= A+ ZO0t

 wireless attack

* DB SQL injection attack
» Advanced Buffer Overflow Attack

(Free malloc overflow)
 whitehat& G 2| & Al IIloll J|&
* internet worm (CodeRed, nimda, Window Trojan)
* Distributed Denial Of Service Attack
« Web Application Attack (£ HI O] X| ==
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Blackhat & WhitehatZt 2!
AlJ|l= & X| &4t

« OldSt AlID| EL X S A9 Z 1t
e whitehat & & 2| 2t Al AF2} blackhatE = 2| A A CHSE
« whitehat@ S 2| &AL
« O| & AIDI2] SZADE0f CHet CHER0f] 24
e blackhat&E & 2| H <

« ME=2 AlJI12] SZIIE XA CHol 24
« AH 20 HHO O|& 3t

—_ O /] —

« SOMNIS N X, AIAE HIESR 22X B2
whitehat 22| J|== LHEU
o FUHE &Y, BAMEH HASAXAL A%
blackhat 2H 2| J|l== UHE L

e programming0ll 2|8t hackingO| LI 2J| Al &St
M3ADIOIZ SEFE2 LG=0 0| & =t
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Jl=

« 82 &= J|¥ (Scanning)

 Network %&' HAE= 0=
e System 22| 2= 0|2
e software & &2 QFE
e 24 DY (backdoor)

° A_“:”/\ X-”__’I_ tll- _T_Dﬂ (DOS)
MES BB &EF DI 2 (worm, trojan)
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Scanning

Reachable IP address
—  Ping sweep
Running TCP/UDP services
— Port scan
System architecture & Oeration System type
— OS indentification
DoS2t =2 H A
IDS 2] MR 0I0 HC==E XX
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ICMP echo request

« ICMP is defined by RFC 792.

S SH AL BS

= " T/

Al =

« =N IPJE0IRU=AL2 HFS

24

—

A
o

 ICMP ECHO request (ICMP type 8) Packet

« 0l CHEt S &2 Z ICMP ECHO reply
(ICMP type 0) PacketO| & & ot =X

=

=
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ICMP echo request

# nmap —sP —n 192.168.192.255/24

Starting nmap V. 2.53 by fyodor@insecure.org ( www.insecure.org/nmap/ )

Host (192.168.192.0) seems to be a subnet broadcast address (returned 1 extra
pings).

Still scanning it due to positive ping response from its own IP.

Host (192.168.192.1) appears to be up.

Host (192.168.192.3) appears to be up.

nmap run completed -- 256 IP addresses (108 hosts up) scanned in 5 seconds
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Port Scan

» Ping SweepO| =, =& A|AE 2| TCPLE
UDP EE 1212 ooHA‘l HE Ml
b &8 = 0| H L listening X EH Ol /L= X

= et
* tcp connect() scan

* tcp syn scan (half-open scan)
* stealth scan

* udp scan
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TCP port scan

* TCP 3-way handshaking

process 1 process 2

passive OPEN,

waits for active request
Active OPEN

Send SYN, seg=n >

Receive SYN
Send SYN, seg=m, ACK n+l

Receive SYN+ACK
Send ACK m+1 >

The connection is now established and the two data streams
{(one in each direction) have been initialized (sequence numbers}
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SHANAHSZ
FH gratE 20
YN/ACKIH 2! @17}2

gtst=l 1210l RST/ACK
YES a2 olaen
SHAAMO LEE
SHA A LEE listening AEHOt OLEl
listening AMEH !

y y

ACKE d&&o=zM
three—way handshake=2 HZ0| RESETE

=2
S =




TCP connect() scan

* Most basic form of tcp scan.
* need NOT root permission.

e scan by using many sockets in parallel. ->
speedy scan.

* Using non-blocking I/O allows you to set a low
time-out period and watch all the sockets at once.
-> speedy scan.

- HE2 SHAAGS 20 Y| 20l = A
SXE = AN EHE0| Jbts
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BtStE T 2!0] RST/ACK
m2lez ol a0
SHAAZRS XEE
listening AFEH Dt OtE

\/\

S AAZ O
listening &t

y y

A0l RESETE

SHAIAEO
=2
=2

SH Al &tCt.
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TCP syn scan

¢ T __

0l &2 =50| 8.

» often referred to as "half-open" scanning
* you don't open a full TCP connection

» Return SYN|ACK indicates the port 1s
listening.
 Return RST 1s indicative of a non- listener.

* You need root privileges to build these
custom SYN packets.
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TCP Stealth scan

o

tep Il 2!

— Open porte= 5 Bt

DEFS(RAl)

M ==0 0T

& & A 0l =
2 Bt = =& 0ot port scan.
« SYN/ACK, FIN, XMAS, NULL flag I§=!
= 2=
— Closed port= RESETIHZ! 2 2 Bt5




HAXI 20t2Y MRA QA "IN or=uenongs

SYN/ACK scan

e O|& & O 2 TCP three-way handshakeE S Al

e TCP three-way handshake®2| = H M ¢t H S A
=45t & BN SHH O SYN/ACK IHRI 2 &1 XY

UM AES= sl 25 &5

* Closed port
- Target AMAEZ SYNIH2I0] 8SEA XUS=E &
BUHONHE J‘LHi%
- AI&E:*!QI = T 2
* Open port
~ SBUHAH& SYN/ACKIHZ! 2AI(REHS)
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NA4xI 2oty MEal2
FIN scan

LT T o U™

* Closed port

— Target A|IAEIZ2 SYN IH3! 0] 85K
D EBUHAHAN T3S @E=2 EHOIH RESETUHEY

— AAEC =THet oY I E It closed Y
e Open port

— BLHHA SYN/ACKIHZ! S AI(REHS)
# nmap —sF 203.239.110.1
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XMAS scan, NULL scan

« XMAS scan
~ URG, ACK, PST, RST, SYN, FIN Z2f 1
E5F ME8etizls Ele AHEIE
# nmap —sX 203.239.110.1
« NULL scan
- =didEoffet lfials Ele AHE
J| &

# nmap —sN 203.239.110.1




UDP Port Scan

» UDP port (RFC 768) 0| &

 send O byte udp packets to each port
on the target machine.

« ICMP port unreachable 0| Al X| J} return

— closed portt ] &t

=) —Ne) O
° _I_Ut_l-SEI%'_I_

— open portch 1) ZHE
WEENEE

— —
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Port scan2| £ 4~ J| &

* Random port scan

_ &R0 TE QBT &

=

e Slow scan
— SN AIZHH AIZ T3 =S

* Decoy scan

[

| A st

— Source address spoof
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OS Identification

* Banner Grabbing

— ALZZA Linux release 6.0 (May the Force be with you)
Kernel 2.2.5-22 on an 1586
login:

— #echo'GET /HTTP/1.0\n' | nc hotbot.com 80 | egrep *Server:'
Server: Microsoft-11S/4.0

« TCP/IP Stack Fingerprinting
— TCP AEZE F2&E [, 2 OS vendor& 2 L= 4 X[ Jt Ct
= A= 020l EE TCP {3l = B Btetel= SE
4 OJDjAlﬁ“:*'EI XiIXiIE ZO0tt= JIE
# nmap —0O 203.239.110.1
TCP Sequence Prediction: Class=random positive increments
Difficulty=5721956 (Good luck!)

—_

|

10
i
e
9'j

N
g

Remote operating system guess: Linux 2.1.122 - 2.2.14
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TCP/IP Stack Fingerprinting

« FIN probe

* Bogus flag probe

* TCP Initial sequence number sampling
 Don't Fragment Bit

e TCP Initial Window

« ACK Value

 ICMP Error Message Quenching

« ICMP Message Quoting

 ICMP Error Message Echoing Integrity
* Type of Service (TOS)

* Fragmentation Handling

« TCP options
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RN SEE M TCP L& Kl et
= Initial sequence number 2

MO FRYE A 64K S}
» FreeBSD, DG-UX, IRIX, Solaris : Al 2H0f|
Bl dlotH St

e Linux : & & random

HO
=
il
T




A
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TCP/IPS| & A

ot Z NS

— ICMP echo reply amplifier
* Block broadcast ping

— TCP SYN flooding

« TCP/IP stack tunning

— Sniffing

« Switch AFE 2 2 sniffingEt &

« Ol =3t 0|20 =M H NS

— Spoofing

* IP Spoofing, DNS Spoofing, Domain Spoofing, ARP Spoofing

. SLAULS WIS DE G HY/HALUY A

— Session Hijacking
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A

Account & &
Password Cracking
File / Directory Permission Error (0il: .rhosts)

= 20l= A& LlchAtdl 8l S
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=3 A = Apphcatlona JHE S
cHH & X0 -—| = Nl &

“bug” =2 “Vulnerability”ES 0| et &3

© O

Bug (&= 2/0] 2] vulnerability)

— 19904 Ol 2F 60004 O] &2 £ ot2te&A bug)t &M
( Securityfocus Vulnerability database)

— 2 H &= bugll 95%= trivial

— & Xl whitehatZ S 0l A LIoH At 2 M Z e U= bug

MM 2 H bugll 5% 0] BF
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Software & Al°| @ FE 0|2 st &2 A

« “whitehatE S 0| Al LIoH At 2 &2
ol 0]
— Exploit)t Z0|

— E2 AIAEI0] O] bughll &=
— BugJl 20| €M /US
N RS = g el WAL O F=E==

R~

— 2 S EH, remote= 2, rootshell
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Ol LFE 0|E8t &4

Z2HF S Z XMl (boundary condtion error)
— Buffer Overflow

» Stack Overflow

— Stack buffer Overflow, Frame Pointer Overflow

« Heap Overflow

— Heap buffer Overflow, Free/Malloc Overflow
2 SF Ol = Al

e o =2

XN
—
cA
—/

I (access validation error)
HOIE &2l 2Z (input validation error)
Format String Attack

AHOIX [ A2 C 22
AHOIXN ZLFE 2 2

=
Ol
=

SO o LT o

Cross Site Script ==
Race Condition

-




A

MNEA20A /ICISN or=3euonge

Helas XHel @F
~ AHOIX ZRES 2N 28

A B QR

21K & XIS A2 configuration®| @ F

Object A= & &




 Boundary Condition & K|
_ mElps MHE0 QIISE H A, O HA
== 022 SFELH 2 MOIEL2 GIOIEHE &84
O HSFA0| EXIAH &2 IOl U= return address
S 2O 2etal 2 M /U= instructionS & M
— 29, HHHEZ2R2 L 24 Y= == FHY

— OSvendorl HXIEEQIE&EHE E2 EH JI=

e Access validation & Al

- BOANHU BT A2 AEX

Bl SIoH, SH IAN ASHL
E51HL IX S A2, B ALEX
RME BNHU BS54 AUS
2H

dd 8= 84 =2ts

2420 ICISN sr=genonge
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» Input Validation & Al
— EX) format string bug®| & T2 1t 2=2_)

F

on &2

"printf" H & &

Al 223

non

TR

)

un o
210
ro

b

P2

0zt Ul
FA ro
0T

LI 2 otA Z Ml JF R = instruction=

40
i

Iz 210 HU
u

02 FJ o

Format string bug® & < 0S vendorl| I X|& H 0| =

| —
o

— EHIOI Xl 0l CHE! input validation error= B8 &= =2

e Race Condition & Al

— Bota ZHIJE = System Program 1t Cracker2| Exploit
ProgramO| Race(& &) Condition(& EH)Hl Ol 2 H St System
Program0| 2= #8t2 Z(Set-User IDIJt £ 2 & 2 Root, Bins
...) FileOil CH&t AccessE It=

— OSvendorl2| IHX| &£ H Ol= 84 &2 84 JIs
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* Exceptional Handling
— EEo =z )| == AtEol)| #

oAM= AFE A HE 1Oz A0 EHU
O L, Btk XD Ol = ot el E Mz +
SotAl =2 HPE T )2 HotA =

Xt Ry = instruction

OSO| &Eel Alai L =

s &84 Iils

— WebSHIOIX2 2R EB&E== 88 =t

e Package Initial Configuration = Al
— 2K EXIAl =D &8 &H0| 2etat 2
At =S =] 80 oiH2 =H0[ U

— OSvendorl WX EEHE OIS HHEZEH D
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Butter Overtlow

 Buffer overtlow ?
— WAL HIE 2l B H & At(Boundary Check)E OFAl 20t 8&HE AI|I2CH
O 2 H0IEHS =SSO M LM S #4
SHRIHOL ACH0ILE 8 0l 2ol HIOIE JI= U ABS SHBEORM

HFAHC| = & Al
LU= S Lower Memory Address

Local variables
(buffer area)

Stack Frame Pointer

Return Address

Arguments

Execution Stack
Stack Frame
Activation Record
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N Ol2 & AIAE &

A9 suild E2 ]

10| X _l_
—l =
FHOE EX YL HELE buffer
* OS, Program, Version, etc ( our code)

* Exploit code from the well-known
security portal sites

=2 N& Exploit T2 18 &4

22 YU2BE TAS WICE Ny

ONIE F>-Mrm.m 104{>n%

Let’s exploit!




I o2 Y MM J<isa

Intel Architecture32 CPU

CrREERTTIgH

. Stack‘7

ALZE HRel sz A Last In First Out (LIFO) /# &
=2 O'ﬂ 2 Zgk X.j LN HFZOZ AE
H2el g P 20 2 X

B 22| ot E’JSO'EEE }

IA-320l A= 48101 EX &

[etM 1 HIOIE BI=& AB4HIOIE AFE

* Registers
— ESP- A89| TopZ I}zl 2

— EBP -2 & & procedureE ?let A8 2 L2 ) Hreference
pointE LtEtE. M&E & 0| &2 EBP gt = sfpct) &

~ EIP- OISOl 3% 32012 9IXIS el
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Stack Structure

0x08048000

Lower Memory Address

Execution Stack
Stack Frame
Oxbfffffff Activation Record




7 » Lo] 2 =]

Stack Structure

Overflow & Overflow =

}< 32 bit »{ }4 32 bit »{

16 bytes 16 bytes
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Spanwing Shell Code

o shellcode2t?

— /bin/shE & Al D= Il H N
o

buffer

e shellcode =&

— HI22| &2 shellcodel| 2| Xl
E D202 AHEHX|BHAIE
— NULL 2X= HIH 0| S ALE
X| LoU=z 0x00 2=}
2 olY JIHNH ZEZ LA
— CPU OICH CFE A MI&
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Spawning Shell Code

e Shell codel| &S |« 2tA &=l shell code

#include <stdio.h>

void main()

{

char *name[2];

name[0] = “/bin/sh”;
name[1] = NULL;
execve(name[0],name,NULL);




MN4xt 223 dE4f0E

(KIS sr=3eusnga

Al X 0| M 2| Buffer Overflow

=J| =2
L

s 0|=

Q: Where is our code ?
A: Maybe...

buffer
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Buffer Overflow CHZH

M 2 X3 0l A2 2
A EH0 MIolH IS =Xl

=2 2H =HE [ A9 22 H(integrity) & At
A

=t = Al

* Linux Kernel patch from the Openwall Project

— http://www.openwall.com/linux/

* Solaris 2.6 0| & B &: prevent and log stack-smashing attack
— Jetc/system =8
— set noexec_user stack =1

— set noexec user stack log =1
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Buffer Overflow CH ZH

e POERU=TIEN X A=

— GNU GCC 2.7.2.3 H & = 1l X| eF StackGuard

« SHZA US0 “canary” wordE ? XAl &
o “canary” wordJ} HEEH A QHEZR S22

K & &2 1(syslog), AIAEI S =.
— Random canary

» &St [ 0FCt canary valueE H & Al
5K R5lE=2 &

< O

— Null canary(0x00000000),
» SAAIFHIHN E 2 AH0x00)E £
ol=
— Terminator canary(combination of Null, CR, LF, -I)

» NULL 2 AtE ELHA 2= 22 2AE 22 =42
== At 0lS

=

1



http://www.cse.ogi.edu/DISC/projects/immunix/StackGuard

DX O]

il
RedHat Linux
MS

BSD &t &A
Sun Solaris
Digital
HP/UX

IBM AIX

SGI IRIX

IS sr=gussngs

http://www.redhat.com/apps/support/updates.html
http://support.microsoft.com
http://www.freebsd.org/security/index.html
http://sunsolve.sun.com

ftp://ftp.compaq.com/pub
http://us-support3.external.hp.com
ftp://software.watson.ibm.com/pub

ftp://ftp.sgi.com/security
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— - O

Buffer Overflow & & & Al

e U2 JeHHE 2EU AHE 2ot T
— BoundaryE ZAtot= UL H & H ALS
— BoundaryE Z Alol= & A
« Nt& ANl &S

— strcat(), strepy(), gets(), scanf(), sscanf(), vscanf(),

vsscanf(), sprintf(), vsprintf(), gethostbyname()
. AF2 X

A=
oS Co oT 2

— strncat(), strncpy(), fgets(), fscanf(), viscanf(), snprintf(),
vsnprintf()




Example of Vulnerable Program

(KIS TSEERTTIZgH

Buffer Overflow & & &8 Al

Example of Secure Program (patch)

insecure.cC

#include <stdio.h>
#include <string.h>
#include <ctype.h>

int main(int argc, char **argv)
{
char buffer[1024];
ifCargc > 1) {
strcpy(buffer, argv[1l]);
}

printf(“buffer: %s\n”,buffer);

securel.c

#include <stdio.h>
#include <string.h>
#include <ctype.h>
#include <stdlib.h>

int main(int argc, char **argv)
{
char buffer[1024];
int 1;
ifCargc > 1) {
if(strlenCargv[1l]) >=1023) {
fprintf(stderr,”too long\n”);
exi1t(0);
}
strcpy(buffer, argv[1]);

}
printf(“buffer: %s\n”, buffer);
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23 MM, S7=, SNMP,
finger, SMTP, Telnet,

rusers, rpcinfo, NetBIOS
S NMEBIAEE LS

Log ¥ monitoring £

Community string 2|
FHALOZ GHHL

ctSH &2 Jis

mobile/home user ‘

ST RS MHIA
(RPC, FTP %)
Web/DMZ servers

GI, ASP
| FTP &M

Firewall / router
ACLEZ 2%
Backbone
switch

X windows
—n AHlA 29
workstation

5 NT3REMZ
= UNIX NFS exports

internal router

office

rhostsS S

g2 s

st

< ORI /AR EE/
J}0|E gtol 2=

1
- ;
o = — -

workstation
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