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1 B��b�ø� �×ò5Ñ

K�(ç
õ� �Ðîß��Ér �½Óõ� ~½ÓJ�\� ��ÅÒ q�Ä»�)a��. K�(ç
(hacking)�Ér �Ð:�x r�Û¼%7�s� Áº
éß�Ü¼�Ð gË>{9����H '��0A\�¦ {9�(���¦, �Ðîß��Ér r�Û¼%7��̀¦ ü@ÂÒ�� ?/ÂÒ_� /BN���Ü¼�ÐÂÒ
'� îß�����>� Ä»t�÷&�̧2�¤ ���H �¦̀�	כ ú́�ô�Ç��. s� ë�H"f_� 3lq&h��Ér r�Û¼%7� îß�����>�
[�t������H �̧¹¡§�̀¦ÅÒl�0AK�"f,7£¤�Ðîß�\�@/K�"f �̧¹¡§�̀¦ÅÒ�9�¦���$í
�)a�.���s	כ
#�l�"f��H K�(ç
\� @/K�"f ���m�� ·ú����Ð���"f Õª\� @/ô�Ç K����Õþ��̀¦ ·ú����̂¦ ��s	כ

��. 7£¤ �<H��#î
ZO�\� ���:r ÉqÉù �9�ù(t�x�t�l� Ñþ����Ô�¦J�)_� &ñ
����̀¦ �Ðîß�
\� &h�6 x��9��H �.���s	כ Õª�Q�� K�(ç
l�ZO� �è>h\�¦ :�xK�"f K�&�\�¦ �ª�$í
��¦�� �
��H ��Ér	כ ��m�Ù¼�Ð ��[jô�Ç ½̈�&³�Ér Òqt|ÄÌ��¦, Õª "é¶o�ü< @/Õþ�\� |9�×�æ½+É �.���s	כ

2 Hacking, Hacker

K�&�(hacker)��H {9�ìøÍ&h�Ü¼�Ð K�(ç
�̀¦ ���H ��|ÃÐ�̀¦ .����H	כ)�9} �Ér§¹7£כ ��¥y�[þt K�&�
\�¦ K�&�ü< ß¼A�&�(cracker)\�¦ ½̈ì�r���H �â
�¾Ós� e����. s�XO� M: K�&���H �Ð:�x ‘Õª
0px§4�s�8A#Qèß�áÔ�ÐÕªA� Q��r�Û¼%7����ë�H��’\�¦>pw��¦,ß¼A�&���Hs�\�@/q�÷&>�
‘���_�\�¦ ¾¡§�¦ r�Û¼%7�\� ]X���H����� áÔ�ÐÕªÏþ��̀¦ >h�̧���H ��|ÃÐ’�̀¦ >pw�>� �)a��.
s� ë�H"f\�"f��H s�XO�>� ��¾º#Q"f ÂÒØÔt� ·ú§�¦, 0A\�"f_� ß¼A�&�\�¦ K�&����¦ g�A
K�"f ÂÒØÔ��x��. Õªo��¦ K�&�_� {9�ÂÒ×�æ\� Û¼ß¼wn�àÔ v�n�(Script Kiddie)���¦ Ô�¦
o���Hs�[þt�̧e����.s���|ÃÐ[þt�Ér~1�>�r�Û¼%7�\�gË>{9���9��H:£¤fç
s�e����.ÕªA�"f
ÅÒ�Ð ���Ér K�&�[þts� ëß�[þt#Q Z�~�Ér Ú�¦�̀¦ s�6 xK�"f K�(ç
�̀¦ ô�Ç��. Û¼ß¼wn�àÔ v�n���
��z�́�©� �&³F� r�Û¼%7�\� ���©� 	�H x�K�\�¦ ÅÒ�¦ e����. K�&�[þt ×�æ\� Û¼ß¼wn�àÔ v�n�
�� ]X�@/ ��Ãº\�¦ 	�t����H ��s	כ s�Ä»s���.1

3 B��b��+ ¤4 ÇÚ

K�(ç
_� 7áxÀÓ��H ß¼>� K�&��� #QÖ¼ 0Au�\�"f K�(ç
�̀¦ r��̧���Ht�\� ����"f ��Ðüt

Ãº e����. r�Û¼%7�\� s�p� ]X���H½+É �Ý¶ô�Ç�̀¦ ��t��¦ ���Ér �Ý¶ô�Ç(root)\�¦ ��t��9�¦ �
����r�Û¼%7��̀¦x�K�\�¦ÅÒ��H�â
Äºü<r�Û¼%7�ü@ÂÒ\�"fW1àÔ0>ß¼\�¦:�xK�"fr�Û¼%7�

\�Áº)���_�]X���H�Ý¶ô�Ç�̀¦��t���H�â
Äºs���.#�l�"f��Hl�Õüt&h�K�(ç
s�ü@\� Social
Engineerings�����H��|ÃÐ�̀¦5Åq#�"f]X���H�Ý¶ô�Ç�̀¦·ú���?/��Hl�ZO��̧ �è>h½+É�.���s	כ

4 Social Engineering

4.1 Social Engineeringl�î5�?

���Ér K�(ç
 l�ZO�õ���H ²ú�o� Social Engineering�Ér :£¤Z>�y� l�Õüt&h� t�d��s� ¹כ��9�t�
·ú§��.K�&�_� @/ÂÒ��� H���� p�àÔ_��(Kevin Mitnick)�̧ Social Engineering_� 0A+«>
�<Ê\� @/K�"f ���/åLô�Ç &h�s� e����. Social Engineering_� Ùþ�d���Ér r�Û¼%7�\�_� ×�æ¹כ
ô�Ç 0Au�\� e����H ��|ÃÐ(\V: superuser)\�¦ 5Åqs���H �.���s	כ r�Û¼%7� �'ao���\�>� ����o
�� e-mailÜ¼�Ð root�� ¹כ��9����¦ ½+ÉM:, s�XO�M: root>�&ñ
�̀¦ ��ØÔ5gÅÒ��H ��s	כ s�
�Qô�Ç ��\	כ 5Åqô�Ç��.

4.2 B�Úr
d9c

Z>��Ð {9�#Q±ú� �	כ °ú t� ·ú§t�ëß�, root_� ×�æ¹$כí
�̀¦ �̧ØÔ��H �'ao���[þts� ú́§��"f \V
1s��Qô�Ç Hacking Tool�Ér �̧�FKëß� �̧§4����� ~1�>� %3��̀¦ Ãº e��l� M:ë�H\�, Script Kiddie�� ÷&l���H

~1���. ÕªXO�t�ëß� K�&�[þt��s�\�"f��H z�́§4�_� ÂÒF��Ð ]j@/�Ð 2[/åL~ÃÎt� 3lwô�Ç��.
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�©�ü@�Ð ~1�>� {9�#Q±ú� Ãº e����. b���̀¦ Ãº e����H ��|ÃÐs��8���̧ root>�&ñ
s� ¹כ��9���
��� f��]X� �Ý¶ô�Ç�̀¦ ÅÒt� ú́��¦ sudo�Ð çß�]X�&h�Ü¼�Ð ÅÒ��H ~½ÓZO�s� ¹כ��9���. s�XO�>�
����, �Ý¶ô�Ç_� {9�&ñ
ÂÒì�r�̀¦ ]jô�Ç ½+É Ãº e����.r�Û¼%7� �'ao����̧ root�Ý¶ô�Çs� É+½¹כ��9
M:, f��]X� root>�&ñ
�̀¦ ��6 x�t� ·ú§�¦ sudo\�¦ ��6 x���� a%~��. @/ÂÒì�r_� r�Û¼%7�\�
��H sudo�� l��:r&h�Ü¼�Ð [O�u�÷&#Q e��t�ëß�, ÕªXO�t� ·ú§����� y�� �$��8(vendor)Z>� J�
v�t�2\�¦ [O�u������ \�"f �èÛ¼3\�¦ ~ÃÎ��"f [O�u����� �)a��.

5 Buffer Overflow

t�èß�Y>��̧�çß�_��Ðîß����¦×�æ\�"f�©�{©�ÂÒì�r�̀¦	�t����H��\�æ×	כ buffer overflow
/BN���s�e����.ëß���� cert.org�� securityfocus.org\�"f “overflow”�Ð���Ò�oK��Ð���Ãº
ú́§�Ér �Ðîß� 2[���&h�[þts� ���Ò�o÷&��H �¦̀�	כ �̂¦ Ãº e���̀¦ �.���s	כ

5.1 Buffer overflowî5�?

5.1.1 Computer Memory Organization

#Q�"�áÔ�Ð[jÛ¼��z�́'��÷&%3��̀¦M: Computer_� virtual memory\���HY>�>h_� ½̈%i�
s� Bj�̧o�\� ú̧�y�>� �)a��.

Argv pointers higher addresses
Argc

Stack Data Area
Heap Data Area
Static Data Area
(Uninitialized)

Static Data Area
(Initialized)

Text(instructions) lower addresses

5.1.2 Buffer overflowÐM� #ag�Uc"� ��
#a��ÐM���

ë�H]j��÷&�¦e����H buffer overflow\�¦{9�Ü¼v���H/BM�ÉrÅÒ�Ð stackõ� heap%ò
%i�s���.
C���#Q\�"f #Q�"� C�\P��̀¦ ú̧����� 1lx&h�Ü¼�Ð ½+É{©��)a Bj�̧o� /BNçß�\� Õª /BNçß�_� ß¼
l��Ð�� �8 	�H �¦̀�	כ &h�Ü¼�9�¦ ���� segmentation fault�� {9�#Q������, �©�S!�\� ��
��"f��H��Áº{9�\O�����H1pws�[�t����l��̧ô�Ç��.Õªo��¦s���_�é¶A"�3!�%	כ buffer(C
\�"f_� C�\P�õ� ��_� 1lx_�#Q)_� ß¼l��Ð�� �8 	�H ß¼l�_� /BNçß�\� ?/6 x�̀¦ &h���H �	כ
�̀¦ buffer overflow�� � 9, 1lx&h�Ü¼�Ð Bj�̧o��� ½+É{©�|̈c M: ��6 x÷&��H Heaps���
runtimeM: �<ÊÃº  ñØ�¦ 1px\� ��6 x÷&��H stack\�"f {9�#Q±ú� Ãº e����. ��A�_� �ï×¼��H
buffer overflow_� çß�éß�ô�Ç \Vs���.

#include<stdio.h>
#include<string.h>
void main()
{

char* str = "string longer than buffer";
char buf[10];
char buf2[10];

2Solaris : http://www.sunfreeware.com, Redhat : http://www.rpmfind.net\�"f ½̈½+É Ãº e��
��.

3ftp://ftp.sudo.ws/pub/sudo\�"f ½̈½+É Ãº e����.
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strcpy(buf2, str);
printf(buf);

}

0A�ï×¼��z�́'��÷&�¦������o���\� r than buffer����Hë�H�©�s�Ø�¦§4��)a��.7£¤ stack\�
bufü< buf2�� e����HX<, buf2_� /BNçß��̀¦ �� æ¼�¦�̧ �8 4�¤���� s�ÀÒ#Qt�l� M:ë�H\�,
�â
>� µ1ÚÜ¼�Ð [þt#Qçß� ÂÒì�rs� buf\� [þt#Q��!Q�2; �s���4	כ

5.2 Buffer overflowÐM� �@ %K�V�ê�>��?

5.2.1 Stack overflow

�¦/åLáÔ�ÐÕªA�bç
���#Q\���H�<ÊÃº_�>h¥Æ�s�e���¦,s��<ÊÃº�� ñØ�¦|̈cM:,��6£§õ�°ú 
�Ér õ�&ñ
s� s�ÀÒ#Qt�>� �)a��. Äº��� �<ÊÃº\� ���²ú�|̈c B�>h ���Ãº�� stack\� push5÷&

�¦, �<ÊÃº�� 7áx«Ñ÷&�¦ ��"f ÷&[�t���̀¦ 0Au�(return address)�� push�)a��. Stack
overflow��H stack\� push�)a return address\�¦ �̧������H ~½ÓZO�Ü¼�Ð s�ÀÒ#Q �����.
Äº��� suid�� ����9e����H áÔ�ÐÕªÏþ� ¹1Ô��"f(7£¤ root �Ý¶ô�ÇÜ¼�Ð z�́'�� ÷&��H áÔ�ÐÕªÏþ�),
stack overflow\�¦ {9�Ü¼~�́ Ãº e����H /BM�̀¦ ¹1Ô�¦, buffer overflow�Ð s� return address
ÂÒì�r�̀¦ "é¶���H Q�Ù �ï×¼6 �� [þt#Qe����H /BM_� ÅÒ�è�Ð W=�#Q �(0>"f Õª áÔ�Ð[jÛ¼��

Q�Ù �ï×¼\�¦ z�́'��r�v��̧2�¤ ëß�[þt��� �)a��.

Õª���X< s���� stack overvlow\�¦ {9�Ü¼~�́ Ãº e����H áÔ�ÐÕªÏþ�[þt�Ér B�Äº ú́§��. Äº
��� buffer overflow\�¦ {9�Ü¼~�́ Ãº e����H �<ÊÃº[þts� #��Q>h e����. #Q�"� ���Ãº\�¦ 4�¤��
���H 1pxs� {9��̀¦ ½+É M: buffer_� boundary check\�¦ �t� ·ú§��H �<ÊÃº[þt�Ér buffer
overflow\�¦ {9�Ü¼~�́ Ãº e��l� M:ë�H\� s���� �<ÊÃº[þts� ��6 x�)a áÔ�ÐÕªÏþ��Ér ���F�&h����
0A+«>s� e����.

�íl�\���H Q�Ù �ï×¼\�¦ ëß�×¼��H ��s	כ 4�¤ú̧���¦, Stack%ò
%i�\�"f �̧���½+É return
address_� 0Au�\�¦ ·ú���?/��H ��s	כ jËµ[þt%3�Ü¼�� ú́§�Ér K�&�[þts� ëß�[þt#Q�·p Q�Ù �ï×¼
_� �èÛ¼�� ���'��Å	\� V,�o� (�4Re���¦, ?/ÂÒ_� /BN������� e����H �â
Äº ~1�>� return
address\�¦ ÆÒ8£¤½+É Ãº e���¦, ü@ÂÒ\�"f /BN������H �â
Äº\��̧ #QÖ¼ &ñ
�̧_� r�'���ÃÌ�̧
Êê\���H ��0px�l� M:ë�H\� stack overflow�Ð ���ô�Ç y��7áx �Ðîß� ë�H]j�� Òqtl��¦ e����.

5.2.2 Heap overflow

Buffer overflow\�¦ s�6 x�#� heap7 overflow\�¦ {9�Ü¼~�́ Ãº�̧ e����. Stack over-
flow��H ·ú��9���t� �©�@/&h�Ü¼�Ð �̧A�÷&%3��¦ (����{9��Q YU6\� 8�Ð, <�Ê�Ér StackGuard
°ú �Ér Ú�¦_� �̧¹¡§Ü¼�Ð #QÖ¼ &ñ
�̧ îß����K� &����. ÕªXO�t�ëß� Heap�̀¦ s�6 xô�Ç buffer
overflow /BN����Ér ��f�� Z>����Ér @/Õþ�s� ��º��÷&#Q e��t� ·ú§��.

Heap overflow_� /BN��� 3lq³ð��H ÅÒ�Ð heap%ò
%i�\� e����H function pointer�� ��
{9� s�2£§, ��� ñ, saved uid1px�̀¦ W=�#Q +�"f "é¶���H ò́õ�\�¦ %3�#Q?/��H �.���s	כ stack
overflow_� �â
Äº ÅÒ�Ð return address\�¦ �̧���K�"f "é¶���H �ï×¼\�¦ z�́'����̧2�¤ �

47á§ Òqty��K��Ð��� Ø�¦§4�ë�Hs� 7á§ s��©�½+É �.���s	כ ���� ge�� �= îß�n��+ÀI�� ½+ÉJ$�X<, Bj�̧o�\���H CPU
word éß�0A(@/ÂÒì�r 4��s�àÔ{9� �s���)�Ð	כ ½+É{©�s� s�ÀÒ#Qt�l� M:ë�H\� z�́]j�Ð��H 12��s�àÔ�� ½+É{©�÷&
#Q e��#Q"fs���

5Stack�Ér pushü< pop_� ¿º>h_� ���íß�Ü¼�Ð ½̈�&³÷&#Q e����. push��H "é¶�è ���\�¦ �&³F���t� ��6 x
�)a stack �±p 0A\� V,��¦, pop�Ér stack�±p 0A_� "é¶�è\�¦ ��� ���·p��

6Shell�̀¦ (̀0>ÅÒ��H �ï×¼ : ÅÒ�Ð execve() system call�Ð /bin/sh\�¦ z�́'��r������
7Heap�Ér malloc()s��� free()°ú �Ér 1lx&h� Bj�̧o� ½+É{©� x9� K�]j �<ÊÃº�Ð �̧���÷&��H %ò
%i�s���
8boundary check\�¦ �>� ÷&#Qe��Ü¼�� {9�&ñ
 Ãºï�r s��©� 4�¤ú̧�ô�Ç ��Ér	כ compiles� s�ÀÒ#Qt�t� ·ú§��H

���¦ ô�Ç��
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��H ��s�t�ëß	כ heap overflow_� �â
Äº\���H ô�Ç buffer\�¦ overflow r�&�"f ���]X�ô�Ç <�Ê
�Ér ��H%�_� buffer\�¦ /BN|ÄÌ�#� function pointer1px_� �̧����̀¦ �̧�2;��.

5.3 B�Úr
d9c

5.3.1 Stack overflow

Stack overflow\�¦ }��Ü¼�9��� stack overflow\�¦ 0AK�"f ¹ô�Çכ��9 ������ �̧|	�[þt�̀¦ ]j��
K�ÅÒ��� �)a��.

áÔ�Ð[jÛ¼��&ñ
�©�&h���� control flow\�¦����"f���'��÷&��H�â
Äº\���Hë�H]j��\O��̀¦
�.���s	כ Stack overflow��H &ñ
�©�&h���� áÔ�Ð[jÛ¼_� âì2£§�̀¦ return address1px_� �̧
����̀¦ :�xK� ���_�$í
 �ï×¼�Ð [�t�9Z�~��H �.���s	כ s���� return address_� �̧����̀¦ }���̀¦
Ãºe����������_�&h�����ï×¼��z�́'��÷&��H�¦Qô�Çl�0px�̀��s���.s	כ�¦Ãºe���̀¦̀���{¦̀�	כ
K�ÅÒ��H Ú�¦�Ð StackGuard [2] °ú �Ér Ú�¦[þts� e����. StackGuard��H stack\� push�)a
return address_�°úכs� “����â
”÷&��H��y��t¦̀�	כ��¦s���� �̧����)a return address_�
�â
Äº �̧����)a ÅÒ�è�Ð [�t������H ��s	כ ��m��� z�́'���̀¦ ×�æéß�ô�Ç��. Õª ~½ÓZO��Ér ��6£§
õ� °ú ��. Äº��� �<ÊÃº��  ñØ�¦|̈c M: return address+'\� Canary value\�¦ V,���H��. s�
canary�Ð��H #Q�"� random°úכs��� null character, <�Ê�Ér CR, LF°ú �Ér terminator\�¦
��6 x��¦ �<ÊÃº  ñØ�¦s� =åQèß� ��6£§ s� Canary °ú̀�כ¦ ������#� �̧���s� e���̀¦ �â
Äº
stack overflow\�¦ r��̧Ùþ¡����H �¦̀�	כ ·ú� Ãº e��>� �)a��. s� canary value�Ð ��6 x÷&
��H °úכ[þt�Ér \V8£¤½+É Ãº \O�����, buffer overflow\�¦ {9�Ü¼~�́ Ãº \O�>����H9 °úכs� ��6 x

÷&l� M:ë�H\� ��ÅÒ ���çß�_� $í
0px y���è�� e��|�� �t�ëß� stack overflow\�¦ ò́õ�&h�Ü¼
�Ð }����èq Ãº e��>� �)a��.

¢̧ô�Ç stack overflow\�¦{9�Ü¼v��9�����7
Z�~�Ér return address�Ðy�¤�̀¦M:,Õª/BM
_��ï×¼�� “executable”s�#Q��ô�Ç��.s�����â
Äº��H stack%ò
%i��̀¦ “unexecutable”�
>� ��7
ÅÒ��� �)a��. stack\� e����H �ï×¼[þt�̀¦ unexecutable�>� ëß�[þt#Q�̧ z�́]j�Ð
stack\� Áú¢s���H �þt�Ér]	כ return address�� local variable[þts�l� M:ë�H\� ë�H]j��H \O�
��. ú́§�ÉrÃº_� UNIXÕªo��¦ Linux10\�"f stack�̀¦ unexecutable�©�I��Ðëß�[þt#QÅÒ
��H J�u��� e����.

<�Ê�Ér source code scanningÚ�¦11�̀¦ s�6 xK�"f source code level\�"f ��������
��, áÔ�ÐÕªÏþ��̀¦ ���$í
½+É M: boundary check\�¦ ���H library12\�¦ ��6 x�#� buffer
overflow�� {9�#Q��t� ·ú§�̧2�¤ ���H ~½ÓZO��̧ e����.

5.3.2 Heap overflow

Heap overflow_� �â
Äº stack overflow_� �â
Äºü<��H ²ú�o� heap�̀¦ �Ð ñK�ÅÒ��H ~½Ó
ZO�13s� \O���. ����"f áÔ�ÐÕªÏþ�s� ���$í
|̈c M: buffer overflow�� {9�#Q��t� ·ú§��H
“secure”ô�Ç �ï×¼�Ð ���$í
s� ÷&#Q�� ô�Ç��. System �'ao���[þt�Ér >�5Åq&h�Ü¼�Ð OS\�
@/ô�Ç patch\�¦ K�ÅÒ��H ~½ÓZO�s� þj���s���. s���Ér	כ =åQ�̧ \O�s� >�5Åq÷&�����H ���\O�s�
t�ëß� s� ~½ÓZO�Ü¼�Ð buffer overflow÷�rëß� ��m��� ���Ér �Ðîß� ë�H]j[þt�̧ K����÷&#Q|9�
�.s���14	כ

9\V\�¦ [þt#Q"f null chararcter�� canary value�Ð ��6 x÷&%3������ strcpy()°ú �Ér �<ÊÃº�Ð��H over-
flow�� {9�#Q��t� ·ú§�̀¦ ����s	כ

10Linux_� �â
Äº http://www.openwall.com/\�"f ¹1Ô�� �̂¦ Ãº e����
11memory leak�̀¦ ��������H Ú�¦�Ð Ä»"î
ô�Ç Rational_� purify(plus)��H boundary check�� \O���H

buffer\� @/ô�Ç ������̧ K�ï�r��
12\V\�¦ [þt#Q"f strcpy()@/���\� strncpy(), gets()@/���\� fgets()\�¦ ��6 x���H ~½ÓZO�s���
13Stacks� �â
Äº StackGuard�� StackShield°ú �Ér ��s	כ e����
14Óüt�:r ¢-a#4�y� îß����K�|9� Ãº��H \O���
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Figure 1: Ethernet ½̈$í
�̧

6 Sniffing

6.1 Sniffingl�î5�?

Sniff����H éß�#Q\�¦ �����\�"f ¹1Ô���Ð��� Õª>pws� ‘�ï\�¦ �px�px��o���, ÍÇrDh\�¦ ú́ ��’s�
����H �¦̀�	כ ·ú� Ãº e����. K�(ç
\�"f_� Sniffing�Ér ÍÇrDh\�¦ ‘ú́ ��H’ ��s	כ ��m��� W1àÔ
0>ß¼_�J�(�¶�̀¦×�æçß�\�"f ‘ú́ �¦’×�æ¹כô�Ç&ñ
�Ð\�¦·ú���?/�9��H��_s���.{9�7áx	כ �̧'õA
s����¦ ½+É Ãº e����. Õªo��¦ Û¼m�(�(Sniffer)��H Û¼m�iç
\� ��6 x÷&��H �̧½̈s���. Û¼
m�iç
�Ér K�(ç
\��̧ æ¼{9� Ãº�̧ e��t�ëß�, W1àÔ0>ß¼ �'ao����� W1àÔ0>ß¼\�¦ �'ao��l�
0Aô�Ç Ú�¦Ü¼�Ð æ¼s�l��̧ ô�Ç��. Õª�QÙ¼�Ð Û¼m�iç
�Ér �ª�±ú�_� ºú�s����¦�̧ ½+É Ãº e����x
��. Û¼m�iç
�Ér l��:r&h�Ü¼�Ð Ethernet_� $í
|9��̀¦ s�6 x���H �.���s	כ Õª�QÙ¼�Ð ���$�
Ethernet\� @/K�"f çß�|ÄÌ�>� ·ú����Ð�̧2�¤ ���x��.

6.2 Ethernet�¿5�

Ethernet�Ér 10Mbps\�"f 100Mbps��t�_� 5Åq�̧\�¦ ?/��H LAN(Local Area Net-
work)l�Õüt�̀¦ ú́�ô�Ç��. LAN�̀¦ ½̈�&³���Hl�Õüt�Ér Ethernetü@\� Token-ring, FDDI,
ATM 1pxs� e��t�ëß�, ���©� V,�o�æ¼s���H l�Õüt�Ér Ethernets���. l��:r&h�Ü¼�Ð /BNÄ»�)a
�r����̀¦ s�6 x�l� M:ë�H\�, Ethernet�̀¦ :�x���H J�(�¶[þt�Ér �̧��H (��ÉÓ'�\� ���5Åx�)a
��. s�M: y�� (��ÉÓ'���H �����\�>� �:r J�(�¶ ×�æ\� �����_� �����t	כ �ÃÐt���¦ ~ÃÎ��[þt
s�>� �)a��. �����_� �����t	כ óøÍZ>����H ��Ér	כ Ethernet Inteface15\� �¦Ä»�>� ÂÒ#�

�)a MAC(Media Access Control) Address\�¦ s�6 xô�Ç��. Ethernet\� ������÷&#Q e��
��H #��Q r�Û¼%7�\�"f 1lxr�\� J�(�¶�̀¦ �Ðèq M:\���H CSMA/CD áÔ�Ð�Ðc+t16�̀¦ s�6 x

�#�"f ô�Ç���\� ô�Ç r�Û¼%7�\�"fëß� J�(�¶�̀¦ �Ð?/�̧2�¤ Ä»�̧ô�Ç��.
15Network Interface Card(NIC)_� {9�7áx, {9�ìøÍ&h�Ü¼�Ð LAN card���¦ Ô�¦o���H �	כ
16Ethernet_� Ùþ�d���Ér s� CSMA/CD áÔ�Ð�Ðc+ts����¦ ½+É Ãº e��l� M:ë�H\�, CDMA/CD áÔ�Ð�Ðc+t
õ� Ethernetõ� 1lx{9��>� 2[/åL½+É Ãº�̧ e����

7



6.3 Sniffing�+ xjSh�ÿ? ��
V�

Û¼m�iç
�Ér s��Qô�Ç Ethernet_� X<s�'��� �̧��H (��ÉÓ'�\� ���5Åx÷&��H �¦̀�	כ s�6 x���H
�.���s	כ {9�ìøÍ&h�Ü¼�Ð Ethernet Interface��H �����_� MAC Address�� \O���H J�(�¶�Ér
�̧¿º !Qo�t�ëß�, “promiscuous mode”\� ���{9��>� ÷&��� �̧��H J�(�¶�̀¦ �� ~ÃÎ��[þt
s�>� �)a��.

0000 00 00 0c 07 ac 00 00 a0 c9 32 05 4e 08 00 45 00 ........ .2.N..E.

0010 00 a9 52 89 40 00 40 06 a2 3c 93 2e 6a 24 d3 20 ..R.@.@. .<..j$.

0020 75 16 05 e8 00 50 74 ac 64 52 73 71 a2 ef 80 18 u....Pt. dRsq....

0030 16 d0 39 0c 00 00 01 01 08 0a 00 21 30 89 40 f6 ..9..... ...!0.@.

0040 5a da 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 Z.Conten t-Type:

0050 61 70 70 6c 69 63 61 74 69 6f 6e 2f 78 2d 77 77 applicat ion/x-ww

0060 77 2d 66 6f 72 6d 2d 75 72 6c 65 6e 63 6f 64 65 w-form-u rlencode

0070 64 0d 0a 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 d..Conte nt-Lengt

0080 68 3a 20 34 36 0d 0a 0d 0a 69 64 3d 74 61 72 67 h: 46... .id=targ

0090 65 74 26 70 77 3d 31 32 33 34 35 36 37 26 78 3d et&pw=12 34567&x=

00a0 33 36 26 79 3d 37 26 6c 6f 67 69 6e 6d 6f 64 65 36&y=7&l oginmode

00b0 3d 6e 6f 72 6d 61 6c =normal

0A_�\V]j��HR/ÛÚÔ��Äº$��©�\�"f:£¤&ñ
��s�àÔ\��ÐÕª������H�¦̀�	כ “promicu-
ous mode”�Ð Û¼m�iç
�̀¦ ô�Ç \Vs���. “id=target&pw=1234567” ÂÒì�r\�"f ��s�n�
�� “target”s��¦ J�Û¼0>×¼�� “1234567”e���̀¦ ~1�>� ·ú���èq Ãº e����. s�XO�1pw ~1�>�
Sniffings�÷&t�ëß�{9�ìøÍ&h���� Sniffing\��̧ô�Ç>���e����HX<,���Ð°ú �Ér)�ÚÔ(Hub)�©�
\� 0Au�ô�Ç r�Û¼%7�_� J�(�¶\� @/K�"fëß� ��0px�����H �.���s	כ 7£¤, °ú �Ér þj�0A “/BN
Ä»” W1àÔ0>ß¼\�"fëß� ��0px�����H >pws���. s��Qô�Ç ]j���&h��̀¦ �FG4�¤ô�Ç SNMP sniff-
ing�̧ �>rF�ô�Ç��.

6.4 B�Úr
d9c

Sniffer��H ���Ér K�(ç
Ú�¦\� q�K�"f q��§&h� �<H~1�>� ½̈½+É Ãº e��l� M:ë�H\�, ���Ér �Ðîß�
�©�_�0A+«>\�q�K�"f��ÅÒ �̧Ø�¦÷&#Qe���̀¦��0px$í
s�Z�}��.Õª�Ql�M:ë�H\�s�\�@/
ô�Ç @/Õþ��̀¦ 2[���H ��s	כ ���Ér ��\	כ q�K� ×�æ¹כ����¦ ½+É Ãº e����.

6.4.1 sniffing£�· #aÝ~�N� �ÐM� '�×ß��

{9�ìøÍ&h���� Sniffing�Ér W1àÔ0>ß¼ ��"é¶s� /BNÄ»÷&#Q e������H �©�S!�\�"f s�ÀÒ#Q�����.
s��Qô�Ç /BNÄ» ~½Ód���̀¦ ��Ë̈��� 7á§ �8 Sniffing�̀¦ #Q§>�>� ���H 8̈��â
Ü¼�Ð ���1� Ãº e��
��.s��8�Å	�̀¦]j#Q���H)�ÚÔ\�¦ Repeater Hub({9�ìøÍ&h�Ü¼�Ð)�ÚÔHub\�¦t�g�Aô�Ç��)
\�¦��6 x�t�·ú§�¦, Switching Hub({9�ìøÍ&h�Ü¼�ÐÛ¼0Au����¦Ô�¦o���H�x ��6¦̀�(	כ�
��� �)a��. s�XO�>� 8̈��â
�̀¦ ��Ë̈���, �̧��H J�(�¶s� �̧��H (��ÉÓ'�\� ��t� ·ú§�¦, Û¼0Au�
�� J�(�¶�̀¦ �Ð�¦ :£¤&ñ
  ñÛ¼àÔ\�ëß� �Ð?/>� �)a��.(Switchings����¦ ô�Ç��) �t�ëß�,
s���� 8̈��â
\� Z�~#��̧ ARP\�¦ s�6 xô�Ç Sniffings� ��0px���.

6.4.2 sniffing£�· q��ÐM� '�×ß�� : »ÇÔ¡õ�ª

Sniffing�̀¦ x�K�"f îß�����>� W1àÔ0>ß¼\�¦ s�6 x�l� 0Aô�Ç ���©� a%~�Ér ~½ÓZO��Ér ��� ñ
�o\�¦ s�6 xK� X<s�'�\�¦ �§8̈����H �.���s	כ Sniffing�̀¦ :�xK�"f 2[���$í
s� e����H "fq�
Û¼��H TELNET, HTTP, SNMP, POP, FTP, IMAP 1pxs� e����. s��Qô�Ç "fq�Û¼
[þt�Ér @/ÂÒì�r Z>����Ér õ�&ñ
\O�s� J�(�¶\�"f ���Ð q�x9���� ñ\�¦ {9�#Qèq Ãº e����. ���
 ñ�o\�¦ s�6 xK�"f X<s�'�:�x����̀¦ ���H @/³ð&h���� Ú�¦s� Secure Shell17s���. Secure

17Secure Shell�Ér SSH Communications Security\�"f ëß�[þt%3�t�ëß�, Õª �̀�W$í
Ü¼�Ð ���Ér Secure
Shell ½̈�&³[þts� �>rF����HX< Linux,BSD>�\P�\�"f æ¼s���H OpenSSHs� @/³ð&h�s���.
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Shell�Ér /BN>hv� �§8̈� ~½Ód��Ü¼�Ð "f!Qü<_� '�p�V,� ]X�5Åq\� ��6 x�)a��. Telnet�̀¦ ��
6 x��¦ e�������, "fq�Û¼\�¦ ×�æt���¦ Secure Shell�Ð ��½̈��H ��s	כ a%~��. Õªo��¦
Secure Shell�̀¦ s�6 x���� 0A\�"f \P�l�ô�Ç "fq�Û¼[þt�̀¦ '�V,�a�A18�̀¦ s�6 xK� îß�����

>� ��6 x½+É Ãº e����.
����� �©���A�\�¦ ½+ÉM:, ÚÔ��Äº$�_� �½Ó\� “HTTP://” @/���\� “HTTPS://”\�¦ �̂¦
Ãºe����H�â
Äº��e����.s���s	כ HTTP\�¦��� ñ�oK�"f:�x������H�s���.s���� ñ�o	כ
\���H Secure Socket Layer(SSL)s� s�6 x÷&��H �.���s	כ SSL�̀¦ s�6 xK�"f HTTP X<
s�'�\�¦ �̧¿º��� ñ�oK�"f���5Åxô�Ç������Ðîß�\����©�a%~�Ér~½ÓZO�s���xt�ëß�s���H5Åq�̧

�� B�Äº Ö¼o�Ù¼�Ð, ���7£xõ� °ú �Ér ×�æ¹כô�Ç ÂÒì�r\�ëß� s�6 x���H ��s	כ �Ý¶�©��)a��. SSL
�Ér HTTP\�¦ ��� ñ�o���H s�ü@\��̧ ���ª�ô�Ç "fq�Û¼\� @/K�"f�̧ ��� ñ�o\�¦ ]j/BNô�Ç
��.
E-mail�Ér ��ÅÒ æ¼�������H &h�\� q�K�"f î̈
ë�H(��� ñ�o�)at� ·ú§�Ér ë�H��\P�)Ü¼�Ð �Ð?/
t�Ù¼�Ð 2[���$í
�̀¦ ��t��¦ e����. Õª�QÙ¼�Ð ×�æ¹כô�Ç E-mail_� �â
Äº\���H /BN>hv� ���
 ñ�o ~½Ód���̀¦ s�6 xô�Ç PGP(Pretty Good Privacy)19\�¦ s�6 xK�"f �Ð?/�̧2�¤ ô�Ç��.

7 Denial of Service

DoS��H Deinal of Service_�������Ðô�Ç"î
<�Ê�Ér��Ãº_���6 x�������Ér��6 x��[þts�
r�Û¼%7� ��"é¶s��� network ��"é¶�̀¦ ��6 x½+É Ãº \O�>� 1lq&h�K�!Qo���H �©�S!��̀¦ ú́�ô�Ç��.
¢̧ô�Ç DoS��H �Ð:�x_� K�(ç
 ~½ÓZO�õ���H ²ú�o� root�Ý¶ô�Ç�̀¦ S\�1pq���H ��s	כ 3lq&h�s� ��
m��� r�Û¼%7�s� &ñ
�©�&h���� "fq�Û¼\�¦ ]j/BN½+É Ãº \O�>� ëß�×¼��H �	כ Õª 3lq&h�s� e����.
#�l�\�"f��H DoSü< DDoSÕªo��¦ DRDoS\� @/ô�Ç çß�éß�ô�Ç ���/åLõ� y��y��\� @/ô�Ç K�
���Õþ��̀¦ ¶ú�(R�:r��.

7.1 DoS

7.1.1 DoSî5�?

DoS /BN����̀¦ s�K���9��� TCP\� @/K�"f ���çß�_� t�d��s� ¹כ��9���. TCP��H net-
work_� serverü< client\�@/K�"f���©�&h����20 connection�̀¦ëß�[þt#Qï�r��.s�������
����̀¦ ëß�[þtl� 0AK�"f 3-way hand shakings�êøÍ ~½ÓZO��̀¦ ��6 x���HX< s� õ�&ñ
�Ér ��
6£§_� í�H"f�Ð s�ÀÒ#Q�����.

1. Client�� server\�>� SYN packet�̀¦ �Ð�·p��.

2. Server�� client\�>� SYN/ACK packet�̀¦ �Ð�·p��.

3. Client�� server\�>� ACK packet�̀¦ �Ð?/�¦ ������s� Òqt$í
�)a��.

s� õ�&ñ
_� 'Í	���P: éß�>��� t����¦ ����� serverAá¤\�"f��H clientü< :�x����l� 0A
K� X<s�'�\�¦ 0Aô�Ç !Q(�\�¦ ½+É{©���¦, :�x���\� ¹ô�Çכ��9 #��Q��t� &ñ
�Ð21\�¦ 0Aô�Ç /BN

çß��̀¦ SX��Ðô�Ç��. 7£¤, SYN packet�̀¦ ~ÃÎ�Ér �ëß�Ü¼�Ð	כ server_� {9�&ñ
|¾Ó_� “��"é¶”s�
½+É{©�÷&��H �.���s	כ

ëß����#Q�"����_�\�¦�������6 x���������_� IP\�¦5Åqs��¦22>�5ÅqK�"f SYN packet�̀¦
�Ð?/��� server��H>�5ÅqK�"f�������̀¦0Aô�Ç��"é¶�̀¦½+É{©�÷&�¦,÷&[�t�� �̧t�·ú§��H ACK

18tunneling, ssh]X�5Åq0A\�"f ���Ér "fq�Û¼�� s�ÀÒ#Qt�>� ���H �.���s	כ
19�ÃÐ�¦ http://www.pgpi.org
20Óüto�&h�Ü¼�Ð s�#Q4R e��t� ·ú§����� ������ ���̂�� $í
wn��t� ·ú§��H��
21remote host_� IP, port 1px1px
22IP\�¦ 5Åqs�t� ·ú§�¦ K��̧ ��0px�Ér �t�ëß�, K�{©� IP\�¦ }����H �ëß�Ü¼�Ð	כ DoS\�¦ }���̀¦ Ãº e��l� M:ë�H\�
Z>� _�p�\O���H /BN���s� �)a��
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packet\� @/K�"f��H ×�æçß�\� SYN/ACK packets� lost�)a �Ü¼�Ð	כ Òqty����¦ ��r�
SYN/ACK�̀¦ �Ð�·p��23. s� ��s	כ SYN flood24���¦ Ô�¦o�Äº��H �&³�©�Ü¼�Ð, Z>��Ð ��
ØÔt� ·ú§�Ér ô�Ç >h_� (��ÉÓ'�\�"f�̧ @/6 x|¾Ó_� "f!Q�� "fq�Û¼\�¦ ]j/BN½+É Ãº \O�>� ëß�

[þt Ãº e����H ~½ÓZO�s���.

7.1.2 DoSÐM� #aé��N� Ç̧Ð£�· ¿�ê�>��?

�&³F���H SYN cookies����H ~½ÓZO�s� ��6 x÷&�¦ e����. SYN cookie��H �&³F� FreeBSD
ü< Linux25\� l��:r&h�Ü¼�Ð �í�<Ê÷&#Q e����. s� Ú�¦\�"f��H SYNs� [þt#Q�:r �¦̀�	כ Z>�
�̧�Ð �'ao���¦(7£¤ ��"é¶�̀¦ ½+É{©��t� ·ú§�¦), ACK��t� ~ÃÎ>� ÷&%3��̀¦ M:�� q��Ð"f
�Ö̧$í
�o r������. Õªo��¦ ���_�&h���� ��6 x���� ACK��$� �̧���K�"f �Ð?/��H �¦̀�	כ }��
l�0AK� SYN/ACK�̀¦�ÐèqM:_� sequence number\�¦ SYN_� IP, port,r�çß�\�@/
ô�Ç {9�~½Ó�¾Ó hash�Ð ëß�[þt#Q"f ���_�&h���� ��6 x���� Ä»ò́ô�Ç ACK�̀¦ ÆÒ8£¤½+É Ãº \O�>�
ëß���H��.

7.2 DDoS

DDoS26\���H DoSü<��H ���Ér l�ZO�s� ��6 x�)a��. 0A\�"f [O�"î
�)a DoS�� network_�
@/%i�;�¤õ���H�©��'a\O�s� SYN flood\�¦s�6 xK�"f"f!Q_���"é¶�̀¦�¦°ú�r�(�������, DDoS
��H p�o� ï�rq��)a zombie27\�¦ s�6 x�#�, #��Q >h_� network �̧×¼\�"f “@/|¾Ó”_�
packet�̀¦ �Ð?/#Q 3lq³ð server/network_� @/%i�;�¤�̀¦ @/ÂÒì�r &h�Ä»K�"f {9�ìøÍ&h����
��6 x���� "fq�Û¼\�¦ ]j/BN~ÃÎ�̀¦ Ãº \O�>� ëß�×¼��H �.���s	כ

7.3 DRDoS

DRDoS28��H�8¹¡¤µ1Ï����)a+þAI�_� DDoS�Ð TCP_� 3-way hand shaking�̀¦s�6 xô�Ç
��. Äº��� /BN����̀¦ ��9��H host\�"f��H network\� ú̧� ������÷&#Q e����H server\� �����
_� ÅÒ�è\�¦ /BN�����9��H 3lq³ð "f!Q_� ÅÒ�è�Ð 5Åq#�"f SYN�̀¦ �Ð�·p��. SYN�̀¦ ~ÃÎ�Ér
server��H3lq³ð"f!Q\�>� SYN/ACK�̀¦�Ð?/>��)a��.Õª���X<ëß����s���� SYN/ACK
s� %3�'õA��>� ú́§�Ér Ãº�� �̧>� �)a�����, network ��"é¶�̀¦ �� �è�̧K�!Q�9"f, &ñ
�©�&h�
��� "fq�Û¼\�¦ Ãº'��½+É Ãº \O�>� �)a��.

¢̧ô�Çs����+þAI�_�/BN����Ér SYN�̀¦ network\� ú̧�������÷&#Qe����H internet_� core
router[þts��� yahoo 1px_� ú̧� ·ú��94R e����H host[þt\�>� >�5Åq&h�Ü¼�Ð �Ðèq �â
Äº, Õª
server[þt\�"f���Ér5Åq�̧�Ð SYN/ACK�̀¦�Ð?/�̧l�M:ë�H\�3lq³ð���)a server��Hd��
y��ô�Ç �©�E�\� ��|9� Ãº µ1Ú\� \O���. Õªo��¦ /BN���_� @/�©�s� |̈c Ãº e����H port��H {9�ìøÍ
&h�Ü¼�Ð ��6 x÷&��H �̧��H TCP port{9� Ãº e��l� M:ë�H\�29, çß�éß��>� }���̀¦ Ãº e����H
~½ÓZO��̧ \O���.

23Óüt�:r 0A�̧�)a IP�� z�́�>r���H host_� �������s�%3	כ ��l� ��s	כ ��m�����H �r����̀¦ �Ð?/�̧��xt�ëß�

random�>� Òqt$í
�)a IPÅÒ�è�� z�́�>r���H host_� ��9}	כ SX�Ò�¦�Ér B�Äº �����
24s� ü@\��̧ pings��� @/6 x|¾Ó_� Bj{9��̀¦ s�6 xK�"f flood\�¦ µ1ÏÒqtr�v���H ~½ÓZO��̧ e����
25Linux\�"f��H echo 1 > /proc/sys/net/ipv4/tcp syncookies \�¦ K�1>�� �Ö̧$í
�o�)a��.
26Distributed Deinal of Service
27���_�&h���� ��6 x��_� �̧&ñ
\� ���� t�&ñ
�)a "f!Q�� networkÜ¼�Ð @/|¾Ó_� packet�̀¦ �Ð?/l� 0Aô�Ç áÔ
�ÐÕªÏþ�

28Distributed Reflection DoS
29Reflections� {9�#Q����H server(7£¤ SYN�̀¦ ~ÃÎ�Ér server)\� \P��9e����H �̧��H port\�¦ ��6 x½+É Ãº e��
��
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s����7áxÀÓ_�/BN����Ér#Qb�G>�}���̀¦Ãºe���̀¦��?Äº��� server8£¤\�"f��HZ�}�Ér��� ñ
@/_� port\�¦ ���ÂÒ Áºr��>� ëß���H��30. éß� server\� ����"f��H server_� %i�½+Éëß� Ãº
'�����H ��s	כ ��m��� client�� ÷&��H �â
Äº31�̧ e��Ü¼Ù¼�Ð s���� �â
Äº\� ���Ér [O�&ñ
�Ér

���Ð K�1>��½+É �.���s	כ

8 Spoofing

Spoofing�Ér Õª éß�#Q�� >pw���H ��%�!3�, /BN������� /BN���@/�©�\� �����s� ���ø@���H
r�Û¼%7���� ��3!�%	כ 5Åqs���H �¦̀�	כ ú́�ô�Ç��. s���H TCP/IP_� ½̈�̧&h���� 2[���&h��̀¦ s�
6 xô�Ç �Ü¼�Ð	כ Kevin Mitnicks� %�6£§Ü¼�Ð ��6 xÙþ¡��. Spoofing�̀¦ $í
/BN&h�s�>� Ãº'��
��9��� Õª l�Õütëß��pus��� î�rs� ����1>�����H K�(ç
 l�ZO�s���. Spoofing\���H IP
Spoofing, ARP Spoofing, DNS Spoofings� e����HX<, #�l�"f��H ���©� F�g#3�0A�>�
æ¼{9� Ãº e����H IP Spoofing\�ëß� |9�×�æ�̀¦ ��̧2�¤ ���x��.

8.1 TCP/IP Connection

Spoofing�Ér TCP/IP_�2[���&h��̀¦s�6 xô�Ç��s�Ù¼�Ð,s�\�¦s�K	כ��9������$� TCP/IP
\�@/ô�Çs�K������'��÷&#Q��ô�Ç��. TCP/IP��H�&³F�W1àÔ0>ß¼áÔ�Ð�Ðc+t×�æ\�³ðï�r
Ü¼�Ð ��o� ú̧�)�e����. 5>h_� >�8£x(Application,Transport, Network, Link, Physi-
cal)Ü¼�Ð X<s�'� �§8̈�_� ÆÒ�©��o\�¦ ]j/BN�#� �<H~1�>� >hµ1Ï��[þts� W1àÔ0>ß¼\�¦ s�
6 x½+É Ãº e��>� K�ï�r��.

source port destination port
sequence number

acknowledgement number
header length reserved code bits window size

checksum urgent offset
options (if any)
data (if any)

...

TCP\�"f ¿º r�Û¼%7�çß�\� ������s� s�ÀÒ#Q|9� �â
Äº\� ·ú¡\�"f ·ú����:r ��õ	כ °ú s�
3-way hand shakings�����H ~½ÓZO��̀¦ ��6 x���HX< 7á§ �8 ��[j�>� ·ú����Ð��x��.

A ⇒ SYN Seq:1500 ack:– ⇒ B
A ⇐ SYN + ACK Seq:1300 ack:1501 ⇐ B
A ⇒ ACK Seq:1501 ack:1301 ⇒ B

#�l�"f “A”�� ]X�5Åq�̀¦ r��̧���H  ñÛ¼àÔs��¦. “B”�� ]X�5Åq�̀¦ ~ÃÎ��[þts���H  ñÛ¼
àÔs���. ���$� A�� B\�>� ]X�5Åq�̀¦ r��̧ô�Ç����H “SYN” bitü< �&³F� �Ð?/��H J�(�¶
_� í�H"f\�¦ ����?/��H Seqence Number\�¦ °ú s� �Ð�·p��. s�\�¦ ~ÃÎ�Ér “B”��H ·ú���[þt
%3�����H >pw_� “ACK”õ� “SYN”, Õªo��¦ Sequence Number, “A”�ÐÂÒ'� ��6£§\�
~ÃÎ�̀¦ J�(�¶_� Sequence Number��� Acknowledgement Number\�¦ �í�<Ê���H J�(�¶
Ü¼�Ð 6£x²ú�ô�Ç��. s�\� “A”��H “ACK”Ü¼�Ð 6£x²ú���¦ ]X�5Åqõ�&ñ
s� =åQ����H �.���s	כ
Initial Sequence Number(ISN)����H ��s	כ e����HX< s���H y�� r�Û¼%7�s� %�6£§Ü¼�Ð �Ð
�·p Sequence Numbers���. #�l�\�"f��H “A”_� ISN�Ér 'Í	���P: õ�&ñ
\�"f ‘1500’Ü¼
�Ð �������¦ , “B”_� ISN�Ér ¿º���P: õ�&ñ
\�"f ‘1300’Ü¼�Ð ����èß���.

30���_�&h���� ��6 x���� SYN�̀¦ �Ðèq M:\���H Z�}�Ér ��� ñ @/_� port\�¦ ��6 x�l� M:ë�H\�(clients�Ù¼
�Ð), SYN/ACKs� [þt#Q�̧��H port��H Z�}�Ér ��� ñs���

31\V : SMTP server\�"f Bj{9��̀¦ ��4R�̧��H R/Û "f!Q
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8.2 Spoofing�+ xjSh�

Spoofings� {9�#Q��l� 0Aô�Ç ��&ñ
�Ér ���$� 5Åqs�l� 0Aô�Ç ¿º r�Û¼%7�s� ¹כ��9��¦,
Õª ×�æ ô�Ç r�Û¼%7�s� ���Ér r�Û¼%7��̀¦ :£¤Z>�y� ���ø@��¦ e��#Q�� ô�Ç��. \V\�¦ [þt���
rsh, rloginõ� °ú �Ér Berkeley r-Utility[þts� [O�&ñ
÷&#Q e����H �s���.32	כ ���$� 5Åq#�
"f÷&�¦�����H@/�©��̀¦ “bleu”���¦��¦,5Åqs���H @/�©��̀¦ “rei”���¦���x��.���$�
“bleu”\�¦ DoS(Denial of Service)�Ð Õª l�0px�Ér ��q�r�v��¦, “rei”\� TCP Con-
nection_� 'Í	���P: éß�>���� “SYN”J�(�¶�̀¦ �Ð?/"f �������̀¦ .��õAô�Ç'¹כ s�M: IP��H
“bleu”_� �Ü¼�Ð	כ ��7
"f �Ð�·p��. “rei”��H “bleu”\�"f J�(�¶s� �:r×�¦ ·ú��¦ “SYN +
ACK” J�(�¶�̀¦ “rei”\� �Ð?/t�ëß� DoS�Ð ��q�÷&#Q"f ~ÃÎt� 3lwô�Ç��. s�]j “rei”\�
��r� “ACK”J�(�¶�̀¦ �Ð?/"f 5Åqs�>� �)a��. Õª���X< #�l�"f Spoofings� ~1�>� {9�#Q
±ú� Ãº \O���H &h��̀¦ µ1Ï|
��>� �)a��. ��t�}��\� “rei”\� J�(�¶�̀¦ �ÐèqM:, J�(�¶_� Ac-
knowledgement Number\�¦ �<H~1�>� &h��̀¦ Ãº \O�����H &h�s���. 7£¤. “rei”�� “bleu”\�
�Ð�·p J�(�¶_� Sequence Number\�¦ ·ú���?/l� jËµ[þt����H &h�s���. Sqeunce Num-
ber\�¦ ·ú���?/��H ~½ÓZO��Ér Network\�¦ �'a¹1Ï����"f \V8£¤���H ��s	כ ÅÒ�Ð æ¼�����.33

s�Êê\� “bleu”ü< “rei”_� ���ø@�'a>�\�¦ s�6 xK�"f r�Û¼%7�\� gË>{9����H �s���.34	כ

8.3 7�d9c

Spoofing�Ér ��H�:r&h�Ü¼�Ð TCP/IP_� 2[���&h��̀¦ s�6 x�l� M:ë�H\� Äºo��� TCP/IP
s�ü@_� áÔ�Ð�Ðc+t�̀¦ ��6 x���H ô�Ç >�5Åq 0A+«>\� �̧Ø�¦÷&#Q e���̀¦ Ãº µ1Ú\� \O���. ¢-a
#4��>� x�½+É Ãº��H \O�t�ëß� Spoofing�̀¦ #Q§>�>� ½+É Ãº��H e����.

8.3.1 gCÉÙUc"� �ïÐM� A��=Ç̧Ðe�

?/ÂÒ}©��̀¦ ��������¦ e����H ��Äº'��� Û¼0Au� YU6\�\�"f ü@ÂÒ\�"f �̧��H J�(�¶s� ?/

ÂÒ_� IP\�¦ ��t��¦ e����H �â
Äº :�xõ�r�v�t� ·ú§��H ~½ÓZO��̧ e����. s�XO� �â
Äº ���ø@�
��H  ñÛ¼àÔ��H "f�Ð °ú �Ér ?/ÂÒ}©�îß�\�"f 0Au���̧2�¤ ���H ��s	כ a%~��. s��Qô�Ç ~½Ód��
�Ér @/ÂÒì�r_� Spoofing�̀¦ ~½Ót�½+É Ãº e��t�ëß�, K�&��� ?/ÂÒ}©� îß�\� �>rF�ô�Ç����� Áº
6 xt�Óüts� |̈c �.���s	כ

8.3.2 �5�o«כ� '�×ÐÏ�£�· l�£� ø5� "�j�â«

?/ÂÒ}©�\�"f�̧ Spoofing�̀¦ }��l�0Aô�Ç ~½ÓZO�s� ¹כ��9���. s���H ·ú¡"f sniffingÂÒì�r\�
"f�̧ ���/åLô�Ç ��õ	כ °ú s� ��� ñ�o�)a X<s�'� �§8̈�s� .��¹ô�Çכ��9 Õª�Q�� Äºo���H :£¤Z>�
y� Berkeley r-Utilityü< °ú �Ér ��� ñ\O�s� ���Ér r�Û¼%7�\� ]X���HK���½+É �©�S!�\� %�½+É
Ãº�̧ e����.35 Õª�Q�� Berkeley r-Utility��H 2[���&h�s� ì�r"î
K�"f ]X�@/ æ¼t� ú́�����
½+É "fq�Û¼ ×�æ\� ���s���. s�M:��H Secure Shell_� v����7£x~½Ód��s� ���_� @/îß�s�
|̈c Ãº e���̀¦ �s���.36	כ

bash$ ssh-keygen -t dsa
�Ér§¹7£כ32 Berkeley r-Utilityü< °ú �Ér �þt�Ér]	כ �Ðîß��©�_� ë�H]j�Ð ú̧� æ¼s�t� ·ú§��H��. Õª�QÙ¼�Ð ���Ér
K�(ç
l�ZO�õ� 4�¤½+Ë&h�Ü¼�Ð æ¼s���H �â
Äº�� ú́§��.

33Sequence Number��H OS\� ���� SYN J�(�¶�̀¦ ~ÃÎ�̀¦ M:���� 64000m�� 7£x�����H �â
Äº, r�çß�\� q�
YVK�"f 7£x�����H �â
Äº, Áº���0A�Ð Òqt$í
���H �â
Äº�� e����.

34Berkeley r-Utility�� ��0pxô�Ç �â
Äº, echo ′+ +′ >/.rhostsõ� °ú s� �̧��H  ñÛ¼àÔ�ÐÂÒ'� rlogins�
��0px�>� [O�&ñ
���H ~½ÓZO�s� e����.

35Clusteringõ� °ú s�, ô�Ç r�Û¼%7�\�"f ����̂ r�Û¼%7��̀¦ �'ao�½+É M: ��� ñ\O�s� ]X���H���H ~½ÓZO�s� ¹כ��9
���

36Berkeley r-Utilityü< ��_� °ú s�  ñÛ¼àÔ l�ìøÍ_� ���7£x~½Ód���̧ �>rF�ô�Ç��. �

t�ëß� OpenSSH\�"f z�́]j�Ð ½̈�&³ ��0pxs� Ô�¦SX�z�́K�"f Òqt|ÄÌ�%i���. �ÃÐ�̧ :
http://www.ssh.com/support/documentation/online/ssh/adminguide/31/Host-
Based Authentication.html
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Enter file in which to save the key (/home/reca/.ssh/id dsa): v��� $��©�|̈c �â

�Ð\�¦ ¶n|��H �>���X	כ <ENTER>.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
��� ñ\�¦ {9�§4��t� ·ú§�¦ <ENTER>\�¦ {9�§4�ô�Ç��.
bash$ scp id dsa.pub rei:.ssh/authorized keys2
���7£xv�\�¦ 4�¤��ô�Ç��. ‘rei’��H ]X�5Åq��¦�� ���H @/�©�
bash$ ssh rei
s�]j ��� ñ\O�s� �ÐÕª����)a��.

çß�éß��>� ssh2 áÔ�Ð�Ðc+t�̀¦ s�6 xô�Ç [O�&ñ
�̀¦ ·ú����Ð��¤��. ��� ñ\�¦ /BNÑþ�Ü¼�Ð ¿º���
¶n|t� ·ú§��H &h��̀¦ s�6 x�#� Berkeley r-Utility_� l�0px�̀¦ ?/�¦ e����.37 s�XO�>� ����
Spoofing\���H éß�í�Hy� ISN(Initial Sequence Number)ëß� ÆÒ8£¤K��� ���H ��s	כ ��
m��� Secure Shell_� :�x����©�_� X<s�'��̧ ·ú����� �Ù¼�Ð Spoofing_� SX�Ò�¦�Ér �&³$�
�>� b��#Q�����. ���Ér ~½Ód���̀¦ "é¶ô�Ç����� Kerberos38\�¦ ·ú����Ð�̧2�¤ ô�Ç��.

8.3.3 ò5Ñ¦�>ø5� OS��£� �e�

#�l�"f îß����ô�Ç OS\�¦ ��6 xô�Ç����H ��Ér	כ Initial Sequnce Number(ISN)\�¦ ÆÒ8£¤�
l� #Q§>�>� Òqt$í
���H OS\�¦ ú́�ô�Ç��. ÆÒ8£¤�l� #Q�9î�r ISNs�����H ��Ér	כ Áº���0A�Ð
ISN\�¦Òqt$í
���H�.����s����¦½+ÉÃºe	כ OS\�¦ëß�×¼��H8£¤\�"f�̧ s�_�×�æ¹$כí
�̀¦���
d��K�"f &h�&h� ‘SYN’�̀¦ ~ÃÎ�̀¦ M:���� 64000m�� 7£x��r�v����� r�çß�\� q�YVK�"f 7£x
��r�v���H"º	±ú�_�~½Ód��\�"fÁº���0A�ÐÒqt$í
���H~½Ód��39Ü¼�Ð��7�¦e����.s�XO�>�
���� ISN\�¦ÆÒ8£¤�l�#Q�9Äº4R"f Snoofing\��Ð��îß����K������.��6£§�ÉrÅÒ¹כ OS
Z>� ISN Òqt$í
 ~½ÓZO�s���.40

FreeBSD FreeBSD 4.3-RELEASEs�Êê\� OpenBSD 2.8_� ·ú��¦o�7£§�̀¦ G�×þ��<Ê
Ü¼�Ð"f e��_��Ð ISN�̀¦ Òqt$í
ô�Ç��.

AIX AIX 4s�Êê !Q���ÂÒ'� e��_��Ð ISN�̀¦ Òqt$í
ô�Ç��.

Linux Linux Kernel 2.x@/��H RFC 1948�̀¦ ½̈�&³ô�Ç��.

IRIX IRIX 6.5.3 s�Êê !Q���ÂÒ'� RFC 1948(ISNe��_�Òqt$í
³ðï�r)õ� MD5\�¦ ½̈�&³
�%i���. Õª�Q�� l��:rÜ¼�Ð s�6 x�t� ·ú§��H��. s�6 x�l� 0AK�"f��H root�Ð ��
6£§�̀¦ z�́'��r������.
# /usr/sbin/systune -b tcpiss md5 1

Solaris SunOS 2.6ÂÒ'� RFC 1948�̀¦&h�6 x��¦e��t�ëß�l��:rÜ¼�Ð&h�6 x÷&t�·ú§��H
��(l��:r�Ér���̂·ú��¦o�7£§�̀¦s�6 xô�Ç ISNe��_�Òqt$í
s���)./etc/default/inetinit_�
TCP STRONG ISS�� l��:r&h�Ü¼�Ð 1�Ð [O�&ñ
÷&#Q e��t�ëß� 2�Ð ��Ë̈��� RFC
1948d�� ISN e��_�Òqt$í
�̀¦ ��6 x½+É Ãº e����.

37��� ñ\�¦ /BNÑþ�Ü¼�Ð ¿º��H ��Ér	כ �̧d��K��� ô�Ç��. ���Ér 2[���&h��̀¦ s�6 xK� K�&��� r�Û¼%7�\� gË>{9�Ùþ¡�̀¦
M:, ���Ér r�Û¼%7�Ü¼�Ð ~1�>� ]X���H���H µ1ÏóøÍ�̀¦ ]j/BNK� ÅÒl� M:ë�Hs���.

38���7£x"f!Q\�¦ ¿º�¦ ô�Ç��� ~ÃÎ�Ér ���7£xÜ¼�Ð {9�&ñ
r�çß�1lxîß� F��ÐÕª��� \O�s� Kerberos\� �í�<Ê�)a r�Û¼
%7�[þt\� ]X���H½+É Ãº e����. �ÃÐ�̧:http://web.mit.edu/kerberos/www/

39pseudo-random number generators(PRNGs)
40e��_��Ð ISN�̀¦ Òqt$í
½+É �â
Äº y�� OSZ>� ½̈�&³s� �>rF���¦ RFC 1948\�¦ ���Ér ½̈�&³s� �>rF����HX<,
Êê���� {9�ìøÍ&h�Ü¼�Ð 7á§ �8 ¢-a���ô�Ç e��_� Òqt$í
\� ��¾ú���. ��[jô�Ç ���½Ó�Ér RFCë�H"f\�¦ �ÃÐ�̧�l�\�¦ ��
êøÍ��.
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9 ª5k£�̧K±Ó

t��FK��t� K�(ç
 l�ZO�õ� ��l�\� @/6£x���H �Ðîß� ~½Óîß�\� @/K�"f ·ú����Ð��¤��. ·ú���
�:r K�(ç
 l�ZO��Ér Social Engineering, Buffer Overflow, Sniffing, Denial of Service,
Spoofings���. ��z�́ K�(ç
 l�ZO��Ér #�l�\�"f �è>hô�Ç ~½ÓZO��Ð�� ú́§t�ëß�, #�l�"f �è
>hô�Ç K�(ç
 l�ZO�s� �&³F� ���©� V,�o� æ¼s���H �¦����s	כ ½+É Ãº e����. r�Û¼%7� �'ao���
[þt�ÉrK�&�[þt_�l�Õüt�̀¦s�K��<ÊÜ¼�Ð"f#Qb�G>������_�r�Û¼%7�s��8¹¡¤îß�����>����

1lx½+É Ãº e����Ht�\� @/K�"f Òqty��K� �̂¦ Ãº e���̀¦ �.���s	כ ��z�́ s� ë�H"f\�"f �è>hô�Ç
�Ðîß�@/Õþ��̀¦ ��6 x��9��� )¹1Þ�̀¦ Ãº�̧ e���¦, ¢̧ ÆÒ�©�&h���� @/Õþ��̧ ¢̧ô�Ç e��#Q ~1�>�
&h�6 x½+É Ãº \O��̀¦ Ãº�̧ e��t�ëß�, ���m�� ·ú����Ð�¦ ���� &h�&h� �8 éß�éß�ô�Ç r�Û¼%7��̀¦
ëß�[þtÃºe���̀¦�
Ê����Hs�ë�H"f\�"fK�(ç�s���.<	כl�ZO��̀¦�è>h�<ÊÜ¼�Ð"f�Ðîß�\�K�
���)a���¦Òqty��½+Ét��̧ �̧ØÔ��,/åJ�̀¦��u����"f%�6£§/åJ�̀¦/ú��̀¦M:_���6£§�Ér����<Ê
s� \O���. s� ë�H"f�� r�Û¼%7� �Ðîß�\� #QÖ¼ &ñ
�̧���̧ �̧¹¡§s� ÷&%3������ �9�����H Õª
�Ü¼�Ð	כ ëß�7á¤½+É �.���s	כ
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