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Date: Fri, 28 Sep 2001 09:46:16 +1000 (EST)

From: AusCERT Probe Reporter <probe-reply@auscert.org.au>
Reply-To: probe-reply @auscert.org.au

To: cert@cert.certcc.or.kr, abuse@abcd.co.kr

CC: auscert@auscert.org.au

Hi,

Subject: (AUSCERT#32978) Possible unauthorised connection attempts +from+ your site

I am a member of the Australian Computer Emergency Response Team (AusCERT).
AusCERT provides technical information and liaison for computer security incidents within Australia and MNew
Zealand. AusCERT provides services similar to the CERT Coordination Center that you may be familiar with.

We have received a report of unauthorised connection attempts from your site.

If you are not the correct

person to be dealing with this incident, could you please contact the appropriate person with the details and
inform us.

Please find the original message enclosed at the end of this email.

SOUMCE: XXX.XXx.245.12
port: tcp 111
timezone: GMT+0000

Logs:
Name:
20010927T045752 tcp
20010927T045801 tcp
20010927T045806 tcp
20010927T045807 tcp
20010927T045812 tcp
20010927T045813 tcp
20010927T045826 tcp
20010927T045827 tcp
20010927T045827 tcp

20010927T045829 tcp
20010927T045830 tcp
20010927T045837 tcp
20010927T045907 tcp

VOOV WV W VY Y WY VY Y Y Y Y Y Y Y

(Zulu Time)

XXX—x¥xx—245-12.rev.abed.co.kr

XXX XXX.245.12:4956 —>
XK XXX.245.12:1311 —>
XK XXX.245.12:1346 —>
XXX XXX.245.12:4157 —>
XXX XXX.245.12:1663 —>
XHKXXX.245.12:4300 —>
XXX XXX.245.12:3060 —>
XXX XXX.245.12:3523 —>
XXX XXX.245.12:3905 —>

XXX XXK.245.12:4942 —>
XXX XXX.245.12:3064 —>
XXX XXX.245.12:2405 —>
XXX XXX.245.12:4388 —>

XX XXX.216.47:111
XK XXX.223.34:111
XK xxx.230.238:111
XK XXK.234.227:111
XK XXK.238.197:111
XHHXXX.243.6:111
XK Xxx.6.200:111
X0 7.10:111
UK XK T8 11

XXX X% 10.203:111
XXX 13193111
XX 19.0:111
XXX XXX.DB.36:111
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H 2! Skills

- Communication
(written/Oral)

- Problem solving

- Team interactions

At CH S Skills

- Time management

ALUS

- Team Policy/Procedure
- Communcation

- Incident analysis

- Recording

- Tracking Informatioxg

Jl& Skill ol i
5 BT = = Skills 2 Skills
- Security principles
- Risks analysis - Presentation
- Vulnerability - Leadership
- Network protocol - Expert Technology
- Security/Virus Issue - Programming skill
- Application
(08 5) AHDUS 19 Xt&
MIUE 2 MSEQ Jl=8 F0F OtLlct OIS 20| |Es Hel2H s85 R7PEC
- HEet 40| SAHL, AEYAZE 20 YHU s EF 220/ Erder gt
S & 4 U= Ay
- OE 8olU 22X 888 AN, 20 et 55
- HEOIL I & UE JI2ue E5 s
- AU BE O2E S
- XN&Fe s 9k
- AEYAS YR 258 AY 5
- 8 gR8X
-8 84 SFE NE=+ Ue 37
- 55 23Fote HE
- MZ22 &Z0lM 2880 MIAXHEE fIst 2HHZE s
- 29 24 =9AE 2 = U= A2 H2 =¥
Jl=&ol SHNAM 2 MD ™MelitesE JI=H0 J1&2 Olaiet Jfele O M4l JI=
£ SO0k ot=0l, Oteh= MIOM2I X HF00E JI=Hel @AS0I0

HERI Z2&EZ2(IP, ICMP, TCP, UDP)

HERID JIgt 2A(2tE, DNS, HZAH)

HESIZ 882208, MUlA 2eE T2 &3(SMTP, HTTP, FTP, TELNET)
JiE 2o EH
ZFEY UERT A
PoF Fofd ) 2 E

% 9/

(=
2A(IP =012, ALIHSE FFE HHol21A)
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- HERD 2o OlHF(FUXNSHAALE 2 AL Y)
- 25 JlzE, dUAME, offisl 2102S
- NEX2 AIAE 22Xt SHO SAE AIAH KM, IHXI)

252 AN A ZX

CSIRTUIA FZ2ot=s d22 Sd =20 M== S22 A2 = Uits S0
st S8t EXt SQotlh. M22 E32 &0II20M 2+ HE E&E 28 ASh &
M CSIRTSl Het S0t 2R06tCh. CSIRTS s2AAs EESHFH UERID 220 2E
OhAietel HHAE Zstt. CSIRT &2 EIA 2Ad EAEXIe OE CSIRT 83122
X SO0 & HOICH EIAL 22X = OteiAtgtES Z8etlt

- IHARE B 3E
- SclAHel 2oF ZHlet CHE DI gtE (e, SS01, WA FHI)
- J| Bt
- A 28 &
- EIARS =XIARE =X
- CSIRT &% 2@ XA s
- e g5 X IS
253 83 uUx

88 uses ME2 B30l 12 HRE +dot)| floll 2K J=2 sSotHL E&
el 2ES ?ist g Zatt ME2 Jlslt SZN2 ZEs Iote dHEHEQ Ji=gd
= Flol 2ottt B2 MdMHY WssS JESE [ E MM LeHAQ Ji=208 Ol
2 889 Sdatel Jless FEok=s A0l SRollh

S0 OteHol EH=E &=01 £ = 010F SHCY.

- ME2e Jls wd
- W g 3D ER

- BYIIEO OlaY Al
- B MOIES S

- ADEH

- ADIIZ |]X

- g =3

- 99 RS BOY ZHE

ZE0| St CSIRT E32 %X 21, 2=5 HIMCH JdHA AlZtSs SAoiA 8ok,
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3. CERTE0A HE5= AUlA

=]

e |
=1 S

SHE N3

50l 0F o= AHIA

MY KA HLS 0/51H 6171 IGH CSIRTE S=o| @istst Ho|Jb ZR5tCH AMD
Seo R A8 SN M2t MZE 0 6ts MHIAS CI2 4 ghof Qich [E1]2 A
noSeel SHEHol MetAl MI2E 010 st AHIASS Holstn UCH
CSIRT &l 21 2 (Mission) JHs Bt ADHS AH[A 25X
- M7 e CSIRTelel =X7|52 E£5t0]
HEE AlDCHSS X7 9 72
Mol x|€S MZsct,
2 CSRTSS mmx cmg| o o= ASEC
2H =N ~AMDHSHES £5101 A Lojutn ¢
£5l0f HEE Hob 93S Mo i )
ME] ] Hub AR Aol Zelxte| 9HS Ao
3l XAl HO|AZ B St
T J|axol AMAMEES LA stEic A
olXte| g|sio chsl EHx|, ofwt =2E
+ 9le HEE otec)
HFEE| 2ot ol st 2Ib oF|-sHT RIloflM BHAIE|= Z{FEE| 5 OMALTIO|
2ty ofEte XSt s 27H oiEt 7|ax x|YS XMBsich
27b &l |of AlAHOIM 2ASHL 2EIH-F kR0l e EHX| ofu =0 s
Sl= AlDES Zo|TA ote Y| Jlamel MEE X Iic
2= Jpzlc, ~=y} W Fey|mo| od2td odEe sich
oo |PAEOVI H&E Sish oiMal-HRE Hoim ies S lENUs
HEZ=
o [EEE HBRCH M B3k
HiA
o g |RAES TRE Somimel mel-usva elmelel wols wal Eot
I_T'_
ST lslol ot ti2e mMEsich  |-27t ElSo| ety ofste fesic)
~xotH S0 25y 9E Jlaxel x|
S X ZstD CSIRTS™ #2{stod Atno|
T 22K |sie ®MZo| Horg JiAl st 2= golg EAsC)
—FobH e W YD MRS WS o
Sof chct
_Jleduie] AlAEES S Ba|XI} ALRXE
Jledel MEolmale| Hote ZaH Sol AlDOS ME AEte $ssict
Jled |stm Aol HME WSS £-AlD A|AHS Z2|A|7|T AUt 9
Mol 9|82 | 4stsich oz HE 2357 98 on-site 7|&X|
ele ®Zsich
[ 1] ADUSE HEHO OE MHIAC 2
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MIHSEUAM HE5es MblA= A SFIHAE Us £ ACH H B MHlA= AAIZ
OS2 MZ2EH0F2 6t MHIAZM "AlDHE(Incident Response)" AMHIAQICH 0l AR
HSEUAM BIEA MS3ZO0F ot MBIAOICH tHlilH MblA= "AtE 2 &(Proactive
Activities)'22M Ol LE AILUSEUAM BIEA HBd =& ZR= QCH, o=l Ji=
A0l Met dsxoz Ha3g =5 UL

_,_

ADUE" MblA=s dEEC=2 AL 2IZES F=ol0 UE AMIAUESEOIL ISPS E£=
CIE AMOIESH 836t 0 ALDE XIZols EFctd & % UCH £8, AHLE g8 A
OIEIJL S5+ = UAES s Y25 "AMAUS" ABIANH 52 == UAXLE 0] E£8t 2=
AMIHSEMA BLEAl 28 A2 0L JEH0ITH

Sote 52 FEHMS AHlA
_C'I_

b OI101 S == UCH

MIHSEUHAM HEEH0F ol MEIAZE & H HES o6t "MIAUS" MblANH=E &<

(triage), AtZ(incident) JIs22 Us = U1, "MA "0l L& (announcement)et Tl

CHi(feedback) JIs2Z L= == QUCH S CSIRT €& (A8 3t &2 Jls &A%

XotAEH 2 JIs8 Fed J/HM= &Yol O = UL 0l1He XN0IES ALUSE
=

el
o Xt=, Jtsst 820, &=

[y

Report/Request

@ < > (_Feedback

' Requester(s)
Site(s) Press Office
CSIRT(s) [ A ~ Management
Expert(s) Announcement

. o i EHX Ol A

(02 3) AFDHEE 0l ME6t= MHIA 2
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oeto] ot 3 AdssS [ &B6tL, IR MBlAS Rl E0=e E22 &=(accepting),
==& (collecting), &8, MEol= JIs=2 MBSCL Tracking HEJF M8 AH0 2YE
Ct. triage JIS2 SAHER, HE, T= AXIBE S 22 FIOHEQ BT SESHCH
0l JIse SH= IR AMHIAY RE HE= U8 NS MHIA WHIAM XMel=2l <I6k
email, fax, x*e} SE S T4 Ul A2L10] HYsH IS Sole A2 E&G6= 20ICH
triage Jlss A&z, OE SHAHUNA 22 22 SdAI|=0 82 2 = US
=G0l =Y E(tracklng number), HX=gt= S8 A 02l ESE=2= @ JdEq

(pre-registration of contacts) S0l UC}H.
3.3.1 SgHS A2

& £9 2 UHSUHA A
T8 e triage IIJ | H2I5HH 2 A0ICH EEBES= email2l H=O0ILE
L =) ¢

dolldl S

SEHSE IR MHIAS] 2 JIsOlAd AMlAS F=Eot=0 A ECU™OF stCh 2| OE M
HIAMS MH2 nrefiv]k AF2GIMOE 87 Q00 SAINMME= StCiBiS0ol QSN M AMCH
B ARO HSAZS LH0F2H SHCH Feedback, incidents Z12l1) announcement= A&l 9

P 2YBSE JEYOre 8t HISES0, CERT/CC= prefix MEXZ incidentll=
CERT#E feedbacklll= CERT-INFO#E EYHSZ AIESHC.

DFN-CERT= 10IlA 65,535 AlOISl HSE AlE0td], ettt & Hs= HAIESHA &=
PESHUER CERTCC-KRE &2, oHZ ALl CERTCC-KR#YYMMxxxx2t & &

Ct. =&

ADHSE F0iot2 UACH

gdtis = 89 T S MELHI 20l s 322 CIOi0F 5t SAEL S0
ol 0|8 S 20| 21Zst 2D ZEEHN SHUHMH= & EIEF SEHANAM CHE 22
st A8 =, BUE A, 54, A9 8RS 2l EE2E EEoHA &2 oA
M JIH0l AIZ2EDIE &t

HESiE BOYAE2 2AFel] Hugst 25 H3ols HE S0l6tH St 0l2fst 2014

2 MZ2 21000 tist AI2IEESE oA Hgst J|seg2 8 MY, U2 Ad=2 &

O &dH & % AES &L triage JIs1 incident Jls XM 252 A&ot)] 2ol
o

incident 21 A0 dBtHCO 2 QIFELCE
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- B06t= AIOIESQ O A2t 2HE 0 Edl6te O a5 o &35
- AtLDS 23EE SAEQ 0| UERZA =24

- AP0l CHE 2

- AIDQ 2EE Y 2(time-zone B8 T E

- 0|0 SHLRUCIH ] LS

CtS& CERTCC-KROIAM AtZotl) U= EoAtL B 2A0ICH

712 ol &
LIDX Ol F

AlZof cist Ao

ADe A9, masy s |
FEI|E AMDoE
sosixl erg [ [ Azy [ [ Ay [ [ IjiEEd |

[Z 2] CERTCC-KRQl AID&E 4 Al

3.3.3 Olcl s5& oA=X
D QAo AFED 2 8 2g3%2o DI 40 Wet triage Js0l &30 =
d2E 0l2 20tF= AT Jtsotlh 0 H3e O e =, OE CSIRTS0IL EEd
JI& 59 FEZ &Y == UL REE MIESE g&52 O3 20h

- AIIE HEHeL 2d HAHPD(FAS O FIHoZ HASEOHOF &)

- 82 S Mgt

- ZENSS /I LSIHA MRS B IS
3.4 At1 Jls

2ATE SOb ALDEHD AMEILE HAE ARIN HoHAM XIR5HD, JI0ISE RBECH
'ThS(response)'ats 2ol o= Eol ALDOI CHeH FoI e Eol IR AHIAS X0
Chet EI0MCH CHEHSI CHYSHCH S8t H2 RASE DMOF 2 ABIS0l UASH IHE =R

8t 20l SF AL LA 24

Ol JIss sH= FFE ECHALD 2200 st == M=ol = Aez xast E0H
(Reporting point), =4 (Analysis), SXl(Notification) £ M JtAl SHE=S2 HIol=0M0F st
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B Heads-up
gdutdoz B HAK SEHE Fotl, HAs 2t

=
= = =
choll ERE 21 22 S0t s 228 HEdts 28 =24

B Alert
ZEEs 2129 2, dsde 8, ME22 FHYEU e 322 I SX0ICH At
L E(Incident Notes), F2AE = E(Vulnerability Notes) 0| 220l =8tC.

Bl Advisory
HNES 2UAZS =0/HUL AILE TIst=0 S22 & = U= SHESH HZ2HS0l
st =&J| AL0ICH CERT AUE2 M2 & = ULCHL

B For Your Information
=) ZEEMN AO20 SASHAIC TZ2H0 SIE = 0|28 FHME HMS FotHU
2| S, HE MAA 22 EA
CIAC =EJI (JI0l =8tCt.

B Guideline
JIE2 XAS JHE A0l AlAE 2 HERZD 2o2 HEE £+ AESE 0|l a9
HXIE Jlz=st 2AO0ICH "Site Security Handbook[RFC 2196]"1F "CERT Security

ne

Improvement Modules"S0[ O4J[0 =stCt,

M Technical Procedure
M2 HES SAESC=R ol 0 JI=EHC =2 AME XAES 2L "Problems With

The FTP PORT Command"2t 22 CERT Tech TipsJt 04210 =8tCt.

3.6 Il=EY J|=s

S&et AL HEEHCZ 230! gl= M0l oA feedbackES KIEetCt. Feedback2 Y&
st QIU CdhA 2oY £ U0, (HXEDA Z20NEINECR = HolAEZ ALK
LIOHE HBE 5 UL
AMIHSE Fol BIEAl 28 A2 OILIXZ NSRS AEEo2 fas QAL
OlA4S% 0l QTS0 0l2et QES W 052 PAIGHHTIHE S0 Ojst Hog 282
S LHO AIEIS0] E 2 UHot= EHEIF LA =% QUCH M2tk 2& CSIRTS2 0ldfst
QESH O H3 =02 IEME HZ=2E 2RIt AL
S22 getdo2 Habls QSO
W 2UPHXol AEE 20 F

UUNOZ AIDME NHEUHAC BEE FHHU 0 AFDJF 2MIHE [ CSIRT2E HE
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B 22 QA 055
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= ASE MEZ #+ UEE G8ES RFE E2T UL OIE’:Is._ RS
AE JiHGt=0 88 2 = ULE= l='}\|0H}\-I‘— o ECh X E0AM
ol MEY0l ALK &= 0555 0l EF0 HStHC

B S0E = 8= 23 (out-of-scope requests)
Oleist QESS ol 2ol HME2&= IR MHIANAE XI&6HA €0 oHALH FAQS
HAECHAHLE Hel ol QA st EME L= A0l O RS ©=5l Aot A
PCh= HHEEAGHT

S22 HEXNOo=Z H2lE £% UXSH AIZH0] 20l ARE 2= QUCH MHerA,
29SS0 ok M= FAQ(Frequently Asked Questions)E SHED, E4Lle=
Host 2HAE SAMotAHLE LI A=K JIISHSCEM 2HS6HH Helg
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B2 #243AI910, g52te HERIAE F=Eoted] =56t UCH
SHAIGH OFE CEOS QIARXR &t Y o8 22X Ctest Olz=2 Qo 2= J129

CERTEOILE 2etEE X ZANOZ &zotl) UK =& A FHOICH

O XeH, %2 CodeRed, Nimda € 2 HIGHE 2ol U= aH2 B0l LS Atdl=s 2
JlEl MRS d88e Erds UAMsS 212 UACh zx2 CERTE2 0l=
CERT/CCOt &=oti& HIIE zZE2 e HO "Morris &"2 240 2lohA ACH =
2 435 0|E1H' 0| REFEC2 25D Y= AHY SB0A= LS8 FEWNFRA &

OlMl ettt HERD 21xetel =Z0 Z28= Eo=F0 MIUSHHAE ZF00F
et 2=

U

_22_



[1] Moria J. West-Brown 2/, Handbook for Computer Security Incident Response
Teams(CSIRTs), 1998

[2] Security of the Internet, http://www.cert.org/encyc_article/tocencyc.html

[3] AIrCERT Background and Motivation http://www.cert.org/kb/aircert/motivation.html

[4] Expectations for Computer Security Incident Response (RFC 2350) (www.ietf.org),
http://www.ietf.org/rfc/rfc2350.txt

[5] Forming an Incident Response Team (www.auscert.org.au)
hittp://www.auscert.org.au/Information/Auscert_info/Papers/Forming_an_Incident_Response_Team.htrri

[6] Avoiding the Trial-by—Fire Approach to Security Incidents (interactive.sei.cmu.edu)
http://interactive.sei.cmu.edu/Columns/Security_Matters/1999/March/Security.mar99.htm

[7] NIST Incident Handling Information and Publications (csrc.nist.gov)
http://csrc.nist.gov/topics/inchand.html

[8] CERT/CC, http://www.cert.org

[9] CERTCC-KR, http://www.certcc.or.kr

_23_



