www.securitymap.net HoneyNet Project by (jjshim@hanaro.com)

Project: DMZS-Biatchux(F.1.R.E. )
Bootable CD fire-0.4a

2003.5.20

jjshim AT Hanaro.com

o, Al Security
L SIUEFAF) M 4P



www.sourceforge.net/projects/biatchux/
www.hanaro.com
www.securitymap.net

www.securitymap.net HoneyNet Project by (jjshim@hanaro.com)

Biatchux(F.I.R.E.)

) . Biatchux
CD-ROM . oS

) ) . (O]

, FreeBSD
Biatchux
Biatchux Trinux  PLAC
Biatchux (fire-0.4a).
Biatchux

NT/2000, Linux, Solaris

(static)



Biatchux

CD-ROM

Biatchux

Biatchux

www.securitymap.net HoneyNet Project by

CD-ROM
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CD
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Biatchux

(Salusky  Zendzian)

ISO
(loopback)

ISO

# mkdir FIRE_image
# mkdir /mnt/image
# cd FIRE_image

# wget http://aleron.dl.sourceforge.net/sourceforge/biatchux/fire-0.4a.iso

# mount —o ro,loop fire-0.4a.iso /mnt/image

root]# cd foptf

opt]# mkdir FIRE
opt]# cd FIRE image;
FIFE image]# wget http:

Fezolving aleron.dl.

Connecting to

HITP rer
Length:

[root@F_I_R_E FIRE_im:

aleron.dl
ent, awai

5,056 [texts/plai

age ]# mount -o

1
@F I F_E FIRE imagel# ls -1 /

1:80... comnected.

2 autorun.inf

FIRE-v0. da.ver




www.securitymap.net HoneyNet Project by (jishim@hanaro.com)

. statbins 2.4.20 x86 2.7
static (www.incident-response.org ) NT/2000
(Cygwin ) . , win32 NT/2000
. Biatchux 0.4a  Red Hat 7.3 gcc 2.96, kernel version 2.4.20
Biatchux
CD-R CD-ROM  Biatchux CD

BIOS CD-ROM
CD-ROM 5

1. Fire

2. Fire-serial

3. Fire—X(800 600)
4. Fire-X(1024 768)

5. Memtest

P I R E [Forensic Incident Responge Eovironment)
L L L]

Forensics
Recowery

Viris -Seanning

Biatchux-serial , . Memtest x86 PC
Biatchux /lib /usr CD-ROM cramfs
, CD-ROM ramdisk

ROM .tgz RAM , CD-ROM



www.securitymap.net HoneyNet Project by (jjshim@hanaro.com)

“Welcom to F.I.R.E.” ( 1). Biatchux

e ionen to F.l.E_F
Hi, thanks lor uzimg FIRE.
Please zend bug reports, requestis, etc... to
Hilliam "Biatch’ Salasky - changeddrmes, com
ALl reportz<data will antomatically be stored
in #data. | recossewd pou FHount an
additional ramdizk or resote drive as the
firzt task you perform {after IPsetup) to
pnsure fThat pour reporting is sawved. An audit
logp of actlonz pearformed will be located at
fdatas 45 A0 AFAF IHE-auilit, log
Prezs Esc to backup from any menua,
Press the EMTER Key to cont inue,

e L ATAR, He|

1. F..LR.E.
1 Enter 4

Q
o)

Otart-Here Basic Config, Networking — etc...
“orensics  Forensics

Virus-Scan  Virus scanning for partition contents

PenTesting Penetration Assessment tools

FIRE, w8, 4a

FIRE HMemu

Thiz is the FIRE menu. More Features are coming?
Hit the lelft "AIL" kith arrod keyps to seloct a nes tiy,

Hake pour select ion below:

!rJll Heres Eatgﬂ Enniig‘ IEiHﬂrEEﬂﬂ - BEE: s

Forenslcs Forenslcs
Wiree-5can Wras scanning for partition comtents
FonTeat ing Pentration Assesssant tools

AR SECLTTITIALD, Nt

2. Biatchux
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Start-Here , ( 3).
IP , DHCP IP
VNC . CD-ROM IP VNC

Geatting Started Hane
Gat GOIHGY
HMake pour selection below:

Conl igure network interface wia DHCP
StaticlP Configure static 1P networking
HaraSarver Conf igure your nase server
HuHacAddres s Change poor ethernet HH HAC address for this seszion
Hountlntallre Hount a tesmporary Data Storage drive for reports. eto.
G- Mouze Conf lgure gpH mouse support on console
StartUHC Start the UNC seruver on localhost
saudUHC Send a UHMC =zession to a listening remote UHC client
Reboot Reboot - OMLY If pou REEEEELY mean it ..
= back up to topleoval wsno

whanw!, securibyman net

3. Start-Here

VountDataDrv ( 4) . ramdisk
NFS SMB
UsB-Drive  [Firewire-Drv UsB USB
( )
netcat ncftp scp ramdisk
. Biatchux 0.4a tfp Apache
. hetcat /data ,

(ex IP: 192.168.10.100)

$nc-l -p 3147 > forensic_data.tar
Biatchux data
# cd /data

#tarcf-. | nc -nv 192.168.10.100 3147
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/data RAM

Hrive Hount HMenu
Mount & drive for reporting, auditing and evidence collection.
HMake pour selectionm bhelopm:

;onfig an Additional RamDisk for temporary Data Storage
Ad dSHMAHou N Add SHEfs rw mount for Data Storage(hbetter than Ramlisk
AddHFSHount Add WF3 ru mount for Data Storagefhbetter than RamDizk)
USH-1Dy i HMount a USE Drive

Fivowire ve HMount a Firewire Drive

= back up to toplevel menu

4. Drive Mount

Start-Here

/data . ALT
(F1~F7) . (ALT+F1)

Biatchux

mac-robber

/data Biatchux . Win32

) , autopsy

Virus-Scan F-Port
. F-Port DOS, Windows, Linux . Biatchux
signature
Biatchux CD-R cramfs
signature

signhature
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Forenzlos Honu
Forensics!?
All data or gemerated reports will be located in <data
Congider adding a Rambizk for Temporary storage.

Hake pour =election below:
m artitions ro,noatime, nodew, nosuid, noas
nMount lrus i imy pour SeEss ion
GatHinlZHeqy Look for amd ohia ln I-Iin'.‘!E Registries fron local machine
Gatlnlxfiath Look For and obtain Unix Auth Files from local machine

punt all detected

graphicings Look for images- also runs Stegletect

HMac-Robher Run HMac-Robber on all mounted RO filesystems

chkrootkit HBemage method analyzis wia chkrootkit of RO pounted §ilesy
Fillasfinomaly Flle Anomaly detection for misnamed [0lename suffl xes
IrgAnalpsis Graphic lmage analysis tools for capturing ewvidence

Obtainlrulmg Create drive lmage for storage In a FIRE repository
AutopasySoinp  Setup Autopsy
backup to top lewel menw

WA SaC U d[ e

5. Forensics

Uirns Gocanning
Scan pour partitionz heref
Hakie sure pou have sounted gour partitions before continoing.
You can anfomatically pount all drives as read-only {rom the
Forenzlics Henu.
Hakeo your selection below:

Il 5 1 g =M= pdate Virus Sigratures direct iy froqn Het (bad?® )
UpdSig=ick  Update Virus Sigratures from Floppy(good?f )
Sean Scan for mallelouws content

W SeCUnyman . Nnet

6. Virus Scanning

Biatchux
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. Biatchux  static CD-ROM
Biatchux
Isof, netstat, Is mac-robber( )
. Biatchux LKM
md5
netcat dd . md5

md5 Fingerprint . Biatchux

incident-response.org , Isof, netcat

NT/2000
oS
Cygwin Biatchux CD-ROM
CD-ROM Biatchux CD-ROM biatchux.exe

5 CD-ROM biatchux.exe

cmdenv.bat

nd Incident » Environment

5

nvironment]

PATH

7. F.I.R.E. CD-ROM

(cmdenv.bat)

CD-ROM . 8

CD-ROM cmd.exe
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zic Cmd Sheall

8. Forensics cmd shell

dmzs.com IRC IRC
VNC
Biatchux . 9
Biatchux CD-ROM

I x | [0 - [ ERIEE
EI LH & FE ﬂ [Jdocs o =0
ER= [12-3 (C) Cifs o =[
=3 Gl : Cpkas o =g
-] I:IIZICS (1 statbins e =0
- fs CIwin3z2 o =0
{21 pkas autorun,inf KB &# =2
=] stathins =] FIRE-v0,4a, ver IKE WER D
-] chkrootkit-linux
-2 linux2, 2_x 86
2] solaris_2.7
-] win32
=07 wind2
0 2k
-1 AINTX

-1 emos-hios
-] foundstone
-] getif
R
-{_] ir2
- irer
-7 john-win32
-] ngsniff-1,1
-] nt
-] ntsecurity-nu
~{] oracle
-1 pwdump
-] pwdump3e
-] sysinternals
-] wncdeploy
-] wincpuid

-] Wireless
] wp <l |

A (D23 HE 20 DHIDIE) \EBHIOIE L E=H
9. F.LR.E.  CD-ROM

a2
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e Cygwin (Win32 ):
ansi2knr.exe basename.exe bison.exe bzip2.exe bunzip2.exe
bzip2recover.exe cat.exe chgrp.exe chmod.exe chown.exe
cksum.exe cmp.exe comm.exe compress.exe cp.exe
csplit.exe cut.exe date.exe dd.exe df.exe
diff.exe diff3.exe dirname.exe du.exe echo.exe
egrep.exe env.exe expand.exe expr.exe factor.exe
fgrep.exe find.exe flex.exe fmt.exe fold.exe
gawk.exe make.exe grep.exe gsar.exe gunzip.exe
gzip.exe head.exe id.exe install.exe join.exe
less.exe In.exe logname.exe Is.exe m4.exe
md5sum.exe mkdir.exe mkfifo.exe mknod.exe mv.exe
mvdir.exe nl.exe od.exe paste.exe patch.exe
pathchk.exe pr.exe printenv.exe printf.exe ptx.exe
recode.exe rm.exe rman.exe rmdir.exe sdiff.exe
sed.exe seq.exe sleep.exe sort.exe sh.exe
shar.exe split.exe stego.exe su.exe sum.exe
sync.exe tac.exe tail.exe tar.exe tee.exe
test.exe touch.exe tr.exe uname.exe unexpand.exe
unig.exe unshar.exe uudecode.exe uuencode.exe wc.exe
wget.exe which.exe whoami.exe xargs.exe yes.exe
zcat.exe
e Linux static (Kernel 2.2 X86)
chgrp chmod chown chroot cksum
cp cryptcat cut date dd
df du echo env file
fold head hostname icat id
ifconfig ils In Is Isof
mac-robber md5 md5sum mv nc
netstat od pcat printenv pwd
rarp read_data m rmdir route
search_data sort sync tac tail
touch uniq unrm uptime wc
who whoami arp cat
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Solaris static (solaris_2.7)
chmod chown chroot cksum cp
cut date dd df dirname
du echo env factor file
gunzip gzip head hostid hostname
icat id ils join lastcomm
In logname Is Isof md>5
md5sum mkdir mknod mv nc
od pcat printenv pwd rm
rmdir rmt sort split su
sum sync tail tar touch
uname uniq unrm uptime users
wc who whoami cat chgrp
zcat
Win32

ntsecurity—nu listmodules.exe Use:

Syntax: listmodules PID

Examples: listmodules 660

ntsecurity—nu

dumpusers.exe

Use:

Syntax: DumpUsers —target <computername / IP> -type <notdc/dc>

-start <start RID> -stop <stop RID> -mode <verbose/quiet>




www.securitymap.net HoneyNet Project by (jishim@hanaro.com)

ntsecurity—nu

browselist.exe

Use: Subnet
Syntax: browselist [Enter]

Examples: > browselist [Enter]

ntsecurity—nu winfo.exe Use: null session
( ' ' )
Syntax: winfo IP —n
Example: > winfo 192.168.10.100 -n
ntsecurity—nu gsd.exe Use: GSD(Get Service Dacl)

Syntax: gsd <service nhame>

Examples: > gsd server

ntsecurity—nu

macmatch.exe

Use: ) )
Syntax: macmatch <drive/directory> <type> <start date/time> <stop
date/time>

Examples: macmatch c:\temp -m 2003-04-10:12.01 2003-05-10:12.01

ntsecurity—nu

pmdump.exe

Use:

Syntax: pmdump <pid> <filename>

Examples: > pmdump 600 c:\forensics_data\pmdump_600.dmp

ntsecurity—nu

periscope.exe

Use: PE
Syntax: PEriscope <filename> [-q]

Examples: > PEriscope Cracking_tools.exe -q
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ntsecurity—nu promiscdetect.exe | Use: NIC  promiscuous
Note:

Syntax: promiscdetect

Example: > promiscdetect

AINTX abort.exe Use: shutdown

Note: shutdown

Syntax: abort [-h hostname]
Examples: 1)
> abort
2)

> abort —-h \\\myserver

AINTX addprpmem Use:
Syntax: addgrpmem [-h hostname] -g group {-u user | -w glbl_grp}
Examples: administrators jjshim

» addgrpmem —g administrators —u jjshim

» addprpmem —g users -w “domain users”

AINTX bootmv.exe Use:
Syntax: bootmv -s source_file [-d dest _file]

Note:

Examples: 1)

» bootmv -s c:\temp\myfile -d c:\temp\rename_file
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2)

> bootmv -s c:\winnt\system32\.cracking.dll

AINTX buevt.exe Use:
Syntax: buevt [-h hostname] -e event_log -f file_name
Examples:

> buevt —e Application —f evt_log_bu.evt

AINTX chsvc.exe Use: NT4/2000
Syntax: chsvc [-h hostname] -s service_name options
Examples: 1) wins “ ”

» chsvc -s wins -d

2) wins “ ”

> chsvc —s wins -m

AINTX clevt.exe Use:
Syntax: clevt [-h hostname] -e event_log [-f backup_file]
Note:
Examples: 1)
» clevt —e Application
2)

> clevt —e Application —f App_evtlog.evt

AINTX cpuser.exe Use:
Syntax: cpuser [-h hostname] -u username options
Examples: administrator

> cpuser —u administrator —n jjshim —f “shim joung jae”

AINTX df.exe Use:
Syntax: df [drivel drive2 ...]

Examples: df c: d:

AINTX du.exe Use: (KB)
Syntax: du [-b -d -0 -s -t] filel ...

Examples: du -t —s c:\temp

AINTX getprocinfo Use:
Syntax: getprocinfo [-v] PID

Examples: getprocinfo -v 600

AINTX Isexe.exe Use:
Syntax: Isexe [-s -v] -f file
Examples: 1) cracking.dll

» Isexe —f cracking.dll

» Isexe —f winword.exe | find “Image Version”

AINTX Issess.exe Use:
Syntax: Issess [-h hosthame] [-f] [-c client | -u userid]

Examples: Issess -c hacker_pc
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AINTX

Isshare.exe

Use:
Syntax: Isshare [-h hostname] [-acdfp] [-s sharename]
Examples: 1)

» Isshare or Isshare -a

2)

> |sshare -c

AINTX

Issvc.exe

Use:
Syntax: Issvc [-h hostname] [-adnsy | -s service_name]

Examples: Issvc -yv

AINTX

Istcp.exe

Use: TCP/IP
Syntax: Istcp [-h hostname]

Examples: Istcp

AINTX

Isuser.exe

Use: ( , )

Syntax: Isuser [-h hostname] {-u userid | -acnt}

Examples: Isuser -a

AINTX

memcheck.exe

Use:

Syntax: memcheck

Examples: memcheck

AINTX

mksvc.exe

Use:

Syntax: mksvc [-h hostname] -s service_name options...
Examples: remotecmd

> mksvc -s Remotemcd -p c:\hacking\rcmdsvc.exe

Command Service”

-e “Remote

AINTX

nbtlookup.exe

Use: Netbios IP
Syntax: nbtlookup computer_name

Examples: nbtlookup Hacker_PC

AINTX

portprobe.exe

Use: TCP/UDP OPEN
Syntax: portprobe host [-a] begin_port [end_port]
Examples: portprobe 192.168.10.100 25-40

AINTX

ps.exe

Use:
Syntax: ps [-h hostname] [-ft] [-p procid]
Examples: ps —-h \\\Hacking_server or ps —p 23

AINTX

rmshare.exe

Use:
Syntax: rmshare [-h hosthame] -s sharename

Examples: rmshare —s foo_drive

AINTX

rmsvc.exe

Use:
Syntax: rmsvc [-h hosthame] -s service_name

Examples: rmsvc —s Remotecmd
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AINTX rmuser.exe Use:
Syntax: rmuser [-h hosthame] -u username

Examples: rmuser —h \\seriousPC -u cracker

AINTX shutdown.exe Use: shutdown
Syntax: shutdown [-h hostname] [-fr —-m message -w wait]

Examples: shutdown -h \\\myserver -w 60 —-m “goodbye”

AINTX startsvc.exe Use:
Syntax: startsvc [-h hostname] -s service

Examples: startsvc —s “lIS Admin Service”

AINTX stopsvc.exe Use:
Syntax: stopsvc [-h hostname] -s service [-p]

Examples: stopsvc -s “lIS Admin Service”

AINTX strings.exe Use:
Syntax: strings [-n min_str_len] [-ao] -f file

Examples: strings —f hacking.obj

Foundstone Attacker.exe TCP/UDP
IP
Foundstone Bintext.exe (Ascii)
Foundstone boping.exe Back Oriffice Pinger
Foundstone ddosping.exe
Foundstone filewatch.exe
Foundstone fpipe Use: (redirector) . TCP/UDP

Syntax: FPipe [-hvu?] [-Irs <port>] [-i IP] IP
Examples: fpipe -1 53 -s 53 -r 80 192.168.1.101

Foundstone fport.exe Use: (opened) TCP/IP

Syntax: fport /p /a /1 /ap

Examples: 1)

» fport/p

2)

> fport /a
Foundstone fscan.exe Use: (sl.exe)

Syntax: FScan [-abefhgnv?] [-cditz <n>] [-flo <file>] [-pu <n>[,<n>-
<n>]] IP[,IP-IP]
Examples: FScan -p 80 192.168.10.3,10.1.2.4,10.1.2.5-10.1.2.20

Foundstone ntlast.exe / /

Foundstone afind.exe
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Foundstone

sfind.exe

NTFS

Foundstone

hunt.exe

Use:
Syntax: hunt \\servername

Exampes: hunt \\Serious_PC

Crnd Shell

getif

getif.2.2.exe

snmp (get, set, getnext, walk, trap

)

john-win32

john.exe

Use: (
Syntax: john [OPTIONS] [PASSWORD-FILES]

oracle

getsids.exe

Use: TNS listener

Syntax: getsids <ip> <port>

Examples: getsids 192.168.10.100 1521

Sid

pwdump?2

pwdump2.exe

Use: NT/2000/XP SAM

Note:
LC3(www.atstake.com/Ic3)
Syntax: pwdump?2 > passdump.txt

Examples: pwdump?2

SAM

pwdump3e

pwdump3e.exe

Use: NT/2000/XP SAM

Note: SAM

“Remote Registry Service”

ADMIN$

Syntax: PWDUMP3E machineName [outputFile] [userName]

Examples: pwdump3e \\192.168.10.100

sysinternals

handle.exe

NT/2000/XP handle

handle Value, Type, Access Mask, Name)

(Process PID,
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sysinternals listdlls.exe Use: NT/2000/XP dil (Process
PID, Base Address, Mapped Size, Description, Version, Time Stamp,
Memory Mapped, Path, Company Name, Image Base Address)
Note: -
Syntax: listdlls [-r] [processname|pid]
listdlls [-r] [-d dliname]
Examples: listdlls -r foo.exe
sysinternals psexec.exe Use: Symantec’s PcAnywhere
telnet
Note:
telnet
Syntax: psexec \\.computer [-u user [-p psswd]][-s]1[-i1[-c [-fl1[-d]
cmd [arguments]
Examples: > psexec \\\serious_system cmd.exe
» psexec \\serious_system ipconfig /all
» psexec \\serious_system —c cracking_tools.exe
» psexec \\serious_system c:\bin\test.exe
sysinternals psinfo.exe Use: NT/2000/XP
Note: , , Hot-Fix
Syntax: psinfo [-h] [-s] [\\RemoteComputer]
Examples: > psinfo \\\.develop -h
sysinternals pskill.exe Use:
Syntax: pskill [\\RemoteComputer [-u Username]] <process Id or
name>
Examples: > pskill \\serious_com -u guest —p 1234 rcmd
sysinternals pslist.exe Use:
Note: NT/2000

, pslist
Syntax: pslist [-d][-m][-xX]1[-tl1[-s [n] [-r n] [\\computer [-u
username][-p password] [name|pid]

Examples: > pslist 503

sysinternals

psloggedon.exe

Use: “net”

Note: “Remote Registry
Service” ,

Syntax: psloggedon [-I] [-x] [\\\.computername]

Examples: > psloggedon -I|

sysinternals

psloglist.exe

Use:
Syntax: psloglist [\'\\RemoteComputer [-u Username [-p Password]]] [-
s [-t delimiter]] [-n # | -d #][-c]l[-x][-rl[-a mm/dd/yy][-b
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mm/dd/yy] [-f filter] [-] event log file] <event log>

Examples: > psloglist security

sysinternals

psservice.exe

Use: NT/2000/XP
Syntax: psservice [N\\Computer [-u Username [-p Password]]] <cmd>
<optns>

Examples: > psservice \\\serious —u administrator -p 1234

ngSniff-1.1

ngsniff.exe

Use:
W2K (O

Syntax: ngSniff —-interface <num> [--help | --list-interfaces | --ignore-
addr <host> | —only-addr <host>]

Examples: > ngsniff ——interface 0 —-file c:\forensics_data\ngsniff.log

wincpuid

wcpuid.exe

Use: Win32 / Linux / FreeBSD OS

Syntax: wcpuid.exe

Examples: > wcpuid.exe

fff ®CPUID ¢ Standand Feature Flags x|
Flle  Edit
i+ =% WUPUID Standard Feature Flags
~ Slaatand Fasluis Flags
Flogfirg pont und orechin  FPL Supported Page Atibute Table P47 | Supported
Vitual Moda Exdenson  [VME] Supported Hbit Page Soe Evbenaion  [PSEX] | Supported
Debuggng Edtension  IDE] | Supported Fod Proceziol Murrber (PSM] | Noe Supportad
Page Siw Edenson  [PSE| Sopported CLFLUSH Insteuction [ELFSH] | Mot Supported
Time Slasmp Counder  [T5E) Sopported Rieserved [ Het Supported
Model Spechic Risgisters MSA] | Supported Detug Trace St [DTS] | Not Supported
Prysical &ddiess Edenson  [PAE] Suppoied ALP Suppoied  [SCFI) | Hot Supported
Machine Check Ewcepion  [MCE) Supported MM Insiactions MM | Supported
CMPACHGE Insnuckion 048] | Supported Fail Save ard Ftoee  [FSA) | Suppoded
On-chip APIC Herdwase  IAFIC) | ot Supposted Shreasing SIMD Edtensions  [SSE] | Mot Supported
Frezerved HotSupposed  Sheaming SIMD Eversions 2 1SSE2] | Mot Supported
Fasl System Call  [SEF] | Supported SefSncop 55 | Mot Supported
Marmey Typs Aangs Regsie:  [MTRR Cpported Hpper Thisadrg Techrology  HTT] [ Hot Supported
Page Global Enatle  [PGE] Supparted Thammal Morslor Suppoted — [TM] | Nt Suppastad
Machire: Check Airchilsches  [MCA) Supportad 1554 Procapind Copable  (8-E4] | ot Supposted
Condbnnal Move Indnacton  (CHIOW] Suppoted Resereed | Het Sapported

(Incident Response Scripts)

NT/2000

batch

, Forensic

(baseline)

netcat
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ir.bat

(jjshim@hanaro.com)

(ON)

set path=.

cd ..\\windows\ir

- \WinNT\.doskey /history
time /t

date /t

REM request user to input date time
REM datetime

REM network state

- \WinNT\ipconfig /all
promiscdetect

netstat —an

route print

fport

pslist

nbtstat —c

psloggedon

time /t

date /t

- \WinNT\.doskey /history
cd ..\..\

echo "completed!"

(O] ir2.bat

cd ..\\Windows\ir2
date /t

time /t

REM dump log files

dumpel -I security

dumpel -I application

dumpel -I system

date /t

time /t

REM last sucessful interactive logon
ntlast —I:i —null -n 100

REM last sucessful remote logon
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ntlast -I:r —null -n 100
REM last failed logon

ntlast —f —null -n 100

REM get user info

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\RegisteredOwner"

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\RegisteredOrganization"
reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductID"

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList"

reg query "HKLM\SAM\SAM\Domains\Account\.Users\Names

REM users/groups
net user

net localgroup
REM admins list

REM local administrators

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"

REM get system info

reg query "HKLM\System\. Controlset001\ Contro\ComputerName\.ComputerName"

reg query "HKLM\System\. Controlset001\. Control\ActiveComputerName"

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\.Currentversion"

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\.CSDVersion"

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon\LegalNoticeText"

REM get timezone info

reg query "HKLM\.System\.CurrentControlSet\ Control\TimeZonelnformation\.StandardName"

REM swap file setting

reg query "HKLM\.System\ CurrentControlSet\ Control\Session Manager\Memory

Management\ClearPageFileAtShutDown"

reg query "HKLM\.System\ CurrentControlSet\Services\LanmanServer\Shares"

REM recent files

reg query "HKLM\Software\Microsoft\Windows\ CurrentVersion\Explorer\RecentDocs"

REM startup programs
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reg query "HKLM\Software\Microsoft\Windows\.CurrentVersion\run"

reg query "HKLM\Software\Microsoft\Windows\.CurrentVersion\runonce"

reg query "HKLM\Software\Microsoft\Windows\.CurrentVersion\runonceEx"

reg query "HKLM\Software\Microsoft\Windows\.CurrentVersion\runServices"

reg query "HKLM\Software\Microsoft\Windows\.CurrentVersion\runServicesOnce"

reg query "HKLM\Software\Microsoft\Windows NT\.CurrentVersion\Windows\Load"
reg query "HKLM\Software\Microsoft\Windows NT\.CurrentVersion\WinLogon\Userinit"

REM query Network Interface

REM reg query "HKLM\System\ CurrentControlSet\Services\Tcpip\Parameters\Interfaces" /S
reg query "HKLM\System\.CurrentControlSet\Services\Tcpip\Parameters" /S

REM query Telnet Services

reg query "HKLM\System\CurrentControlSet\Services\TIntsvr" /S

REM browser proxy setting
reg query "HKCU\Software\Microsoft\Windows\ CurrentVersion\lInternet Settings"

REM explorer history and settings

reg query "HKCU\Software\Microsoft\Windows\ CurrentVersion\.Explorer\ComDIg32\.OpenSaveMRU" /S
reg query "HKCU\Software\Microsoft\Windows\ CurrentVersion\Explorer\RunMRU" /S

reg query "HKCU\Software\Microsoft\Windows\ CurrentVersion\Explorer\Shell Folders" /S

reg query "HKCU\Software\Microsoft\Windows\ CurrentVersion\.Explorer\User Shell Folders" /S

cd ..\..\

CURDIR="./linux2.2_x86/pwd"
BINDIR="$CURDIR/linux2.2_x86"

$BINDIR/echo "All output can be redirected to your choice of storage or netcat pipe."

$BINDIR/echo "========="
$BINDIR/echo "hostname:"
$BINDIR/echo "========="
$BINDIR/hostname
$BINDIR/echo

$BINDIR/echo "========="
$BINDIR/echo “"cpu info:"
$BINDIR/echo "========="
$BINDIR/cat /proc/cpuinfo
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$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/df -h

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

fdisk -I

"fdisk output:"

#need a binary for this

$BINDIR/echo

$BINDIR/echo
$BINDIR/echo
$BINDIR/echo

"version:"

$BINDIR/cat /proc/version

$BINDIR/echo

$BINDIR/echo
$BINDIR/echo
$BINDIR/echo

"kernel boot params:"

$BINDIR/cat /proc/cmdline

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/env
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/wWho
$BINDIR/echo

$BINDIR/echo "

"Local shell environment variables:"

"currently logged in users:"
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$BINDIR/echo "List of running processes:"
$BINDIR/echo " ======cc—{—=13
ps —efl

#$BINDIR/ps -efl ; need static ps command

$BINDIR/echo

$BINDIR/echo " N
$BINDIR/echo "Network interface info"
$BINDIR/echo " S
$BINDIR/ifconfig -a

$BINDIR/echo

$BINDIR/ifconfig -s

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " —n
$BINDIR/echo "arp table entries:"
$BINDIR/echo " —n
$BINDIR/arp -n

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " —n
$BINDIR/echo "/etc/hosts file:"
$BINDIR/echo " —n
$BINDIR/cat /etc/hosts

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " S
$BINDIR/echo "/etc/resolv.conf file:"
$BINDIR/echo " S
$BINDIR/cat /etc/resolv.conf

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " S
$BINDIR/echo "/etc/passwd file:"
$BINDIR/echo " S
$BINDIR/cat /etc/passwd
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$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo "/etc/shadow file:"

$BINDIR/echo "

$BINDIR/cat /etc/shadow

$BINDIR/echo

$BINDIR/echo
$BINDIR/echo

$BINDIR/echo "netstat output(current connections)"

$BINDIR/echo

$BINDIR/netstat —anp

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "routing table:"

$BINDIR/echo

$BINDIR/netstat —rn

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "listening ports (via Isof):"

$BINDIR/echo

$BINDIR/Isof -

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/Isof
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

P-i-n

"Isof output:"

"Memory info:"

$BINDIR/cat /proc/meminfo

$BINDIR/echo
$BINDIR/echo
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$BINDIR/echo "
$BINDIR/echo "Module info:"
$BINDIR/echo "
$BINDIR/cat /proc/modules
$BINDIR/echo
$BINDIR/echo

$BINDIR/echo "==========="
$BINDIR/echo "Mount info:"
$BINDIR/echo "==========="
$BINDIR/cat /proc/mounts
$BINDIR/echo

$BINDIR/echo "Swap info:"
$BINDIR/echo "=========="
$BINDIR/cat /proc/swaps
$BINDIR/echo

$BINDIR/echo "==========="
$BINDIR/echo "  fstab
$BINDIR/echo "==========="
$BINDIR/cat /etc/fstab
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "Running Process info:"
$BINDIR/echo

$BINDIR/Is /proc | sort -n | grep -v [a-z,A-Z] | while read PID
do
$BINDIR/echo "Process ID $PID:"
$BINDIR/echo "/proc/$PID/cmdline:"
$BINDIR/cat /proc/$PID/cmdline
$BINDIR/echo
$BINDIR/echo
$BINDIR/echo "/proc/$PID/environ:"
$BINDIR/cat /proc/$PID/environ
$BINDIR/echo
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done

$BINDIR/echo

$BINDIR/echo "/proc/$PID/maps:"
$BINDIR/cat /proc/$PID/maps
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "/proc/$PID/stat:"
$BINDIR/cat /proc/$PID/stat
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "/proc/$PID/statm:"
$BINDIR/cat /proc/$PID/statm
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "/proc/$PID/status:"
$BINDIR/cat /proc/$PID/status
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "/proc/$PID/mem:"
$BINDIR/cat /proc/$PID/mem
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "/proc/$PID/root:"
$BINDIR/Is -Id /proc/$PID/root
$BINDIR/echo

$BINDIR/echo "/proc/$PID/cwd:"
$BINDIR/Is -Id /proc/$PID/cwd
$BINDIR/echo

$BINDIR/echo "/proc/$PID/exe:"
$BINDIR/Is -Id /proc/$PID/exe
$BINDIR/echo

$BINDIR/echo "/proc/$PID/fd/*:"
$BINDIR/Is -Irta /proc/$PID/fd/
$BINDIR/echo

$BINDIR/echo "============
$BINDIR/echo

$BINDIR/echo * =
$BINDIR/echo "SUID/SGID search:"
$BINDIR/echo * =
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$BINDIR/echo

find / —-perm -2000 -0 -perm -4000 —print | xargs $BINDIR/Is -1 {}

$BINDIR/echo "

$BINDIR/echo "File permissions:"

$BINDIR/echo "

$BINDIR/echo “/etc:"
$BINDIR/echo "-—---— "
$BINDIR/Is -Irta /etc
$BINDIR/echo
$BINDIR/echo “/bin:"
$BINDIR/echo "-—---— "
$BINDIR/Is —lIrta /bin
$BINDIR/echo
$BINDIR/echo “/sbin:"
$BINDIR/echo "-—-——- "
$BINDIR/Is -Irta /sbin
$BINDIR/echo
$BINDIR/echo "/usr:"
$BINDIR/echo "-—---— "
$BINDIR/Is —Rlirta /usr
$BINDIR/echo
$BINDIR/echo “/var:"
$BINDIR/echo "-—---— "
$BINDIR/Is -Rirta /var
$BINDIR/echo
$BINDIR/echo “/dev:"
$BINDIR/echo "-—---— "
$BINDIR/Is —Rlirta /dev
$BINDIR/echo
$BINDIR/echo “/home:"
$BINDIR/echo "-—-——- "
$BINDIR/Is —RIrta /home
$BINDIR/echo
$BINDIR/echo "/lib:"
$BINDIR/echo "-—-——- "
$BINDIR/Is -Rlrta /lib
$BINDIR/echo

$BINDIR/echo "

—_————n
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$BINDIR/echo " ="
$BINDIR/echo "MD5SUMs:"
$BINDIR/echo " ="
$BINDIR/echo “/etc:"

$BINDIR/echo "-—---— "
$BINDIR/md5sum /etc/*
$BINDIR/echo

$BINDIR/echo “/bin:"

$BINDIR/echo "-—---— "
$BINDIR/md5sum /bin/*
$BINDIR/echo

$BINDIR/echo “/sbin:"

$BINDIR/echo "-—-——- "
$BINDIR/md5sum /sbin/*
$BINDIR/echo

$BINDIR/echo "/usr:"

$BINDIR/echo "-—-—- "
$BINDIR/md5sum /usr/*
$BINDIR/echo

$BINDIR/echo “/var:"

$BINDIR/echo "-—---— "
$BINDIR/md5sum /var/*
$BINDIR/echo

$BINDIR/echo " ======

#$BINDIR/echo "Make sure to grab /proc/kcore"

CURDIR="./solaris_2.7/pwd"
BINDIR="$CURDIR/solaris_2.7"

$BINDIR/echo "All output can be redirected to your choice of storage or netcat pipe."

$BINDIR/echo "========="
$BINDIR/echo "hostname:"
$BINDIR/echo "========="
$BINDIR/hostname
$BINDIR/echo
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$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo
$BINDIR/df
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo
#fdisk —I

"disk format output:"

"Need to add format output"

#need a binary for this

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/env
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/wWho
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

ps —efl

"Local shell environment variables:"

"currently logged in users:"

"List of running processes:"

#$BINDIR/ps -efl ; need static ps command

$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo

$BINDIR/echo "

$BINDIR/ifconfig -a

$BINDIR/echo

$BINDIR/ifconfig -s

$BINDIR/echo
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$BINDIR/echo

$BINDIR/echo " —n
$BINDIR/echo "arp table entries:"
$BINDIR/echo " —n
$BINDIR/arp -n

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " —n
$BINDIR/echo "/etc/hosts file:"
$BINDIR/echo " —n
$BINDIR/cat /etc/hosts

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " S
$BINDIR/echo "/etc/resolv.conf file:"
$BINDIR/echo " S
$BINDIR/cat /etc/resolv.conf

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " S
$BINDIR/echo "/etc/passwd file:"
$BINDIR/echo " S
$BINDIR/cat /etc/passwd

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " S
$BINDIR/echo "/etc/shadow file:"
$BINDIR/echo " S
$BINDIR/cat /etc/shadow

$BINDIR/echo

$BINDIR/echo

$BINDIR/echo "
$BINDIR/echo "netstat output(current connections)"
$BINDIR/echo "
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$BINDIR/netstat —an
$BINDIR/echo

$BINDIR/echo "
$BINDIR/echo "routing table:"
$BINDIR/echo "
$BINDIR/netstat —rn
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo "listening ports (via Isof):"

$BINDIR/echo "
$BINDIR/Isof -P -i -n
$BINDIR/echo

$BINDIR/echo "
$BINDIR/echo "Isof output:"
$BINDIR/echo "
$BINDIR/Isof
$BINDIR/echo

$BINDIR/echo "==========="
$BINDIR/echo "Mount info:"
$BINDIR/echo "==========="
mount

$BINDIR/echo

$BINDIR/echo "==========="
$BINDIR/echo "  fstab
$BINDIR/echo "==========="
$BINDIR/cat /etc/vfstab
$BINDIR/echo

$BINDIR/echo

$BINDIR/echo " ="
$BINDIR/echo "SUID/SGID search:"
$BINDIR/echo " ="
$BINDIR/echo

find / —-perm -2000 -0 -perm -4000 —print | xargs $BINDIR/Is -1 {}

$BINDIR/echo " ="
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$BINDIR/echo "File permissions:"

$BINDIR/echo "

$BINDIR/echo “/etc:"
$BINDIR/echo "-—---— "
$BINDIR/Is —Irta /etc
$BINDIR/echo
$BINDIR/echo “/bin:"
$BINDIR/echo "-—---— "
$BINDIR/Is —lIrta /bin
$BINDIR/echo
$BINDIR/echo “/sbin:"
$BINDIR/echo "-—-——- "
$BINDIR/Is -Irta /sbin
$BINDIR/echo
$BINDIR/echo "/usr:"
$BINDIR/echo "-—-—- "
$BINDIR/Is —Rlrta /usr
$BINDIR/echo
$BINDIR/echo “/var:"
$BINDIR/echo "-—---— "
$BINDIR/Is -Rirta /var
$BINDIR/echo
$BINDIR/echo “/dev:"
$BINDIR/echo "-—---— "
$BINDIR/Is -Rlirta /dev
$BINDIR/echo
$BINDIR/echo “/home:"
$BINDIR/echo "-—-——- "
$BINDIR/Is —RIrta /home
$BINDIR/echo
$BINDIR/echo "/lib:"
$BINDIR/echo "-—-——- "
$BINDIR/Is -Rlrta /lib
$BINDIR/echo

$BINDIR/echo "

$BINDIR/echo "

$BINDIR/echo "MD5SUMSs:"

$BINDIR/echo "

$BINDIR/echo "/etc:"
$BINDIR/echo "-———— m

—_————n
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$BINDIR/md5sum /etc/*
$BINDIR/echo
$BINDIR/echo “/bin:"
$BINDIR/echo "-—---— "
$BINDIR/md5sum /bin/*
$BINDIR/echo
$BINDIR/echo “/sbin:"
$BINDIR/echo "-—-——- "
$BINDIR/md5sum /sbin/*
$BINDIR/echo
$BINDIR/echo "/usr:"
$BINDIR/echo "-—---— "
$BINDIR/md5sum /usr/*
$BINDIR/echo
$BINDIR/echo “/var:"
$BINDIR/echo "-—-—- "
$BINDIR/md5sum /var/*
$BINDIR/echo

$BINDIR/echo “ =—===

#$BINDIR/echo "Make sure to grab /proc/kcore"

Live ,
off-line

1. CD-ROM

-. CD-ROM

-. Biatchux CD CD-ROM
2.

-. CD-ROM 1,3,4
3.

. Biatchux

BIOS

Biatchux

Biatchux
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Forensics IP  192.168.10.110

Forensics# nc —-| -p 3147 > victim_sdal.img

Biatchux CD-ROM

[root@FIRE] root> ifconfig eth0 192.168.10.111 netmask 255.255.255.0 broadcast
192.168.10.255

[root@FIRE] root> route add —net default gw 192.168.10.1

[root@FIRE] root> cd /data

[root@FIRE] root>dd if=/dev/sdal | nc -nv 192.168.10.110 3147

-. (victim_sdal.img)

Forensics# md5sum victim_sdal.img

c8f201b2ffb65595a6¢c2af6alc51bb66

Biatchux CD-ROM

[root@FIRE] root>md5sum /dev/sdal

c8f201b2ffb65595a6¢c2af6alc51bb66

-. off-line

Biatchux

Biatchux CD-ROM

[root@FIRE] root>mount —ro,noatime,nosuid,nodev,noexec /dev/sdal /mnt/sdal

[root@FIRE] root> mount

SSHD(SecureShell Daemon)
SSHD /sbin/ , /etc/ssh/sshd_config

2222/tcp

Biatchux CD-ROM

[root@FIRE] root> start-sshd.sh

[root@FIRE] root> netstat —ntl
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Active Interr 2 0nne 1 11y
Proto Recw- Send-0 Local Addre
top ] 0 o0.0.0.0

] 0 0.0.0.0:6

—

tRFIRE]

Q
1
1

dza -p
g5 -p

-F T

7. VNCServer(vncserver)

: VNC (Virtual Network Computing)
“ ” . VNC
(ON] oS , JAVA

. VNC http://www.realvnc.com/ . Biatchux VNC

Biatchux CD-ROM

[root@FIRE] root> vncpasswd
[root@FIRE] root> vncserver :0 -geometry 1024x768 -depth 16

[root@FIRE] root> netstat —ntl

[E FIRE] root> wncpasswd

Password:

Yerify:

[ 10:=09:

[tootWFIRE] ro moserver (0 —geometry 1024x7e5 -depth 16

Hew desktop is prometheus:0

ied in shome/root/.wnc
nrometheus: 0. log

[ 10:10:51]
[toot@FIRE] ro :
re Internet co 2 [(only serwvers)
5 Foreign .
0.0.0.0:% LISTEN
LISTEN
LISTEN
LISTEN

10:10:
[toot@FIRE] root:




VNC
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Bliroct's: ¥ deskop £ prometh s e

right click on the

deskiop for menus

Farrees amd bedies braipns b sasaeman

Biatchux

FIR.E

9. Vncviewer Biatchux 0.4a X-Windows

start-em
start TelnetD -

led yet
bled et
CP-Seruer -not enabled yet

10. Biatchux 0.4a
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11. Biatchux 0.4a

(jishim@hanaro.com)
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12. Biatchux 0.4a Mozilla
Biatchux
. Biatchux find, grep

chkrootkit —

The Coroner’s Toolkit(TCT) -

tctutils — Brian Carrier , TCTUtils  TCT

Autopsy - TCT  TCTUtils GUI

, , inode
mac-robber - , inode (MAC), ,
timeline (grave-robber -m ).
stegdetect - JPEG

Examples: $ stegdetect *.jpg

cold_dvd.jpg :
dscf0001.jpg :

dscf0002.jpg
dscf0003.jpg

[.]

outguess(old)(***) jphide(*)

negative

: jsteg(***)
: jphide(***)

$ stegbreak -tj dscf0002.jpg
Loaded 1 files...

dscf0002.jpg : jsteg(wonderland)
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Processed 1 files, found 1 embeddings.

Time: 36 seconds: Cracks: 324123, 8915 c/s
hexedit — hex
LDE - - inode , ,
OpenOffice 1.0.1 —

Biatchux

Biatchux

: nmap, whisker, hping, firewalk, fragrouter, John-the-Ripper, nbtscan, nemesis,
screamingCobra, onesixtyone, isnprober, hunt, pOf, THC-Hydra
: ethereal, tcpdump, dig, dsniff, netcat, hunt, ncftp, ngrep, pOf, arena, Sniffit,
Phoss, Wireless, airsnort, kismet, xchat, gabber
: hammerhead, apachebench
/ : hexedit, LDE
: snort
: ipchains, iptables
: telnetd, sshd, ftpd( ), tftpd, PXE-Server( ), Apache v1.3.27, irc server,
DHCP-Server( ) , PCMCIA, X-screensaver
: Mozilla
: Xnmap, @stake WebProxy, Nessusd+client, ip sorcery, VNC Viewer, Netware Tools(Pandora),
rdesktop(MS Term Client), Exploits(Unicode, jill, holygrail — solaris teleted),
Denial Of Service Attack tool(SMBdie-kills NT/2k/XP))
Exploit: bind , bsd , flood , holygrail, jill, local , rpc , sendmail , sparc , ssh ,
unencoded-stuff , win32 , wuftp , random ( exploit)

: hexedit, vi, pico-nano
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Biatchux, PLAC, Trinux
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Trinux PLAC Biatchux

v. 0.80rc2 v. 295 v. 0.4a

CD-ROM ? o o )
floppy ? o

1.44 MB* 47 MB 117 MB
o o ** X
X o X

?
? X X o
?

TCT o™ o o
tctutils o™ X o
Autopsy browser X X o
Ethereal o X o
tcpdump o o o
mac-robber X X o
chkrootkit X o o
LDE o o o
hexedit X X o
md5sum o o o
netcat o o o
StegDetect X X o
static binaries X X X
Windows X X o
Linux x86 X X o
Solaris Sparc X X o
X X o




Biatchux

F.I.R.E. Q&A

Q: F.L.R.E.
A: F.I.R.E.

Q: F.I.R.E.

F.I.R.E. X-Windows

Q:

A: CD-ROM
- Knoopix
- Trinux

- PLAC

Knoopix

Trunux

www.securitymap.net HoneyNet Project by

CD-ROM

X-Windows

PLAC CD-ROM

F.I.R.E.

F.I.R.E.

. CD-ROM
. F.ILR.E.

CD-ROM

F.L.R.E.

. F.LR.E.

(jjshim@hanaro.com)

William Salusky
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A: F.ILR.E. ,

- Nessus, Nmap, Whisker, hping2, hunt, fragrouter
- Ethereal, Snort, tcpdump, ettercap, dsniff, airsnort
- chkrootkit, F-Prot

- tct, tctutils, Autopsy

- Testdisk, fdisk, gpart

- SSH (client and Server), VNC (client and server)

- Mozilla, ircll, me, Perl, biew, fenris, gpg

Q: F.I.LR.E. ?
A: F.I.LR.E. 48MB x86 PC . X-Windows 800X600
Q: F.I.LR.E. ?
A:
, F.I.R.E.
F.I.R.E.
Q: F.I.LR.E. CD-ROM ?
A: F.I.R.E. (*.iso) . , CD-
ROM ( ISDN
200MB ).
Q: OK, ISO . ?
A: 1. Sourceforge MD5
2. iso CD-ROM . CD-ROM
3. BIOS CD-ROM

4.F..R.E.CD CD-ROM
@) “4 )

Q: MD5 ?
A: "md5sum” .iso MD5
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GNU

$ md5sum fire-0.4a.iso

ae810533dc3ae95e4036b2d665bd5fla *fire-0.4a.iso

md5sum

MD5 DPASHA

) ( , fire=0.4a.iso.md5sum.txt)

$cat fire-0.4a.iso.md5sum.txt( )

Hash: SHA1

ae810533dc3ae95e4036b2d665bd5fla *fire-0.4a.iso

Version: PGP 7.0.1

iIQA/AwUBPearEQCUWSsIxYolREQKSAQCg5Dxsok4GFDLxZQchQs7q79TZLYcANLI8

NNJ4BWGAfGsvpPOPsydI2HzQ
=iUvO

, ("ae810533dc3ae95e4036b2d665bd5f1a”)

sourceforge
Q: CD-ROM ?
A: iso CD-ROM CD-R/W
Q: F.LR.E. root ?
A: root "firefire"
Q: X-windows . ?
A:

# /sbin/dlg/startmenu
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Q: /data

netcat

[Shim@REMOTE]$ nc -I —-p 3147 > data.tar

F.I.R.E.
192.168.1.100 ):

[root@FIRE]# cd /data
[root@FIRE] tar cf - . | hc —nvv 192.168.1.100 3147

tar

[Shim@REMOTE]# tar -xvf data.tar

Q:

A: "autoexec.sh" FAT

F.I.R.E.

# nano autoexec.sh

# mcopy autoexec.sh a:

"autoexec.sh" F.I.R.E.

#1/bin/sh

insmod 8390

insmod ne2k-pci

ifconfig eth0 192.168.1.100 up

echo nameserver 192.168.1.254 > /etc/resolv.conf

loadkeys it

F.I.R.E. /sbin/checkfloppy.sh

?

(jjshim@hanaro.com)

IP Address



Q: F.I.R.E.
F.I.R.E.
A: CD-ROM
F.I.R.E.
Q: CD-ROM
A: 4
1. .iso
2. CD-ROM
3. CD-ROM
4. F.I.R.E.
Q:
A: "Smart Boot Manager"
Q: i815
A:F.ILRE. x11 VESA
Q:
A: Vi Bash

# set -0 emacs

Emacs

# loadkeys de

www.securitymap.net HoneyNet Project by

. iso

. F.LLR.E.
. MD5
BIOS
CD-ROM
BIOS
. X-Windows

(jjshim@hanaro.com)

? , PC
statically
CD-ROM
BIOS CD-ROM
RAM x86 PC
BIOS
CD-ROM
, BIOS CD-ROM
CD-ROM
. 1815 VESA
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# loadkeys it
Q: NE2000 PCI ( RealTek 8029 )-
A:

# insmod 8390

# insmod ne2k-pci

IP (DHCP IP ).
Q: "autoexec.sh"
A:
# /sbin/chkfloppy.sh
Q: ?
A: Sourceforge
F.I.R.E.
Q: ?
A: Joe Lofshult FIRE , Biatchux . Winword
F.I.R.E. Sourceforge
Q:
A: , Biatchux
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