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Real time Traffic Analysis
Historical Traffic Reporting & Trend Analysis
(day, week, Month, year)
Central Management with NMS
Business Al &F& Ol Traffic 22|
= ERP, VoIP,& 4§ 2] S Mission Critical Application HE = &
» HYFE EHE(P2P, FTP)S XIS3tE HE=E HIZ2
Build a Proactive Security Environment
= Dos Attack Protection
=  Worm Virus Protection(Slammar, Nimda, Codered, etc)
= Firewall 2 IDS2t2 Hs & Jls 235
SLA Service2 Ml Z
= Tiered Service M3 (Gold/Silver/Bronze)
= Accounting & Billing
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Proactive Network Enforcement

Network
Action

Organizational

Information

Biz Applications I
HQ & Branch I Policy Based
Network Management Session Based P2P X| &t

Worm Virus Blocking I
=
ek I DoS Protection I

2LIHE & IP Account I
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LDP 210,205 12245 Gd 133,243, 7 143 WIRED Allot  MS—DOBE-W 1 d
LDP 210,205, 12345 142 ,38.7 . 157 $1d434 HWIRED Allot  MS—-DOBE-W 1d
LDP 210,205 120340 2.21.20, 120 34 WIRED Allot  MS—TE-W 1d : ;
LDP 210,205 12348 80.62,177.239: 1434 HWIRED Allot  MS—-DOBE-W 1d number of r CDHHECElD”$ per second was achisved
LIDP 210,205 12348 opo 168,161, M43 1434f WIRED Allct  MS—DBE-W 1d lax< Connections 12000" triggered
LDP 210,205 | 12245 116,222,101 . f10: 1434l WIRED Allot  MS—-DE-W o d ; ;
LDP 210,205, 12345 210.182.149. ¥ 1:1434] WIFED Allot  MS-DB-W¥ oo Number of new connections per second was ach;eued
HEE %}8’%8?’ :ggjg %izéézgéegil -23434 H%EEE Eiiot :g—gg—ﬁ 8 3 rAumber of new connectionz per second was achieved
- - H . . . b & ot — — . n
LDP 210,206, 12348 70,210,121, 58 1434 WIRED Allct — MS—DE-W oo |=x Lonnections" resolved
uopP 210,205, +12342 140,222,142 , WME 114348 WIFED Allot MS—DE—Y% O d number of new connections per second was achieved
LDP 210,205, 12345 202,173.68. 110 1434 HWIRED Allot  MS—-DOBE-W O : 12000 : o
UDP 210,205, =i tits 95,6 ,72,247 1 = WIRED Allot  MS—DB-W O d s« Lonnections triggzere
LDP 210,205 12345 d6.358.43,211 434 WIRED Allot  MS—-DOBE-W o d i !
LDP 210,206, 12345 145,35, 183,69 1434 HWIRED Allot  MS-DE-W o od 2 EDHHECU.'DHS TESDJ.'.""Ed.
LDP 210,205 | 12340 114,204 . d . 1668k 1435 WIRED Allct  MS—DBE-W o d lax Connections 12000" triggered
LDP 210,205 12345 150,233,154, 57 : 1434 WIRED Allot  MS-DBE-W o d ; '
LDP 210,205 | 12345 o2, 037,77 .92 Maz4 WIRED fllot  MS—TBE-W oq lax ED””E':U,'D”S TESDJ,;""Ed,
LDP 210,205 | 12348 154,190,192, #2651 1434f WIRED Allot  MS—DBE-W od lax Connections 12000" triggered
LDP 210,205, 12348 112.107.19,206:14934 | WIRED Allot  MS-DB-W o d ; '
ODP  210.205. 12348 126.196.61.34:1434 | WIRED Allot  MS-DE-V o a |t Lonnections® resolved
UDP 210,205 12348 36.4.35, 145 34 WIRED Allot  MS—DB-% od ok of the tyee "UDP flood” started
(M= 290,205 2348 BE 236,129 190 : 1434 HIFRED Allot MS—DE—"% o m m]
UDP 210,205 12248 55,192,102, 24511424 | WIRED Allot  MS—DB-W O o N i ==
unFP 210,205, 12348 128,86,135.30: 1434 HWIRED Allot MS—DE—Y% O d ok of the type TUDP flood” ended
LDP 210,205, 120340 60,106,222 4 MaZq WIRED Allot  MS—TE-W o d b F . d b d
UDP 210,205, 12345 30,157 ,135,205:1434 | WIRED Allot  MS—DB-W oo humper of new connections per second was achleve
LDP 210,205 12345 82,174,157 .13 11434 | WIRED Allot  HS-DE-Y o d i L :
LDP 210 205 12348 134,99 54,25 $1434 WIRED Allot  MS—DOBE-W o d 2 Connections 12000 _trlggered )
LDP 210,205, 12345 204 ,89,20,75 #1434 HWIRED Allct  MS—DB-W od humber of new connections per second waz achieved
LDP 210,205 | 120340 160,190, 11 ,245:1424 | WIRED Allot  MS—DE-W o d ; '
LDP 210,205 12345 110,147 .45, 14921434 | WIRED Allot  MS-DBE-W o g lax Connections TESDl?Ed )
LDP 210,206, 2348 178.159.35,73: 1434 HWIRED Allot  MS-DE-W od  number of new connectionz per second was achieved
LIDP 210,205 | 12342 104,192,196, §50: 1434 WIRED Allot  MS—-DE-W O 3 " ]
uDP 210,205, 12348 176,187,128, §99:1434] WIRED Allot  MS-DB-¥ oo |ax Connections 120007 triggered ;
HEE gig.ggg. :%gjg %?g,?gfigg,é--iigga E%EEE giiot :g—gg—ﬁ 8 g number of new cobnectionz per zecond was achieved
. - H . . AL M ot —DE— : n
LUDF 210,205, 12348 142,152,155, #:1434 | HIRED Allot  MS—DE-V & o = Connections” resolved
LIDP 210,205 | 12245 116,125,175k 1434 WIRED Allot  MS—TBE-W od ok of the type "UDP flood” started
LDP 210,205 12348 210.131.216, HWIRED Allot  MS—-DOBE-W o d & a
i i ok of the type "UDP flood” ended
TR . soass ck of the type "UDP flood? started
UDP i 20840 — ck of the type "UDP flood” ended
M = A = S [——
anulP : 17 y{ F AU @9 I} BSII2H S5 ck of the tupe “UDP flood” started
_____ N UDP al-'“lél/\ |’ are lax Connections 12000" triggered
AeAoTsin B Tl Ee ick of the type "UDP flood” ended
T eI e 1 e 1 e s rasaean TIUMRET of  new connections per second was achieved
14:59:08 ACZ01-2M kernel: Alarm "Max Connections" resolwed

14 :59:23 ACZ201-2M kernel: Alarm "Max Connections 12000" triggered
14:59:24 ACZ01-2M kernel: Alarm "Max Connections" resolved
14:59:24 AC201-2M kernel: Alarm "Max Connections 12000" triggered
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sSO070Or = T1oo9
+1o007F
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W ive Conns
FMews Conns Fer Sec

onns Per Sec

= Connections for MS-DE-Yirus_ Allot

MS DB Yirus_Allot (Live Conns, ewvw Conns Per Sec)

Z connection® = 50000 O & &M i
1 1000
z1000 laan
laas
zosood logr 2
E :996 % 4 Live Conns
2 § MHew Conns Per Sec
— zosool laas E
;994
zovoo laas
SQL UDP 1434 connection® #=: 21000 O] & &M ( St S AE Qlage
=neno oo:ag9:1s 00:s0:00 O0:s0:4s 00:s1:30 oo:s2:1s O0:s3:00 005345 2an
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Contents of: W!% ”Dnnec!lon

Virtual Channel-based Qos Coverage:
Inboundl Outbound Seneral I

Wirtual Channel Connection Sontrol

gy # of Connections Allowed:

nicc

|1 aoo I

Irections)

|Each Direction Defined Separately

—Conditional Admission

If Maxirnurm #* of Connections Exceeded, ar
mifnimum Bandwwidth not
ar¥Wirtual Channel), Then

i iDrDD vI

. IIl:It

onnection
Destination

Quality of

SErvice

onnection
ontrol

Hormal Priority... |Pass As s

Mm a8 Ay All 1P Marmal Priarity ... |FPass As s
e a8 |Any AP Marrmal Priority . |Pass As s
- danc3 a8 |Any AP Marrmal Priority . |Pass As s
e a8 |Any AP Marrmal Priority . |Pass As s
~daFallback 4 |Any All Service Marmal Priority ... |Pass As 1S
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onnections for MS-DB-Yirus_Allot

File Edit Wiew Style Help
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* Policy Editor

File Edit Wiew Insert Catalogs Tools Setlings Help
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onnection i onnection

S8 ource

oL SEMvice
Destination

Quality of
SEMice

Mormal Priority... |Pass As s

onnection
ontrol

il

mm O Mormal Priarity .. |Pass As s
----ﬂmz ~ pe2 a8 | Any All P Arntime O mormal Priority .. |Pass As s
----ﬂacB ~ |pe3 a8 | Any All P Arntime O cept mormal Priority .. |Pass As s
----ﬂacd  ped | Ay All P Anytime Accept Marmal Priatity .. |Pass As s
----ﬂallhack | By | Ay All Service Anytime e Accept Marmal Priatity .. |Pass As s
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ACA01: fusrdlocal /SWGAlogs# tail —-f log,SHG Imore

Allat  MS-DB-Yirusn
Allat  MS-DB-Yirusn
Allot M5-DB-Yirusn
Allot .M5-DB-Yirusn
Allot . MS-DB-Virusn
Allot . MS-DB-Virusn
Allat  MS-DB-Yirusn
Allat  MS-DB-Yirusn
Allat  MS-DB-Yirusn
Allat  MS-DB-Yirusn
Allot M5-DB-Yirusn
Allot .M5-DB-Yirusn
Allot .M5-DB-Yirusn
Allot . MS-DB-Virusn
Allat  MS-DB-Yirusn
Allat  MS-DB-Yirusn
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26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26

12415330 2003 Fatal
12415330 2003 Fatal
12115530 2003 Fatal
12415530 2003 Fatal
1241530 2003 Fatal
1231530 2003 Fatal
12115530 2003 Fatal
12415430 2003 Fatal
12415330 2003 Fatal
12415330 2003 Fatal
12115531 2003 Fatal
12115531 2003 Fatal
12115531 2003 Fatal
1231531 2003 Fatal
12115531 2003 Fatal
12115531 2003 Fatal

AcC
AcC
AclC
AcC
AcC
AcC
AcC
AclC
AcC
AcC
AclC
AcC
AcC
AcC
AcC
AcC

<IP.UDP. 210,205,
<IP.UDP. 210,205,
I UDF. 210,205,
<IP.UDF,. 210,205,
<IP.UDP, 210,205,
<IP.UDP, 210,205,
<IP.UDP.210,205,
<IP.UDP.210,205,
<IP.UDP. 210,205,
<IP.UDP. 210,205,
I UDF. 210,205,
<IP.UDF,. 210,205,
<IP.UDF,. 210,205,
<IP.UDP, 210,205,
<IP.UDP.210,205,
<IP.UDP.210,205,

+2348,54 .92 ,72,42 41424 Access Denied
+2348, 72,132,104 ,86: 1438 > Access Denied
12348, 18,212,226 212 1 1484 Access Denied
+2348,.180,140,5,198: 1430 > Access Denied
12348, 206,106, 146,206 1034 Access Denied
12348,128,184 50,683 1430 > Access Denied
+2348,106,23,11,94 14348 Access Denied
+2348,172,34, 118, 166 £ 1484 Access Denied
+2348,230,136,248,93 1484 Access Denied
+2348,56,190,70,13: 14348 Access Denied
+2348,38,12,224,244 : 1438 > Access Denied
+23d8, 120,52 ,45,81: 1434 Access Denied
+23d8,130,131.,241 .51 1484 Access Denied
12348, 100,62 ,193,157 1 144 > Access Denied
+2348,190,21,156,190 1484 Access Denied
+2348,176,119,77 ,3+14348 Access Denied

UDP 14340| Access Deny&l 1]l Y= A&

/'
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Connection Limitation

T1 Connection Total guaranteed throughput = 1.5M bps

e v
e _vc

g PIPE

| VC1 ORACLE )\
VC 2 )
0 VC 3 CITRIX )

VC Maximum = 150K bps, Minimum per Connection = 45K bps
MEAENET
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Minimum

Maximum

M aximum no. connections
Priority

Per Pipe

® Min/Max, Priority, max no. connections
Per VC
® Min/max, priority, max no. connections
® Per connection
# CBR + delay
# Gurantee+ burst
= CIR/EIR
® Direction Specific
# lnbound / Outbound
# Both direction
MEATANET
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10 Streaming - 11t Streaming

- connections Connection
® REJECT or DROP
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Minimum, Maximum and Priority

UDP Protocol

Min, Max and Priority for each connection

ulu

on the 1 1)

Network Intelligence for Leading Netwarkers L EL T O/2) Z HA/Sf= A O]Lf




1.1

1.2 1.1

1.4 1.2 |1.1

1.6 15 |13 ]1.1

1 2,3 4 5 6 7 8 9 10
Priority
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PFQ

CBQ

TCP Rate Limiting

QoS Policy
Guarantee

Per flow queuing
Individual session/connection
Packet adaptation

Tosses packets
Packet loss
Retransmissions

Packet loss
Retransmission

o 10 Levels 7 Levels
Priority Level ) ) 7 Levels ) )
Hierarchical Hierarchical
Directional In-bound and/or out-bound Out-bound In-bound and/or out-bound
QoS Minimum, maximum, burst, CIR, Minimum, mIaX|mum,. Minimum, maximum, burst,
. . burst, CIR, point-to-point :
Assurance connection, fairness of access only reject packets when congested
Traffic classification _ o
) . Traffic Classification . e .
QoS Policy Bits-per-second control Bit q Traffic classification
Delay Bound Connection-based for TCP '1S-per-secon Bits-per-second control

packets

Flow-by-flow for UDP packets

control
Flow-by-flow control

No flow control, Rate-based

Control method

Dynamic

Static

Dynamic
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DNS VC - Daily Graph (5 M

Glidk graph fer debals

o]

Msx 12407 D A (00%)  Average [n1620 Bis (%) Cusrent [
Max Out:190.0 Bfe (L0%) Average Out: 310 Bs (1.0%) Cusrent Ow.
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NetEnforcer Alert Module
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Q& A

Allot

Communications

on the 1 1)

Network Intelligence for Leading Netwarkers L EL T O/2) Z HA/Sf= A O]Lf




