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1. 318 o}
o TQ|El HOIEEM
- Network IDS
Internet é-z_\ - Host IDS
.7 - Firewall
- Anti-Virus
—— DMZ o HS5l0f e XjAH
: - Mail DMZ,Server Farm
Firewall - Web SegmentLll 2]
-DNS Z=Q HEAIAH
L3 S/W
—— User —— o =X5t= F oA
g3 - Database - Network M3 /o
| - Groupware A
- CAISSO - ZIQURICHAIAE HH o
— Server Farm — L — Anti-Virus — - MEA|AH FoH
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2. EEXIA|AEH (IDS)

e L{/2|% ALZXIC| H|Q17} g|2] EtX|(Detect) <7 DMZE stHEH QIS
® Server Farm % User 29| H|CI7} sig| & 2 EIX| 27|l

Internet ===

LIS ALZ XS]
- Database H|OI7} 39|
- Groupware |«
- CA/SSO
Server Farm — Anti-Virus —
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3. ZIQXIEIA|AE! (Firewall)

o LI ALEXI2| HI2II} HE AMeho| =71s
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ook

Internet %‘_;l
N OIE{ll ALK}
: —— DMZ — A6 E HA
Firewall .
- Mail
OI7IEl MHIA - Web
OI7}=! AfH{ -DNS
LI5S s
HES3A
Tom™ X [L3s/w
‘ — User — ")
. H|217} X}
1 - g?ct)i?)avigre OIE{:ll A} X}
b < i § od
- CA/SSO HMa=Al 99y
Server Farm — Anti-Virus — =
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424 (Vulnerability Assessment)
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1. Security Hole X|71

o 7| MEA|AEIO| Security HoleE MN|7{1517]| §1510] FI71& =2 HOIEEMZ £Q|&t

@ Internet
AV 4

R LIV ESN Firewall )

UserX0jA{ Server Farm2 &2

Router DMZ — SER
- Mail
m - 8 o pEAA (] )
e HIOI7} B9 W BHEX] M) STy

® Scanner ( e )
HEA|AHIO| HOF F| kX ot

(H71/d1E70)
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- CA/SSO

Server Farm — Anti-Virus —
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V. 29t Ztgl(Hardening)

2. HES|3 ZH| 2ot Zst (A=)

® Enable Secret AIE
Cisco BISE{Q| AR 2AUXH(Privileged) ModeZ E1517| £15101 AI2E|= Passworde=
Secret Password AIES AE
» ZX|EHH
Privileged-mode& £01ZILC}.

enable secret [level /evell {password | encryption-type encrypted-password} O

® Service password-encryption A=
0] W2HO{E AI2E AR enable password?| A =EE 25 515101 X &gt
» XY

Global configuration mode= =0{ZILC}.
service password—encryption O
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® Username A=

Username AI2E A2, A& £ 9=

SHAA L £ QloOZ AIZS17|E HE

» X X|HHH
Global configuration mode= =0{ZIC}.
username ID password 7 password_strings O
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V. 29t Ztgl(Hardening)

® SNMP Default Communlty Strmg H{A
SNMP2| Public, Private?} Z2 Default Community StringS HZASIX| 210 A=
HOA D IR Mo| 27| If20| F==F3517]| 012{2 String22 HASII|E HE
> ZX| U
Global configuration mode& S04{ZILC}.
snmp-server community string RO O

74

ms'.'

(=)
o T

® SNMP Agent 22| ACL A=

SNMP Managerg& A de 8 % Y ManagerE X|Fs10 H20| 718t IPE
Higtst= 20| A

» ZX|EHH (192.168.xxx. xxx0A{ 2 SHE WIEQT ZH|Z H571S)
Global configuration modeZ =01{ZILC}.
snmp-server community community_string RO 5 O
access—list 5 permit 192.168.xxx.xxx O
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HTTPE E3t 22§ lal= X|YsH0} SiCE TH ALK Q1S 4HAI0) 2} Brute Force 2240]
JHs5H, HTTPO|l Ci3t Eokz|okE0| WK
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» ZX|EHY
Global configuration mode& S04ZILC}|.
no ip http server O

o AARAI CHY Het ER

Default2 2= HIEI0NM &= (telnet)0] 7156

= oli= oK $IBM0| EXEte=
27| &2 BaIx PCLF 53 SegmentLHOIME H&E & Y=S N3

ol= Zi0| H&E
» ZEX|

Global configuration mode= =0{ZILC}.

ip access—class 1-199 in (2 28t segmentUl A S =012 ACLE EHE) O
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I(Hardening)

fol

V. =29+ Z

HEYIS S8t 47 M4 Al BUADE UF AIZS 7| 20| gis B AHUE MaS I
JISE ABSH= 0| A

» ZX|EHY
Global configuration mode& S04ZILC}|.
exec—timeout &2 [X=] O

® Warning Banner AlS
LIES{3 Fdlol CHEt Telnet E<5 Al HE St Warning BannerE £1215101 S#{ = 21
EHEXA 208 F= Ao| 2t
» EX|UH
Global configuration modeZ S0{ZIC}.
banner motd Warning_Banner O
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2. HES3 gH| 29t Z3} (A1)
e SNMP, SYSLOG 2Z M3

SNMP TRAPO|L} SYSLOGE 0|25}01 HES3 ZH|2| A|AH! FH, Eg=! HH SS X|HE
Logging Server2 ELH{0{ &lA|ZIe2 22 2 23|5= Z10]| HEoHANO|L} A TIQ El
» K| HiH

Global configuration mode& £0{ZC}.

logging xxx.xxx.xxx.xxx (Logging A X&) O
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V. 29t Ztgl(Hardening)

2. HESI3 Zd| 2ot 3} (A=)
® Directed Broadcast A|st

IP Directed Broadcast= DoS(Denial of Service)2| &=2I “Smurf’ 220f 2+0{5}7|
/510 Ht=A| HZet A AL

ok

» ZX|EHY
Global configuration mode& S04ZILC}|.
no ip directed—broadcast O

® |IP Source Routing A|st
Listo| 2128l A2E Tjotalo] 21 2E0| EiX| = FRAMuE H3S & £ U7 W
AA BIREIS 7|2XMO 2 AIZ5IX| &= 20| A E!
> ZX| S
Global configuration mode= =0{ZILC}.
no ip source-route 0O
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V. 29t Ztgl(Hardening)

2. HES|3 ZH| 2ot Zst (A=)

® TCP/UDP Small Service XN|st

DoS Z2Z9o| CHAI0| E! &= Q= 7|&2= 9] MH|2A(echo, discard, daytime, chargen)S X|7{5}04
ALESHX| =5 sl= 242 AHae
» ZEX| Y

Global configuration mode& S04{ZILC}.
no service tcp—small—-servers O
no service udp—small-servers O

® Finger MH|2 A= AHist
Finger MH|AE AIRE A2 712201 H& MEf7} =&E 4 200] 0] MH|AE Hst 22 Hog

» XA
Global configuration mode2 &S04{ZILC}.
no service finger O
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V. 29t Ztgl(Hardening)

® Anti-Spoofing with RPF & &

e SUX| FLAE iilﬂg* 2 9on, 11 ifj3l0| SE5HX| &= A< sliEt TiZI= DropA|
2101 CEFE AlI25l= 242 RPF(Reverse Path Forwarding) ZI

» XY

Global configuration mode= =0{ZILC}.
ip verify unicast reverse—path O
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V. 29 Zt5l(Hardening)

® Basic Security Policy 0|3H

oldl I EQT HO M= =&t

Access ¥ # AMH| S92 2H
ZIO| XTI |AEIS MR5H= 710

ZIR3ICE. Internal NetworkOflA{2] QIE{:il
CHet 7|=Z Q1 Hot M3 ofslista o] o ==
b

&p

oin

@
0
ok

® Security Architecture O|aH

DMZ, Internal DNS A{H{, External DNS A{H{ 221, VPNO|L} 2|5 Client?] 2 M 59|
HES3 M L EM= 5] 0l6H5t= 210] RIUXIEHA[AEIS] HOF M3 MR A] 7|=H{ 0]

=M sl & 8= E=3lsk=0 2=

® 7|2 Performance(CPU, Memory) & Session = &19|

UXEAIATIO] 2O 0| MBEIUS HR AIAHS| CPU, Memory S7k9} B3 2 ECy
Session £ EI5IT BaISH 0] QM5 AQIKEIAIA 2|0 T3

I
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V. 29 Ztgl(Hardening)

RIOIXICIA|AE X 20 215} (A&

L = — [ _— O™ O

Change Control 22|

£ Rule®| Change7} 0|20f Z! mjoll= CHS T} 22 &H=0f L3t 227} Ll
- Name of Person modifying rule

3
o

- Date/Time of rule Change
- Reason for rule Change

oIk FQIXITIA AR RuleO| 2FME[M, Rulef| CHEt 2|5 2 LIS OIML] Audit?} E251HH

o FUXTIALE] XA 2212}

1X=22 HEST 255k FH[0IH, 250l mEE|0] 27| Mol &IXIEA[AO]
MX|£l0] l= 0S Eot ZSHE 215101 Hardening ZQIE BI=EA| 8 HRI} AR
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V. 29 Ztgl(Hardening)

3. SXEAAE P2 23t (AIS)
o

Default Properties

ZIQIXEIAIARS Default Policy® B2 MHIAS0] OpenEl0] 2101, ST B0 gt
o}

Hot H¥oll F= 20| 2Rt

-
SvliDglerde | LDAF | Ercrpion Wioobmipoie | Anooods st
S i Prveny | Eurirms | Loy aedAdr ey Sanen | Astmnkcan

el ok, Pl 1o frkriacn Cirection [T -

TEE Empamr breot {53 20 Eacoads

™ dccepl Freenl 1 Conbol Comectmins
¥ Boog UDF Rephas

Fla iy birvate o ' al —:| Sonoids
& Bocpqri Duiga i) Packes [= - 3
™ Ermhim Dhwernypicn on Accepl
* BocepiFF ﬁ
T Bt Cinmces Morvss Ol i fUDFS I-—j
T g Dummn Mare Do [TEE] I'—:'.
T Roceri OKF [Eumicre L =)

1 Cortesd | Halp r
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STk = PHE !

V. 29t Ztgl(Hardening)

3. SUXIEIA A Y3 23t (A15)

® Internal Outbound

Internal LIES3 2| 2E AIZX}7} QIE{:I0]| AccessEl U, HTTP, DNS Query S} Z2
£33 EAMH[ATF Openk|0] 217{L} ProxyE AlEsh= A0| E2Et

_* Standard - ¥VPN-1 & FireWall-1 Security Policy
File Edit Yiew Manage Policy Window Help

H2Ra $=e 2088 ¢ = L5EF =R =

Security Policy |Address Translation |

Source ‘Destlnatlun‘ Service ‘ Action

For Help, press F1 localhost Pead/Wite | | | Z
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V. 29t Ztgl(Hardening)

EeRIEABCZ FHA5= 2E AccessE Blocksh= Rule0] 228t

) Any | fireweall ) Any
£& internal B) Any ) Any

’i drop @ Lang m Gateways ’E
’ﬁ‘ accept @ Laong M Gateways ’7

L ER TS /e E M Al of= A O] Lf
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3. EIQIRHEHAIA B
® Drop All

Default2 Rule0f SHEIE|X| 2= 2= PacketS= DropA|7{0} 504, Z2M0f w2} Drop &
Long LOG Rule &2 12{a E7J} U=

% Standard - ¥YPHN-1 & FireWall-1 Security Policy
File Edit “iew Manage Pn:ulin:y il oo Help

Security Policy IAddress Translation |

m Source |Destinatiun| Service | Action I
- ..... L fe-admin [ fireweall &= Firevalll accept @ Lang M Gateways E
8) Any M firewall 8) Any i drop @ Long |El| cateways E
Be internal  |B) Any 8) Any accept @ Long |8 cateways E
- &) Any &) Any &) Any i drop @ Long |EH] cateways E

For Help. press Fl localhaost \Fiead/vwrite | | | A

on the 1 1)

Network Intelligence for Leading Networkers L#E%E_Q/ U/E/y‘% /T#/(/o;fl_i /(#U/L/




V. 29 Ztgl(Hardening)

No Logging

Windows PC7} 22 IntranetdiAM{= Broadcast TrafficO| 0| 2/0{, BetBIOS(NBT)2}
Mail Server0f 2|8t AI2X} IdentifyE 2|6l AI2E|= IDENTE ZQXICIA|AHIOR 2= S
“Reject” Typel &2 211 LogE U |A| &&= Zi0| HEHE

| = = | |
[ firewall |§’ Firevalll i accept |E§ Long |@-| Gateways |@ Ao,
i NBT - o) |
] firewall |@ dent ° reject m Gateways l@ A,

] firewall ) Any O drop }w Gateways :@ A,
F"' [e— |
ﬁ internal &) Any &) Any I(VBY accept }w Gateways |@ Ao
A A Ay i_ dro | Gateways A,
-|® y .@ ¥ &) Any @ aror m y |®

MEAENET
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V. 529 Zt5(Hardening)

DNS Access

OlE{ull DNS Access(Strictly 53/UDP)£ Internal LIESIIE N2t 2= AI2AI7}
g = UEE 5l 28 HIIX| =8 MYst= AsS HFE

(Internet Network= Internal DNS ServerE Al2s6}= Zi0| adi=ial)

Gateways |B) A

| —
©) Any I firewall l@ Any O drap

ﬂ £ internal

Gateways |[B) A

—
ﬂﬁ Gateways i@ A

I accept

on the 1 1)

Network Intelligence for Leading Networkers L#E%/ﬂ_?/ U/E/ylgs 177/(/5_/‘5 /(#U/L/l




® SMTP/HTTP Access

BE ARSI T MHIAS 0188 £ USS MYsH0} &
3
-

Ry accept

@ smtp

B mailserver

2 webserver

8 hitp ‘ accept
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V. 29 Ztgl(Hardening)

3. SIeIX|CHA|AH
® Blocking DMZ
Internal AF2X}I7} DMZ22| M2 3t= 10| LYK} 2oL0f| D Eiesto 2 HiI=A| M50} &

‘ & internal ‘m ‘@ Any ‘ accept ‘ W Gateways !@ P

Smadaid - WER-1 L FusWall-1 Secsim Pelioy
Fis [dn gle= jderage Pokoy  Yewios  Hap

RS0 i) giedgbe] i) o] Lirli = olsm]

Sazwry by | aiees Trersies |

m Source |Deslinalion| Service Action C Install On

. ILRSST T PR o ruwad :ﬁ e _:E Loy H [ATTSEE Y

.El-r W wrwosd ;fl =rqr| Hl.-.--rn B
-Q&rl L ST B an . e E'—L‘. Ill:ﬂ-rlrl =
- | ST A L sev W AL uaa fl‘ e |'.l| ETTSTTEN -

-f-j-- = T 0] = {14 1wy [ v
-Ekr B et 2 ity m e :.';ﬂ_l-'rll |'.‘|'=-le1 L
Bl wm . 7RI v PR - [Ee—
.Hlﬂ B ers 8 iy ® L1 oy [ o s

For i e F1 r=rkm Figed=m
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3. ZQIXIEIAIAE &

® Sneaky Rule

DM2z2| &t A{d{7} & =kl Internal Network2 223 A|= &t A< X3H0|| Drop 2ok ofL|2}
ZI2| XAl Mail EE= SNMP S22 AlertE ol = Zi0| HIEA| Elst
(uixio] AFEHOJ|A] DMZOJIAM Internal Network 20| gi= L)

ﬂi 8= dmz ‘% internal !@ Any ‘i drap E Alert ‘ iﬁ Gateways I@ A

Ely e e  eocegs  Proioe e fap

Rl a e | bt e ] ] MRt ] Sl

Te—rm r e | sy e
wresradl O | )
I e ==
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STk = PHE !

<
HI
r.2
Lo'l--
T
Q
S
o
D
=}
-
Q

® Performance

PerformanceE $|510] 7}Z& UHIMO 2 AIRE|= Rule2 RuleBase?| A2 0]l
$IXIAIZ = 2i0| EREt

B Cemedard WP A Freenll-1 Secermy Podesy
Fla Ed= ew Lerwagps Tolicy Welesdow Help

M|aHn] | Ejoyjesf St-isda] ] F 215|350 =] o Fislc] e

Secmy Fobcy | scttres s Teme st s |

install On || |
_‘I e mewrs &

_‘I Saeeaps &

i
i
i

-

n

i

OOEEEEEENO

ﬂﬂﬁjr et o] s EEup el E_'_J' i ey _—I = Tt
— = eirw-gpEE S omtwerssl Errkerns | B sk gl z Ly _-I =T e
n e st = = ] e ] =Tl E Loy _‘I B
n e s B 2 [ S ; Ly _—I Chdemps B
_ B ctrmr - —— = ey rre— #_ L B caeears =

=3 =] S Laccang _-I Salwewps =

ol 11 &
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4.

2lelgf

EIYXHEIA| A B Z =4 0}

S AHEAILE 2] 0] HE sISEIA

RIAIAE EHX| 3

o4 1}

| B W

oL 25

ardening)

2 (AI5)

or2 AMH|A(or A{H])Of| CHEH “EFX| A S A

(Example : P2P AMH|A(Napster/Gnutella A2 2X| ™30 U= “EFX| - X|7)

L] DNS

i ] Denial Of Service
t-_] Email

i-[ ] Ewasion

] FTP

o I o W W |

=1-_] File Sharing

] Gnutella_Connect
-] Gnutella_Download
-] Napster_Client_Update
-] Mapster_Create_account
] Mapster_Download
] Mapster_Login
-] Mapster_Login_Info
] Mapster_Private_Msg
-] Mapster_Public_ksg
] Napster_Search
-] Mapster_Sharing

ALl TP

i ] IP

0] IRC

f-[] Ident

f-_] Instant Messaging
-] MERPC

(o OO O O O e O

i

on the 1 1)
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S.. | |EO. [P [-0EE.

=]

Security Events =t
Portz. . I Tuning...
Enabled Event Priority I
[ Gnutella_Connect Lo El/
— Snutella_Download Lo gl 2
[ Mapster_Client_Update Lo -
= Mapster_Create_Account Law &
— Hapster_Download Low 7
— HNaps=ster_Login Lo Vs
— MNaps=ster_Login_Info Lo -
[ Napster_Private_M=g Laow (;] P
= Napster_FPublic_kM=g Low ngl &
— Napster_Search Lo gl 2
= Mapster_Sharing Lo hg-l &
. 5 -
File Sharing —
Decodes in this group detect activity associated with

certain decentralized wide-area file sharing systems.
These systems include those that are traditionally used Ll
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V. 29 Zt5(Hardening) -

 EIQIEIKIAIAR] EIX| FH (A

-

4
®

Xl fIx[0f] W= MM MET
=IQIEIXIA 2B MX| SIXI(BHX] $1X]) ol w2} EX| M2 ClE2EH| HBBsl= S HEE
(Example : DMZ Segment, Server Farm Segment, User Segment)

. Select Policy

~&vailable Policies —

- - T ,ll;ll.ﬁ IR I{ D Et = I:'t ]y i Bt
[ Attack Deteztcur |'?_.1-

i;ﬁi{;;’:;“;;qggg'—‘_ — [ % DL Engine (DMZ Seg.) ——

[ Far winco ety ™

s e cor,__ Englne In=icle Firewvall (Server F

IFriprart...
| E_J Protocol Analyzer \

Fn:nr Iﬂﬂndn:nwa Netwurks (User Seg-)——-

A
Network Intelligence for Leadin e rkers
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4. ZQUEIRIAIAE EHX| M3 (%)

® False Positive A|71

e
=

HAMZO| L EQ T SHQE 2202 QIsl= “False Positive” EventE HN|7{5}= Zi0| &t

(Example : HIE3 &H|2| Heartbeat CheckZ AIZE|= ICMP Protocol :

¥ Lol e §
fie Mew Help
| bl BB o T
[ &= EvosiEie] Thoet Gpecied Lot oot
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Remedy;

Vu'lptlm:

Disabled account as Mank password | Pisabled Acoount Blank Pyed )

1331
Ay, Medium Disabled Account Blank Fwd

Windows 2000: &ny versan, Windaws NT: Ay vErsion

& disabled user account has been detected with a blank password. Blank
passwords allow attackers unauthonzed acoess, ncluding the ablity o
take owver ard replace processes, and access other computers on the
netwark,

Sat the usar password to & minimum length as required by your security
policy, and change the passwond, If your security pokcy goes nol specify
a miremum length, 155 recommends a minimum of at least sevan
characters, Raquea 3 minmum [ength for all passwords, or s8t up a
pazsword filter to enforce password complexity. Femove the user accaunt
if it is mot needad

Ta set the mnimum password length:
For Windows NT:
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Time / Source P Target P Tag Name : Severity |
2003-03-03 15:00:00 KST 19216811734 (192.168.117.39 =mip-expn “ hedium
2003-03-03 15:00:00 KS TalbaavEaiedin0autistviiauin : ‘ High
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Saolaris FTP server allows attackers to recowver shadow file =1

Tagname: solaris -fap-shadow recovery

Platforms:
Description:

Femedys

This signature detects use of the command CWD —~ dur;g an FTP sesson before 3
success=ful loginm has compisted.
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