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—-. LAN 222t2| S4l @ ARP2| BroadcastJt & et

Windows2| 22 IP === & Alot)| o 28 Al arp € broadcast

—. ARP(Address Resolution Protocol)
IP ——> MAC(Media Access Control)

- 220N TCP &= Al
ARP W &t= 3 Way—-Handshake Al .
(tcpdump or windump & &+91)
Windump : http://windump.polito.it/
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AXH
211.47.65.1 AAAS
ct £ H
—+211.47.65.254— H B BAIH
RA-HA 211.47.65.2 BB:BB
CAH
211,47.65.3 CC:CC
TEAITANET

Network Intelligence for Leading Networkers L#_E%E_O/ U/E//E,E /Tf//(/c?f,jl_ /(f/U/L/L NetFocus 2003



T o I o 4 R O S
5 4 tell 211

L1 O

L

R g B

1
1
1
1
1
1
i
1
1
1
1
1
1
1
i
1
1
I
1
1k
1
1
i
1
1
1
1
1
1
1
i
1
1
1
1

al Broa

MEATIANET
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arp who—has 192.168.1.192 tell 192.168.1.1
> 192.168.1.10] 192.168.1.1922] MAC =AZ )| ¢

B2 CIHAE H 9
arp reply 192.168.1.192 0:50:8b:9a:2e:a8
> 192.168.1.192 2] MAC =AJ} (0:50:8b:9a:2e:a8)2 S =¢t&

(@]l
0

—. arp cache
arp cache timeout: At :60s, 2t E{4h

[root@te=tl ~]4 arp —a

? (211 .47 65.15) at 00:50:8B:94:2E:A8 [ether] on =thi

?o0211 .47 .65 2540 at 00:02:FC:08:C4:4A0 [ether] on ethi

1=0 . tb.ocoky (211.47.65.75) at 00:50:8B:/9A2CAF [=ther] on ethl
?or211.47 .65.51) at 00:50:8B:94:37:94 [ether] on =thi
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Step 2 Switch Router

on the 1 1)
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Dummy 27
) arp 2
2) arp &
3) tcp 3 way handshake
4) OI0IEe & P %= broadcast

(1
(
(
(

Switch &7
(1) arp &% ko] broadcast

)
(2) arp ¢

(3) tcp 3 way handshake

(4) HI0IE W& 2% unicast 2 &=

on the 1 1)
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) Plain text & &
) broadcast

Dummydol EHA&I ARIX] AFE?

Arp FILS IgaF ALIH 2] el
http://www.arp—sk.org/
http://monkey.org/~dugsong/dsniff/
http://www.securiteam.com/tools/5ZP0D1F2KQ.html

Gratuitous Arp
gratuitous_arp —i eth0 192.168.1.3 00DOB788EQ8F 192.168.1.255 fiffffffffff

MEGTFENET
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Switch Jam(MAC Flooding)

L= MACE XNISH2Z BMAIH AKX ARP HIOI=S Flood AIZILC},

-/ T —

- dsniff 2 32 &Y 155,000 MAC E 2 &AM
ARP Redirect
XHALO| DFXl Gateway @1 A HE 1A E MAC 2 Broadcastoltdd 2= EHEO
S Utot Al StCt.
ARP Spoofing
2 MBHAOIOIA ALIE G DA of= MBIC! A e MACE fIL0tH ECHE S
L etlt.
MAC Duplicating
ALIEGH DA ot MHS2 MACFEALH 22 MAC =42

on the 1 1)
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(1) IP Flitering
2t2t0] AQIX| LEWA @It EHES TEHE

(2) Port security

2toto] TE( 2210l MAC A4S &= (Static) 22 A
(3) 2tREH S0l A static & A

Router# conf t
Router(conf)# arp 1.1.1.1 00d0.b789.d700

(4) XS5 TS T2EZ AR

MEGTFENET
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-. 220 M2l broadcast LB 0l SEot= B =

# ping 202.102.233.255
PING 202.102.233.255 (202.102.233.255) from 211.0.0.1 : 56(84) bytes of data

64 bytes from 202.102.233.207: icmp_seq=0 ttI=126 time=3345.4 ms
64 bytes from 202.102.233.194: icmp_seq=0 ttl=126 time=3542.7 ms (DUP!)
64 bytes from 202.102.233.193: icmp_seq=0 ttl=126 time=3738.8 ms (DUP!)
64 bytes from 202.102.233.214: icmp_seq=0 ttl=126 time=4053.1 ms (DUP!)
64 bytes from 202.102.233.207: icmp_seq=1 ttl=126 time=3316.3 ms
64 bytes from 202.102.233.194: icmp_seqg=1 ttl=126 time=3541.0 ms (DUP!)

-.SHU= 1P LS : http://www.netscan.org/

- AKX &K 20| 2 oh
-- egress filtering
-. S| A X &I K| 22| < oh
-- icmp echo reply 0ff CH &t rate-limit(QoS)

on the 1 1)
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L Z= = )| (amplifie) 2 242 & X 2| 96

(1) noip directed-broadcast
Router(config)# interface serial 2/0
Router(config-if)# no ip directed-broadcast

(2) access-ist
Router(config)# access-list 110 deny ip any host 14.2.6.255
Router(config)# access-list 110 deny ip any host 14.2.6.0
Router(config)# interface interface serial 2/0
Router(config-if)# ip access-group 110in

MEGTFENET
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-.SYN_Flooding Attack

Host A Host B

SYN(1000)

SYN(4000), ACK(1001)

ACK{4001) BN
Mow Connection
Established
3 way handshake

on the 1 1)
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-.SYN_Flooding Attack 0l CHSt CHbl & &
1. A|AEo] BH 2 T) R (Backlog Queue) AJ|E s =L,

2. 2l =AHEZ : syncookies
Windows H & : dIAIAEZ| HEB

3.A4REHLF HIOIHE L & =282 0|=setLt.
tcp intercept (&Nl B2 Al F=9])
—. Intercept mode
—. watch mode

MEGTFENET
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-. EtE] XA =2
2IPEIE Sttt HEHT =et

1. 2t & 0l password & & ot
2. telnet & 2 Hletol )]

3. SNMP & &o6tJ|

.22 28t Ml A disable
2! 2y

UHERZA ZLIHE

o 01N
=

LIER F9 O/z) E & Al of= A a/Lf NetFocus 2003




Console Password (Console &= Al AI)
Router#configure terminal
Router(configure)#line console 0

Router (configure-1ine)#password router
Terminal Password (Telnet =% Al AIE)

Router#configure terminal

Router (config)#line vty 0 4

Router(config-1ine)#password router
Enable Password

Router#configure terminal

Router (config)enable password 12345
Enable Secret

Router#configure terminal

Router (config)enable secret 12345

on the 1 1)
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typ O : cleartext
typ 5 : one way md5 hash — nonreversible

typ 7 : reversible

Hash function Reverse function
Cisco - 02050D480809 - (Cisco

File Decrypt Edit Help

sword |7 020500480809

A T L "" =
%%i ‘6-!‘:-':""5*-*-;:--' fﬁxﬁlﬁjﬂgﬁ:ﬁ:x

on the 1 1)
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Access-list £ 0|8t 22 M
access-list 10 permit host 211.1.2.3
access-list 10 permit host 211.1.2.4
access-list 10 deny any

linevty 04

access-class10in

exec-timeout 50

password 7 09581B031200032F064G173W2E25
login local

* access-class CHAI 27252| CIEH H Ol A Ol access-list 0| 2% Jt=s
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-. ctSH 2| telnet listenerS disable

linevty 04
transport input none

-.consolelf| &= &4

linecon O
login local /| consoleZ &2 Al S A&EH
exec-timeout 20  // 2: SotI| A gl Al S&
/[ 0= 2 Xl et
MEBAANET
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-. telnet 2 MO
Switch>(enable)set ip permit enable
Switch>(enable)set ip permit 211.1.1.1 telnet

-.Snmp &2 M
Switch>(enable)set ip permit 211.1.1.1 snmp

-. B E serviceE ol =2
Switch>(enable)set ip permit 211.1.1.1 all
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1. Default community string 21 &
0l: Public > x27swf3

2. SNMP & 2 S Ml (udp/161)
snmp-server community x27swf3ro 11
snmp-server contact antihong@tt.co.kr
access-list 11 permit host 211.1.2.5
access-list 11 deny any

3. AtE0otAl 2=0E SNMPE disable stLt.

LS

no snmp-ser ver
4, 2530 (= v3 XY O (mrtg X2 X)

m“ N E T L EQF9 Ojef E M A/ of= Ao/ Lf NetFocus 2003
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—2OES2 HFLIEI 012 (M)

FSLIEl Azt
blic = s
=M. | ERE. | #aE |
© BE ZAEZ2H SMNMP IE! 2001210
— & S ZLEZ2H SNMP I 2! 20LS0121(D

w

=, | mme. | A |

[ = | Az | =m=w |
Windows H &€ SNMP & &

-3 z11.47.64.81 : THDUS
----- 'E‘! Windows NT S-;rver
----- % Commumity. String public

Fcoeereee System HI,B
] Int.er.f-acés . f
rEe shared pr;,-m:ers

e Servicegal_

£

[

£

[+ *,Serv:u:es

= .A_En:ow:lt,s T .

=) 'Shar,ceis G o, 1 i

R I-Eal‘n ‘ports &r " 4%

R TCP,-’IP Networks i

[ IFX -Het.wn rk

s s AP\_.P Table

P Loutes

[

£

xR TCD Egnn.:_:gt:ipﬁs
SNMPE St 22 + U= S

on the 1 1)
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com2sec mynetwork 211.0.0.1 x27swf3
*NIX HE snmpd.conf I &

oo SOLATWENDS. MEL

o e 2 -
Aach paumed
CLaTE Coaanundy TG Al
o - e | B jodsl o 10D pe necors
B arg Lmsd A rorsssy 5138 mr
Teryed Erve FallEig B )
Tl I S malEE s
Pt et [ P i Drrsali A0
Faceer Lrage E
D Hara
Tyriem Hars LRI
Ak Chamale S Aphe e i
B (sl p R S G Oheskes

Py e s g LT FAT
I_Hll:n'-.rl'rlm LEEETETHTI

Snmp brute force &= =
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# conf t
(config)# no service udp-small-servers
(config)# no servicetcp-small-servers
(config)# no service finger
(configi#¥ no servicepad > x5 Z2ES0 A ALE
(config)# no ip bootp server

> 0| 2IREIE STl REIISUERARRE)
(config)# no ip http server
(config)# no tftp-server
(config)# no ip source-route

- ip spoofing & 2| %I ol source-route disable
(config)# no cOfl run

# set cdp disable > CatOS & 2

MEGTFENET
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Interfacelil & & .
(config)#int serialO
(config-if)# noip redirects
(config-if)# no ip dir ected-broadcast
(config-if)# no ip proxy-arp
% LAN HIES o1Z5h == E2IX2 AFBAIOIS 2
(conflg-lf)# no ip unreachables

AESHAl &= interface = Bt = Al shutdown!!
(config)# interface ethO/3
(config-if)# shutdown

on the 1 1)
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interface Serial0
Ip access-group 101 in

access-list 101 deny ip host 0.0.0.0 any

access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 172.16.0.0 0.15.255.255 any
access-list 101 deny ip 192.0.2.0 0.0.0.255 any
access-list 101 deny ip 169.254.0.0 0.0.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 240.0.0.0 15.255.255.255 any
access-list 101 deny udp any any eq 1433
access-list 101 deny ip 211.1.1.0 0.0.0.255 any
access-list 101 deny ip 211.1.2.0 0.0.0.255 any
access-list 101 permit ip any any

ctRE WS Z inbound &= 22 &AA 1P E Mol EE6HE

29 IP &Y LY http://www.iana.or g/assignments/ipv4-addr ess-space

on the 1 1)
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interface Serial0
Ip access-group 110 out

access-list 110 permit ip 211.1.1.0 0.0.0.255 any

access-list 110 permit ip 211.1.2.0 0.0.0.255 any

access-list 110 deny ip any any log

*log : &G =22 2200 &

* log-input : SIHHO0lA 25 2 & & (increase some CPU |oad)
SLOT 5:*May 17 20:06:46: % SEC-6-IPACCESSL OGDP: list 110 denied icmp

10.1.1.2 (GigabitEthernet0) -> 61.182.3.158 (0/0), 2 packets

ctH 2R 2 outgoing &l = {312 AA |PE Mol EHE

on the 1 1)
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S

)
interface NullO

no ip unreachables

!

Ip route <dest to drop> <mask> Null0

0ll)

interface NullO

no ip unreachables
!

ip route 211.1.1.1 255.255.255.255 NullO

g a2 etRH LHEZ SHE == UK LHE == 8L
-> ACLO| Hloll &2 cpu Rot=

on the 1 1)

Network Intelligence for Leading Networkers Lf/_E%E_O/ U/E//E,E /Tf//(/ 57,?’_ /(f/U/L/L NetFocus 2003



CatOS> (enable) set port security 3/1 enable

CatOS> (enable) set port security 3/1 enable 01-02-03-04-05-06

CatOS> (enable) set port security 3/21 enable age 10 maximum 5
violation shutdown

£ _1:2003 May 03 15:40:32 % SECURITY-1-PORTSHUTDOWN:
Port 3/21 shutdown due to no space

CatOS> (enable) set cam static filter 00-02-03-04-05-06 1

AAL SHXIO SHE MAC FAS Tats SIS WE 2

CatOS> (enable) set port broadcast <mod/port> 0.01%
S8 ZE2| broadcast &= K| 8tot(H broadcast storm S & K|

. m
S
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IP Accounting: S8 3l EfEHO AA SHX| IP,IH3 4, HIOIESS E0HS
performance impact 3=2J!!!

ROUTER# conf t
ROUTER(config)# int serialO
ROUTER(config-if)# ip accounting
ROUTER(config-if)# exit
ROUTER# sh ip accounting

Source Destination Packets Bytes
192.168.65.75 210.145.255.74 1 75
192.168.65.103 66.77.73.150 4 6136
192.168.66.35 210.196.133.2 1 109
& 1) : http://cipaf.sourceforge.net/ CIPAF

TMELTINET
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NetFlow

ROUTER# conf t

ROUTER(config)# ip flow-export version 5 peer-as
ROUTER(config)# ip flow-export destination 211.0.0.1 2055

ROUTER(config)# int serialO

ROUTER(config-if)# ip route-cache flow

ROUTER(config-if)# exit

ROUTER# sh ip cache flow

Total Flows PacketsBytes Packets Active(Sec) | dle(Sec)
Flows /Sec /Flow /Pkt
TCP-WWW 716

Protocol

TCP-SMTP
TCP-other
UDP-DNS
UDP-other
ICMP
Total:

on the 1 1)
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0.0
0.0
0.0
0.0
0.0
0.0
0.0

9

84 01
996 0.0
70 00
63 0.0
173 0.0
67 0.0
294 0.2
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4.1
8.0
3.0
12
0.3
0.0
37

/Sec /Flow /Flow

21
3.2
38
10.1
10.8
11.9
38




S (e dest pr src port des port
203.254.149.28 134.111.200.231 06 0401 0089
203.254.149.28 134.111.200.232 06 0402 0089
203.254.149.28 134.111.200.233 06 0403 0089
203.254.149.28 134.111.200.234 06 0404 0089

Protocol : 06 = 0*16"1 + 6160 = 6 (tcp)
=& K £E 0089 = 16"3*0 + 16"2*0+16"1*8+16"0*9 = 137

F

gol

]
:=|:|
X
ot
|
o

# show ip cacheflow | include 0089 <« X EJ} 1372 &

. m
S
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http://moran.kaist.ac.kr/

S S hrﬂtqm

PO b e i STEEYEFSS P A T R e Y = TR A R e S e
1 1] 1

“ﬁ. o -I!.ll"lI':

Wi A oo ey P = vaim i i e /\—l Ijl AHE = EH 1l

W Sasvins 140 EHTTF arc LA ST did 10 EIETF DETS o 10 B PTE DETE ol 1A B RCAST 140 B TP A LW —_— = — !
| W e 10 @ Reeliemar g [l B0 oare L6 WOATP dr L% @ S @ TOTeL 550

EaEIEF DD HTTF PN FTF OCRTE LK HCENT OL0E BETE BdEE RRd] 0N JHIF 20E JOWF 008 SlkEF SeE

bits rer ddcend
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# flowdumper —s netflow_log_file

2003/04/22 06:25:47 211.47 .x.x.27015 —> 213.23.164.95.3364 17 2 317
2003/04/22 06:25:50 211.47.x.x.27015 —> 209.196.48.26.27005 17 1 188
2003/04/22 06:25:55 211.47 .x.x.27016 —> 24.175.50.21.1478 17 1 34
2003/04/22 06:25:55 211.47.x.x.27015 => 68.67.72.151.2213 17 2 68
2003/04/22 06:26:00 211.47.x.x.27015 => 81.224.104.44.1688 17 2 317
2003/04/22 06:26:02 211.47 .x.x.27015 —> 64.81.178.54.27243 17 2 337
2003/04/22 06:26:04 211.47 .x.x.27015 —> 24.42.191.135.36549 17 2 317
2003/04/22 06:26:04 211.47 .x.x.27015 => 24.94.62.14.2213 17 1 34
2003/04/22 06:26:07 211.47.x.x.27015 => 24.226.82.215.1676 17 2 317
2003/04/22 06:26:09 211.47.x.x.27016 —> 80.186.65.119.3299 17 1 34
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(e - E R

HAW
Py Flowscan+ Query Page
Emee lormal AL |
Y db&-D0
HH:W S5
statsme: ““I"ﬂﬂﬂﬂﬂm
|.'|II:E—'.'II-'I'." 210000 |
|IEI:]3:1TE6."E'3 123 87110 !11 210 ME 525
Ered fime: | I
n | I :
it II?‘.'I-.D;E‘.EEM.IEJ 1554 ‘iil."'.1?".'ll1 '?-9 AR 40T i11 1 llil:l ek [ B B LS
| | | | | |
E - i — T |
] i p ] r ') il i
which! IDEEH-'HE 13RAMAT TN o] 470 Wdmm N :—4& ol [ e e
[t 51 I T T I
| | |
Trace iP: IEﬂ MOZZRIEES 1EaEaT ™= _E E‘IIIII‘IHEEI n 1 ||!|I:| 210 213.205.2%
: | | | | |
|TEEH-.!T.|'.'E I I I
1
N |'I BT z9s (132.26.97. 179 I'I iz} oL !-IM-EIII 11 1 Iﬂ-ﬂ I!.'-."IIII 218.215.25
- I :
ﬁ. | — e, .
IEx-l 147178, 240 (1322497170 I Elﬂﬂdlﬂd&t " 1 !ﬂ-l:l 21018 26.25
| I | |
| | | !
NT3E0 06 1T |15, 504 '3."'.1'|'il|1 ] et | |,IMIE'|11 1 !-d-l.'.l :.'.:'1I:I MA.M5%
1

4 sl i

[F

A, 1 S—
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** rate-limit {input | output} bps burst-normal bur st-max confor m-action action exceed-
action action

burst-normal : =1} 5| &
burst-max : Z= 1}

=J

Iz
H H HdS2Z te 2! & Y (transmit)
2

SamOoR

burst-normal = (bps/8) * 1.5
burst-normal burst-max = (bps/8) * 2

o QU0 IREDY A EYT BT

>TCP :~90% (HTTP, FTP and P2P tools)
> UDP : ~10 % (DNS, SNMP, streaming)
>|CMP :<1%
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int serial O

rate-limit input access-group 150 2000000 250000 250000 confor m-action transmit exceed-action drop
rate-limit input access-group 160 512000 8000 8000 confor m-action transmit exceed-action drop
rate-limit output access-group 150 2000000 250000 250000 confor m-action transmit exceed-action drop
rate-limit output access-group 151 1000000 250000 250000 confor m-action transmit exceed-action drop
rate-limit output 19000000 3562500 4750000 confor m-action transmit exceed-action drop

access-list 150 per mit udp any any
access-list 151 permit ip host 211.0.0.1 any

access-list 160 permit icmp any any echo-reply

on the 1 1)
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Na3Ees 24 JIY
(1) console logging
(2) Terminal line logging
(3) Buffered logging
(4) snmp trap logging
(5) ACL violation logging
(6) syslog logging (best way!!)

Router# config t
(config)# logging trap information
(config)# logging 14.2.9.6
(config)# logging facility local6
(config)# logging source-interface loopbackO

letc/syslog.conf (syslog A1 H 0l Al udp 514 2 open) = udp 514 Z & & F=2|11
local 6.debug /var/log/routers.log

MEGTFENET
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TCP intercept : SYN-Flooding &0l 1.
Performance impact =2
Unicast RPF(Reverse—Path Forwarding)
. ip spoofing Ol E2F&, multi-homed € [ & & F=2
NBAR (Network—Based Application Recognition)
 DEHE YHOs2 WormOl 2 1t&  Performance impact

Debugging : IH2! &4, = HoHZ 0 21t&, Performance impact.
Ip accounting/netflow : CH& 2| ECHZ Kl Al Performance impact.

SSH : key recovery, CRC32, timing analysis and attacks =
SSHv1el FFHH ==, =42 I0S E 0| =.
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show clock detail

o v e
show running-config File View Call | Transfer Help

Edit
show startup-config Dl &%) = g::m
show reload s
show ip route - Send Text File...
show ip arp Capture to Printer
show users
show logging
show ip interface
show interfaces

show tcp brief all
show ip sockets
show ip cache flow
show ip cef

show snmp user
show snmp group
show clock detail
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MHZ™ : eemail server scanner 0| Z(HH0| 24 A XHEH
|nflex(http://pldaniels.com/inflex/) S.
HFUL 0| S/ E AU EF S /identity s 2 =2 E€HE
HE Al 2SI 22N0AH g S8

2210/ E =8 ;

pop3 CH &l pop3s 01 &
smtpCH & smtps Ol =

Sslwrap

(http:/lwww.quiltaholic.com/rickk/sslwrap/)
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2d0lols HF HAE:
http://www.whchang.com/netprg/is-relay.pl

http://www.anti spam-ufrj.pads.ufrj.br/test-relay.html
it = relaychecker: http://david.weekly.org/code/relaycheck.txt
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# dig @nsl.tt.co.kr tt.co.kr mx

tt.co.kr.
tt.co.kr.
tt.co.kr.
tt.co.kr.

1D IN MX
1D IN MX
1D IN MX
1D IN MX

FAAHE NG OO0l CHotO
= ¢l 0l S o1 E0ol0i0F Lt
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10 mail-relay.tt.co.kr.
20 mail-relay2.tt.co.kr.
30 mail-relay3.tt.co.kr.
0 www10.tt.co.kr.
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# dig @ns.domain.com domain.com axfr

10M IN A
10M IN A
10M IN A
IH INMX
battle IHINA
chaos IHINA
conf IHINA
hades IHINA
hak 20M IN A
joon 20M IN A

#dig @ns.domain.com txt chaos version.bind | grep VERSION

VERSION.BIND.

on the 1 1)
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61.33.XX.XX
210.207.XX.XX
61.33.XX.XX
10 mail
61.33.XX.XX
61.33.XX.XX
61.251.XX.XX
210.207.XX.XX
61.33.XX.XX
61.33.XX.XX

0OSCHAOSTXT "8.1.2-T3B"
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# nslookup zdnet.co.kr. ns.dacom.co.kr

Server: ns.dacom.co.kr
Address: 164.124.101.2

Non-authoritative answer:

Name: zdnet.co.kr

Address: 211.111.220.200

on the 1 1)
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# nslookup zdnet.co.kr. nis.dacom.co.kr

Server: nis.dacom.co.kr
Address: 164.124.101.31

Name: zdnet.co.kr

Served by:

- J.ROOT-SERVERS.NET
192.58.128.30

- K.ROOT-SERVERS.NET
193.0.14.129

- L.ROOT-SERVERS.NET
198.32.64.12

- M.ROOT-SERVERS.NET
202.12.27.33

- |.ROOT-SERVERS.NET
192.36.148.17
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options {
directory "/var/named";
version “no version";
allow-transfer {localhost; }; // Zone Transfer& KNI &t8tCt.
allow-recursion {192.168.1.0/24; 192.168.3.4; }; // recursion= M| &t

};
&1 udp,tcp B30 2%
udp 53 : 2 EHA Ol DNS &9, & &
tcp 53 : (1) Zone transfer 2 20| X2 S HSA|
(2) udp 53 2 HIAIXlI AFOI =D} 484 byte =1 Al tcp A 2
on the L1
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22| A HIOI Xl TH&E 2l

- id/pw 21
http://www.xxx.com/admin/
http://admin.xxx.com/

- L& == 248 =2

B2l AOIEEipHINCOZ oIS

<Directory /home/admin/>
Order deny, allow
Deny from all
Allow from 192.168.1
</Directory>

-. Non-web file =2
archive: tar.gz, .tgz, .zip =
backup : .bak, .oldS
include: .inc =

on the 1 1)

Index of /admin/

Hame Last meediiied Size Dezsriph fon

B Parant Oirectory

Dm = Jure2002 11:08 1K
E’I admin.htsl 22-Jur-2002 11109 1K
DM 2= Jur=2002 11:08 1K
B stboard/ E2-hn-2002 11108 K
login. i=s 2= Jur=-2002 11108 1K
il e htw | F2-Jr-2002 11:09 1K
paaE il 2= Jn=-2002 11:08 1K

<Files ~"\.bak$">
Order allow,deny
Deny from all
</Files>
> bak 0l CHet &2 = Al &&
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DNS J|8t2] Round—Robin gt&lol &M &

www.domain.com. M INA 211.1.1.1

www.domain.com. M INA 211.1.1.2

www.domain.com. M INA 211.1.1.3
=H&E

1.8 CH20 Cist CHaY 2
2. &= Round Robin @2 QI5l0d H&& 23 242 HAHS

3. B2 Cache Time(TTL) @2 Q18 DNSE3t &L DNS CH2Al

NRATANE T e
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Jowitch OIFS &AZ2H3

La et PELE T

2 200 9%
Ul sS4

2EN A} AT
2o 2 & 292
pp  MHIDLEH M2

DB

NAT ZA10] 2 S ghehAl DR Alo] 22 A

TEITINET

Network Intelligence for Leading Networkers L EQF9 ojcf £ A A/ 5f= A0/ LF NetFocus 2003




1. 2 Ast 2 S Ml (anonymous ftp ==21)
ik £ anonymous ftpchecker: http://david.weekly.org/code/ftpcheck.txt

2.SSL O] A& &&= FTPOlE
http://www.eftp.ora/
http://www.ipswitch.com

00 50 Bd ad 40 c2 OO0 40 d0 26 6o GO 06 00 45 00 PIP@k #0&nh. E 00 50 Bd ad 40 c2 00 A0 dO 26 6= 68 OB 00 45 g? EIE: !ggnh -E.
o I

05 deo 01 21 40 00 20 06 dd 01 Da 01 01 £5 O0a 01 O 1@ . 7 . 05 do 01 44 40 00 B0 06 do de= O0a 01 01 £5 0
01 03
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ftp://ftp.ssh.com/pub/ssh/SSHSecureShell Client-3.2.0.exe
- =FEAHEL EF T ———

ﬂlll hﬁlﬁﬁi'ﬁ & |[om? H&H:'l_!-"ﬂm_4ﬁlli'?|
alﬁaﬂlﬂulmlmlagntldxli’ e
' %ﬁ%ﬁ Eﬂn.-e_u_? -
L 1%y OP B .;:m-:np :
BEEAE B Ll bis

AEI0E DP B 0ol
LI TPE M)
mE PE e
NE OPE () ane
NEE OF B JC1haned i
neE orE  C1Ek Fuld

LisE IR E T ketdnng Fuld
clasy TP B (o)me Frid
e E T Feid
L OB |Spew Foid
BRIl BPE | oot Fud
A R.ITG mn*li'lm Fﬂd
IMIE"“
T Sairtd Fin | Saisis Dischisy | Dusinaion GifL, | @re Buln | Sased] Tama]

] L] "

.. SSL/SSHE XIat= FTPZ 28
http://download.zdnet.co.kr/pds/detail _view.html?id=7821

on the 1 1)

Network Intelligence for Leading Networkers LY ELQFO n/ef E A at= A o/LFNetFocus 2003




1. EER8 TR XS

(config)#access-list 101 deny tcp any any range 135 139

(config)#access-list 101 deny udp any any range 135 139

(config)#access-list 101 deny tcp any any eq 445

(config)#access-list 101 per mit ip any any i == | BEGION V2 |
[T M ; ;
| u-li;- . 51 O N
b E ErimEra F ﬁﬁ'[ii'rr“
(config)#interface serialO aen : kﬁ;ﬂ;ﬁ;m. 5
w8 2P bt i
(config-if)#ip access-group 101 in it (i b
w Al 3147 p e ey
L] I ER VAN T GLAD N R

on the 1 1)

Network Intelligence for Leading Netwaorkers

L EQF9 o/ E A Al of= A o/LF NetFocus 2003

I T B RE
T TR E SR




2. AiE2 U ERI3 4

echo 1 > /proc/sys/net/ipv4/ip_forward

iptables —t nat ~A POSTROUTING —o ethO —j SNAT ——to 211.0.0.1 | 2110041

Bridge 24! OIS 25
http://bridge.sourceforge.net/

Ip :192.168.1.2
Netmask : 255.255.255.0
Gw: 192.168.1.1

on the 1 1)
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3.P2P 2 ) XtEEHE

(1) AtEot= £E XtH

msn : 1863

yahoo : 5050

icq :5190

(2) AtEot= IPHS (RIS A S) Xt
msn : 64.4.13.0/24

22| HtC : 211.233.14.151

_

4

-
REERESN

S EEZEE SRR

oso
(== =I~F=1-]
!
(===
L=t A=l d-

S

oL
4%
'
18
18
1]
L]
it

10
16

(3) = AtZE XHEH
analyzer, ethercap = 2! =4

I=
HU
J
IS
Mo
=
0
o
AL
Jx

0l) msn XFE O

iptables -A FORWARD -m string -- string "messenger.hotmail.com" -j DROP
0l) nate ondt Z &= msn X &0l

iptables -A FORWARD -m string --string "<msn>" -j DROP
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Just because everything is working
doesn’t mean everything is ok.

A2 . EA&YH(antihong@tt.co.kr)
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