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O MRTG

MRTG MRTG URL ,
http:/ / www .mrtg.co.kr/ mrtg/ mrtg_index.html
http:/ / people.ee.ethz.ch/ ~oetiker/ webtools/ mrtg/
MRTG SNMP  enable
, MRTG (
) SNMP SNMP  enable
rnd_ro3600(configy#tsnmp- server community [ ]
[ ] : SNMP , Y

O MRTG

MRTG
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SNMP

Y BPS(Bytes per Second)

CPU, Memory, DISK

O MRTG
MRTG ,
: 'show processes [cpu |
memory]' CPU, memory
rnd_ro3600#show processes cpu
CPU utilization for five seconds: 3%/2%; one minute: 2%; five minutes: 2%
PID Runtime(ms) Invoked uSecs 5Sec  1Min  5Min TTY Process
1 80 684071 0 0.00% 0.00% 0.00% O Load Meter
2 764 436 1752 0.00% 0.00% 0.04% 130 Virtual Exec
3 933668 347360 2687 000% 0.02% 0.00% O Check heaps
4 0 1 0 000% 000% 0.00% O Chunk Manager
5 16 30 533 0.00% 0.00% 0.00% O Pool Manager
6 0 2 0 0.00% 0.00% 0.00% O Timers
7 0 2 0 0.00% 0.00% 0.00% O Serial Backgroun
8 3096 683916 4 000% 000% 000% O ALARM_TRIGGER SC
9 0 1 0 0.00% 0.00% 0.00% 0 OIR Handler
10 a4 114005 0 0.00% 0.00% 0.00% O Environmental mo
11 571788 2000308 285 0.00% 0.00% 000% O ARP Input
CPU CPU
. SYN flooding
PPS(Pack et
Per Second) CPU
5 CPU (CPU utilization for five seconds)
CPU ,
CPU ( )



MRTG

IP Spoofing

rnd_ro3600#sh int fa0/O

FastEthernet0/0 is up, line protocol is up
Hardware is AmdFE, address is 0002.4bb3.44c1 (bia 0002.4bb3.44c1)
Internet address is 172.16.14.2/27
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)

Full- duplex, 100Mb/s, 100BaseTX/FX

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:00, output 00:00:00, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, O drops; input queue 0/75, 532 drops

5 minute input rate 124000 bits/sec, 258 packets/sec

5 minute output rate 1000 bits/sec, 1 packets/sec
285123321 packets input, 3527917296 bytes
Received 338930 broadcasts, O runts, O giants, O throttles
388149 input errors, 0 CRC, 0 frame, 0 overrun, O ignored
0 watchdog
0 input packets with dribble condition detected
15687666 packets output, 521854055 bytes, O underruns(0/0/0)
0 output errors, 0 collisions, 3 interface resets
0 babbles, 0 late collision, O deferred
0 lost carrier, O no carrier

0 output buffer failures, 0 output buffers swapped out




. NetFlow

MRTG, cricket SNMP
SNMP .
, Sniffer
, DoS
IP Spoofing
, Cisco
(profile) N etFlow
O CEF N etFlow
N etFlow (flow)
N etFlow Cisco ,
CPU . N etFlow
N etFlow
64K (65,535) flow 64byte
4MB DRAM

NetFlow  CEF(Cisco Express Forwarding) dCEF(distributed Cisco Express
Forwarding)
CEF 7000 I0S 11.1CC , I0S 120

NetFlow 7000 11.1CA CC ,

12.0T

CEF



CEF RPF(Reverse Path Forwarding)

. RPF
CEF
CEF dCEF global config enable
router(config)#ip cef
router(config)#ip cef distributed
CEF
rnd_ro3600#sh ip cef
Prefix Next Hop Interface
0.0.0.0/0 172.16.14.1 FastEthernet0/0
0.0.0.0/32 receive
172.16.14.0/27 attached FastEthernetd/0
172.16.14.0/32 receive
172.16.14.1/32 172.16.14.1 FastEthernet0/0
172.16.14.2/32 receive
172.16.14.31/32 receive
172.16.14.32/27 attached FastEthernet0/ 1
172.16.14.32/32 receive
172.16.14.33/32 receive
172.16.14.34/32 172.16.14.34 FastEthernet0/ 1
172.16.14.36/32 172.16.14.36 FastEthernet0/ 1
172.16.14.37/32 172.16.14 .37 FastEthernet0/ 1
172.16.14.38/32 172.16.14.38 FastEthernet0/ 1
IP IP ,
Next Hop
cef dcef N etFlow
, NetFlow N etFlow
enable



rnd_ro3600(config)#interface Fast1/0
rnd_ro3600(config- if)#ip route- cache flow

O NetHow

N etFlow

N etFlow “show ip cache flow”

rnd_ro3600#show ip cache flow

IP packet size distribution (275516976 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
000 982 .001 .003 .000 .000 .000 .000 .000 000 .000 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
000 .000 .000 .000 010 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 278544 bytes
162 active, 3934 inactive, 15469135 added
199136077 ager polls, O flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
last clearing of statistics 3wéd

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
-------- Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 8275 00 28 95 8.7 143
TCP-FTP 668 00 7 69 00 17 83
TCP-FTPD 218 00 297 1050 00 0.1 28
TCP-WWW 103650 00 2 397 00 0.1 49
TCP-SMTP 84 0.0 1 46 0.0 0.6 52
TCP-other 15020394 6.4 18 54 117.2 0.6 108
UDP- DNS 77345 00 1 66 00 0.1 153
UDP- other 255282 0.1 4 104 15 154
ICMP 2328 00 5 134 8.8 154
IP- other 329 00 1 20 00 04 157
Total: 15468973 6.6 17 55 117.9 0.6 109
Srclf SrclPaddress Dstlf DstlPaddress Pr SrcP DstP Pkts
Fa0/0 238.110.164.31 Fal0 172.16.14.94 06 AE27 0003 26
Fa0/0 78.0.215.80 Fal0 172.16.14.94 06 8D57 0004 26
Fa0/0 224.216.69.3 Fa10 172.16.14.94 06 81F6 0002 26
Fa0/0 58.47.188.84 Fa10 172.16.14.94 06 52B1 000A 25
Fa0/0 7139.16291 Fal0 172.16.14.94 06 21A5 0003 26
Fa0/0 157.239.174.83 Fall0 172.16.14.94 06 D763 0003 25




N etFlow ) )

, » Syn
flooding, Ping flooding
. 64Byte 98.2%
. SYN flooding
QoS
flow 6.6 64  TCP-other
TCP
flow .
(Srclf), IP (SrclPaddress),
(Dstlf), IP (DstlPaddress), IP (TCP 6, UDP 17)(Pr),
(SrcP), (DstP) (Pkts) . IP :
; 16
Fa0/ 0 Spoofing
Spoofing flow
192.168.XXX XXX
include .(Cisco
include grep )

rnd_ro3600#sh ip cache flow | include 192.168

, Spoofing
Seclf
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, Netbios Opaserv, Funlove

. Netbios Netbios-ns(UDP 137)
(137 16 89 )
rnd_ro3600#sh ip cache flow | include 89
N etFlow
rnd_ro3600#clear ip flow stats
O NetFlow
CEF NetFlow IP Spoofing
N etFlow Spoofing
CEF
(Next Hop ).
N etFlow CEF
, Cisco . Cisco
N etFlow
ISP
ISP
, ISP
ISP

- 13 -
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Fos N
‘_ C ISP
5
N __172.17.50.2/30 A —
O S B &
\ ?3.222.3813.-‘25
. routerd o
50 e {0,222 88,1/25
2750150 S e
B 1022268144125
1022288, 128/25 Sl Attacker
routerd - —‘. :
202 168,07, 1./24 K :
22216887 22
B (222.168.97.2) A (111.168.77.2, Solaris)
IP Spoofing A B
C ISP
A MRTG
Solaris snoop
IP Spoofing 80
96.170.XXX XXX , Spoofing
A
A (border)



router#sh ip cache flow | include 96.170
Sel 96.170.4.8 Et0

111.168.77.2 06 040C 0050 159
Spoofing Seriall ,
CEF
Seriall next hop
routerl#sh ip cef sel
Prefix Next Hop Interface
0.0.0.0/0 10.10.10.2 Seriall
10.10.10.0/30 attached Seriall
next hop  10.10.10.2(router2) router2
A routerl N etFlow CEF C ISP
router2
A C ISP
router2
C ISP router2 NetFlow CEF
router2#sh ip cache flow | include 96.170
Se0 96.1704.8 Sel 111.168.77.2 06 043C 0050 299
router2#sh ip cef se0
Prefix Next Hop Interface
172.17 50.0/30 attached Serial0
222.168.97.0/24 172.17.50.1 Serialo
router2 NetFlow  CEF Serial0
, Serial0 netxt hop 172.1750.1 , router3
router3 B B
B



B router3

router3#sh ip cache flow | include 96.170

Etl 96.170.4.8 Se0 111.168.772 06 053C 0050 3235

router3#sh ip cef etl

Prefix Next Hop Interface

10.222.88.128/25 attached Ethernet1

10.222.88.144/32 10.222.88.144 Ethernet1

222.168.97.0/24 10.222.88.144 Ethernet1

10.222.88.73/32 10.222.88.73 Ethernetl
router3  NetFlow Fooofing Ethernetl

. , CEF , 10.222.88.144(router4)
10.222.88.73(router5)
router5 N etFHow Spoofing

routerS#sh ip cache flow | include 96.170

routers#
router5 N etFlow Spoofing

10.222.88.144(router4)
. routerd N etHow
routerd#sh ip cache flow | include 96.170
Etl 96.1704.8 Et0 111.168.77.2 06 053A 0050 6673
router4  Ethernetl Spoofing

Ethernetl CEF

routerd#sh ip cef etl

Prefix Next Hop Interface

222.168.97.0/24 attached Ethernet1

222.168.97.2/32 222.168.97.2 Ethernetl




CEF IP 222.168.97.2 . MAC

Sniffering 222168972 MAC

subnet PC
N etFlow CEF

. MAC
router4 PC /
router4 subnet
?
?
O MAC
IP spoofing
MAC spoofing . MAC
MAC
MAC N etFlow
Subnet
, Subnet
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Tcpdump, snoop,

Subnet

MAC
MAC
, tcpdump  snoop MAC
(ethernet ) sniffeing
http:/ / packetstormsecurity.org/ sniffers/
GUI sniffeing spynet
[ Thme thimas:ms) | MAC source addr [ MAC dest. adde | Frame [ Pro. | Adde 1P src | Addr 1P dest | Port s | Pomdest |
15:36:14:062 408 1ATCEE DOEDGE4I 2443 P TCP 160BT 1% 172166200 € 7
15:36: 14:.062 M40 B\ 1ATCEE OOSD5541 2443 P TCP 156 B6 87 243 172 165,200 59131 i
165:36:14:062 M40BIATCES 00605644443 WP TCP 1662651020 172166200 240 7
15:36:14:062 M40 1ATCEE D0G055414443 1P TCP IGTRITI2ZZ 172165200 21090 7
15:36:14:062 4B I1AICE 005055414443 WP TCP  GLZM|ALIM 1T2IRR200 39T 7
15:36: 13062 040\ I1ATCEE 00505541 2443 (P TCP 2457122006 PP IR 5 200 307 [
15:36: 14:078 04028 1A PC B0 005055 41 44 43 P TCP  2441917,2 172 16,5, 200 26840 7
15:36:14:078 W40 1ATCEE DOG0S541 4443 P TCP IGBTTRID  (TZIB5200 1472 7
15:36:14:070 40D 1ATCO0 0OGOGS A1 4443 P P MLIRYET 172 16,5200 GIGEG 7
15:36:14:078 W40 1ATCEE DORS541 4443 1P TCP Z3BOZ3MIBE  IFRIBRIN @E7 7
16:36:14:076 04070 1AFCEE ODOGOS641 4443 1P TCP 151102169728 172165200 dos 9
15:36:14:0176 408 1ATCEE ODG05541 4443 P TCP NTN744119 172165200 48208 7
IP spoofing IP ,
MAC 00:40:2B:1A:7C:88
O MAC
MAC MAC
RARP P
.(RARP
P
MAC MAC
Cisco Catalyst 2950 Switch [2trace MAC

18 -



6509> (enable) [2trace 00-00- e8- 34- 00- 01- e6- 27 detail

Starting L2 Trace

[Ptrace vlan number is 222.

Attention: Source 00-00- 8- 34-d2-96 is not directly attached to this system.

Source 00-00-e8-34- found in WS-C4006 : 100.248.2.254

WS- C4006 : cat4006 : 100.248.2.254: 4/27 10MB half duplex -> 2/1-2 1000MB full duplex
WS- C6509 : cat6509 : 100.248.117.78: 3/14,4/14 1000MB full duplex -> 8/44 10MB half duplex

Destination 00-01- e6-27- found in WS- C6509 named HSS_6509 on port 8/44 10MB half duplex

| 2trace MAC ARP

sw_r3#sh mac- address- table

Dynamic Address Court: 4
Secure Address Count: 0
Static Address (User-defined) Count: 0

System Self Address Count: 49
Total MAC addresses: 53
Maximum MAC addresses: 8192

Non- static Address Table:
Destination Address Address Type VLAN Destination Port

0002.4bb8.44d1 Dynamic 1 FastEthernet0/1
0003.ba02.220e Dynamic 1 FastEthernet0/19
0800.1b41.2465 Dynamic 1 FastEthernet0/8
0800.1h41.318a Dynamic 1 FastEthernet0/6
sw_r3#sh ip arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet  172.16.14.94 - 0003.e3c7.54c0 ARPA VLAN1
Internet  172.16.14.65 30 00024bb8.44d1 ARPA VLAN1
MAC
. MAC SNMP MIB
Solarwinds
LANGuard . LANGuard
IP MAC
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Artifact

Windows NT/ 2000 :
http:/ / www certcc.or kr/ paper/ tr2002/ tr2002_11/ windows_server.pdf

UNIX Part | v1.0 :
http:/ / www certcc.or kr/ paper/ tr2001/ tr2001-03/ Scene-of-the-Crime.pdf
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CPU ,

, NMS

Cisco

1999
11 CERT/ CC
(Distributed Systems Intruder Tools Workshop)
, , ISP, (IRT)

CPU
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Distributed Denial of Service Incident Handling : Real-Time Inter-Network Defense
http:/ / www .ietf.org/ internet-drafts/ draft-moriarty-ddos-rid-02.txt

Track the source of spoofed packets, by Rob Thomas
http:/ / www .cymru.com/ Documents/ tracking-spoofed.html

Null routing traffic and tracking DoS attacks, by Chris Morrow
http:/ / www .secsup.org/ Tracking/

Tackling Network DoS on Transit Networks
http:/ / www .dante.net/ pubs/ dip/ 42/ 42.html

Inferring Internet Denial-of-Service Activity
http:/ / www .caida.org/ outreach/ papers/ 2001/ BackScatter/ usenixsecurity 01.pdf

Multi Router Traffic Grapher
http:/ / www .mrtg.co.kr/ mrtg/ mrtg_index.html

http:/ / people.ee.ethz.ch/ ~oetiker/ webtools/ mrtg/

Sniffering Tool
http:/ / packetstormsecurity.org/ sniffers/
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[ ] ISP

(- )
02- 6220- 7755
BORANET ipadm @bora.net
02-6220- 0535 | P2dm@
02-2106- 6172 |. .
DREAMX ip @cjdream.com
o2-2186-7000 | &
-3149-4941 .
ELIMNET () 02- 3149494 abuse @elim.net
02- 3149- 4999
02- 2105- 6075 }
GNGIDC Rostrredter abuse @gngidc.net
02-2105- 6130 @gng
HANANET () 02- 106 info @hananet.net
02- 106
02-789-9135 |. )
ISSAN issanadm @issan.net
() 02- 789- 9114 @
02- 6440- 2936
KIDC securi kidc.net
02- 6440- 2930 @
KOLNET () 02- 3289 2482 | huse @mail.hitel.net
02- 3289- 4114
-3675- 14
KORNET 02- 3675 1499 abuse @kornet.net
02-3129- 1411
042- 869- 0554
KREONet mknoh @hpcnet.ne.kr
© 042- 869- 0707 @hp
- 217
KTNET 02- 6000- 2170 domain @ktnet.co.kr
(02- 6000- 2091
02- 829- 2953
NETSGO hliImva @netsgo.com
02- 829- 2968 @netsg
02- 590- 3951
NOWCOM sulong @nownuri.net
) 02-590- 3951 9@
PUBNET 02-710- 1416 abuse @pubnet.ne.kr
02-710- 1416
02- 2102- 3388
SAEROUNNET sanso @saeroun.co.kr
02- 2102- 3387 @
031-738-6411 |. o
SHINBIRO ip @mgate.shinbiro.com
®wr73s 6 PO
(02- 3709- 0802
SKSpeedNet swnam @sktelecom.com
peedne 02- 3709- 0802 @
THRUNET 02- 3488 8438 mailadmin @korea.com
(02- 3488- 8438
1-788- 0011 .
KT- IDC KT- IDC 031 788-00 abuse @kt- idc.com
031-788- 0011
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