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1. 개요

기존에 기술자료실에 올린 FlowScan설치에 관해서 좀더 자세한 설명을 요구하시는 분들이 많으셨어 처음부터 끝까지 설치과정을 캡쳐뜨서 이해를 돕고자 작성하게 되었습니다. 

2. 설치 시스템 사양

1. 모델명 : INTEL ISP 2150

2. CPU : P3 800MHz *2

3. Memory : 1Gbytes

4. HDD : SCSI 10,000rpm방식, 36G*1, 73G*1

5. Partition

A. 36G : swap – 2G, boot – 100M, 나머지 모두 root(/)로 설정

B. 73G : 모두 /flowscan로 설정, netflow데이터 저장 용도

	[root@flowtest root]# df -k

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/sda3 33158696 2765068 28709216 9% /

/dev/sda1 101089 15082 80788 16% /boot

/dev/sdb1 70557052 6523304 60449652 10% /flowscan

none 515140 0 515140 0% /dev/shm


6. OS : Linux RedHat9 (Kernel - 2.4.20-8smp)

7. 패키지 정보 : Default + 개발도구 (Apache는 source를 컴파일해서 설치)

3. 설치 프로그램명

1. Apache : httpd-2.0.47.tar.gz
2. RRDtool : rrdtool.tar.gz
3. flow-tools : flow-tools-0.66.tar.gz
4. perl modules
A. Boulder : Boulder-1.30.tar.gz
B. ConfigReader : ConfigReader-0.5.tar.gz
C. HTML : HTML-Table-1.18a.tar.gz
D. Net-Patricia : Net-Patricia-1.010.tar.gz
E. Cflow : Cflow-1.051.tar.gz

5. Korn Shell : pdksh-5.2.14-16.i386.rpm
6. FlowScan : FlowScan-1.006.tar.gz
7. CUFlow : CUFlow-1.4.tgz
4. 설치하기

1. Apache

#tar -zxvf httpd-2.0.47.tar.gz
#mv ./httpd*/ /usr/local/httpd/
#cd /usr/local/httpd
#./configure --prefix=/usr/local/apache
#make
	[root@flowtest root]# cd /home/src

[root@flowtest src]# ls

ActivePerl-5.6.1.635-i686-linux.rpm arts++-1-1-a5_i686-linux-2.2.10-gnu.tar.gz html

Boulder-1.30.tar.gz arts++-1-1-a5_sparc-solaris2.7.tar.gz html.tar

CUFlow-1.4.tgz arts++-1-1-a8.tar.gz html.tar.gz

Cflow-1.051.tar.gz cflowd-2-1-b1.tar.gz httpd-2.0.47.tar.gz

ConfigReader-0.5.tar.gz cflowd-2-1-b1_i686-linux-gnu.tar.gz lynx-2.8.4-18.i386.rpm

FlowScan-1.006.tar.gz cflowd-2-1-b1_sparc-solaris2.7.tar.gz pdksh-5.2.14-16.i386.rpm

HTML-Table-1.18a.tar.gz configuration.ps.gz rrdtool-1.0.39-1.7.2.i386.rpm

Net-Patricia-1.010.tar.gz flow-tools-0.66.tar.gz rrdtool.tar.gz

POE-Component-RRDTool-0.14.tar.gz flowscan-src.tar websearch

[root@flowtest src]# tar -zxvf httpd-2.0.47.tar.gz

httpd-2.0.47/

httpd-2.0.47/os/

-- 중간생략 --

httpd-2.0.47/include/util_cfgtree.h

httpd-2.0.47/acconfig.h

[root@flowtest src]# mv ./httpd*/ /usr/local/httpd/

[root@flowtest src]# cd /usr/local/httpd

[root@flowtest httpd]# ls

ABOUT_APACHE CHANGES LICENSE README acinclude.m4 config.layout emacs-style modules support

Apache.dsp INSTALL Makefile.in README.platforms apachenw.mcp.zip configure httpd.spec os test

Apache.dsw InstallBin.dsp Makefile.win VERSIONING build configure.in include server

BuildBin.dsp LAYOUT NWGNUmakefile acconfig.h buildconf docs libhttpd.dsp srclib

[root@flowtest httpd]# ./configure --prefix=/usr/local/apache

checking for chosen layout... Apache

checking for working mkdir -p... yes

checking build system type... i686-pc-linux-gnu

-- 중간생략 --

config.status: creating support/split-logfile

config.status: creating build/rules.mk

config.status: creating include/ap_config_auto.h

config.status: executing default commands

[root@flowtest httpd]# make

Making all in srclib

make[1]: 들어감 `/usr/local/httpd/srclib' 디렉토리

Making all in apr

make[2]: 들어감 `/usr/local/httpd/srclib/apr' 디렉토리

-- 중간생략 --

mkdir /usr/local/apache/man/man1

mkdir /usr/local/apache/man/man8

mkdir /usr/local/apache/manual

Installing build system files

make[1]: 나감 `/usr/local/httpd' 디렉토리

[root@flowtest apache]# cd ../apaceh/conf

[root@flowtest conf]# ls

highperformance-std.conf highperformance.conf httpd-std.conf httpd.conf magic mime.types ssl-std.conf ssl.conf

[root@flowtest conf]# vi httpd.conf

-- DocumentRoot 와 ServerName 부분 수정 --

[root@flowtest conf]# cd ../bin

[root@flowtest bin]# ./apachectl start

[root@flowtest bin]# ps -ef | grep httpd

root 8534 1 0 22:33 ? 00:00:00 /usr/local/apache/bin/httpd -k start

nobody 8535 8534 0 22:33 ? 00:00:00 [httpd]

nobody 8536 8534 0 22:33 ? 00:00:00 [httpd]

nobody 8537 8534 0 22:33 ? 00:00:00 [httpd]

nobody 8538 8534 0 22:33 ? 00:00:00 [httpd]

nobody 8539 8534 0 22:33 ? 00:00:00 [httpd]

root 8541 2458 0 22:33 pts/1 00:00:00 grep httpd


2. RRDtool
#tar –zxvf rrdtool.tar.gz ('rrdtool-1.0.43’ 디렉토리 생성, 버전에 따라 다름)

#cd rrdtool-1.0.43

#./configure –enable-shared –prefix=/usr/local/rrdtool

#make install site-perl-install

	[root@flowtest src]# tar -zxvf rrdtool.tar.gz

rrdtool-1.0.43/

rrdtool-1.0.43/perl-piped/

-- 중간생략 --

rrdtool-1.0.43/tcl/ifOctets.tcl

rrdtool-1.0.43/tcl/tclrrd.c

[root@flowtest src]# cd rrdtool-1.0.43

[root@flowtest rrdtool-1.0.43]# ls

CHANGES COPYRIGHT NT-BUILD-TIPS.txt cgilib-0.4 configure.in examples perl-piped src

CONTRIBUTORS Makefile.am README config contrib gd1.3 perl-shared tcl

COPYING Makefile.in TODO configure doc libpng-1.0.9 rrdtool.spec zlib-1.1.4

[root@flowtest rrdtool-1.0.43]# ./configure --enable-shared --prefix=/usr/local/rrdtool

creating cache ./config.cache

checking host system type... i686-pc-linux-gnu

-- 중간생략 --

----------------------------------------------------------------

Config is DONE!

Type 'make' to compile the software and use 'make install' to 

install everything to: /usr/local/rrdtool.

If you want to install the perl

modules in site-perl, try 'make site-perl-install'.

 ... that wishlist is NO JOKE. If you find RRDtool useful

make me happy. Go to http://ee-staff.ethz.ch/~oetiker/wish and

place an order.

 -- Tobi Oetiker <tobi@oetiker.ch>

----------------------------------------------------------------

[root@flowtest rrdtool-1.0.43]# make install site-perl-install

Making install in cgilib-0.4

make[1]: 들어감 `/home/src/rrdtool-1.0.43/cgilib-0.4' 디렉토리

-- 중간생략 --

/usr/bin/install -c -m 644 perl-shared/RRDs.pm /usr/local/rrdtool/lib/perl

/usr/bin/install -c -m 644 perl-shared/blib/arch/auto/RRDs/RRDs.bs /usr/local/rrdtool/lib/perl/auto/RRDs

[ -f perl-shared/blib/arch/auto/RRDs/RRDs.so ] && /usr/bin/install -c -m 755 perl-shared/blib/arch/auto/RRDs/RRDs.so /usr/local/rrdt

ool/lib/perl/auto/RRDs

[ -f perl-shared/blib/arch/auto/RRDs/RRDs.bundle ] && /usr/bin/install -c -m 755 perl-shared/blib/arch/auto/RRDs/RRDs.bundle /usr/lo

cal/rrdtool/lib/perl/auto/RRDs

make[2]: *** [install-data-local] 오류 1

make[2]: 나감 `/home/src/rrdtool-1.0.43' 디렉토리

make[1]: *** [install-am] 오류 2

make[1]: 나감 `/home/src/rrdtool-1.0.43' 디렉토리

make: *** [install-recursive] 오류 1
:::::::::::::::::::::::::::::::::::::::::::::::::::::::: make시 발생 한 오류 해결방법 ::::::::::::::::::::::::::::::::::::::::::::::::::::::::

· Makefile에서 해당되는 부분 주석처리후 make 다시 실행한다.

· RRDtool이 정상 설치 되어야 Netflow데이터를 제대로 저장할 수 있고 그래프를 만들 수 있다.

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

[root@flowtest rrdtool-1.0.43]#vi Makefile (왼쪽 번호는 라인번호, vi에디터에서 ‘se nu’로 라인 번호 출력)

396 #install-data-local:

397 # $(top_srcdir)/config/mkinstalldirs $(DESTDIR)$(prefix)/lib/perl/auto/RRDs

398 # $(INSTALL) -m 644 perl-piped/RRDp.pm $(DESTDIR)$(prefix)/lib/perl

399 # $(INSTALL) -m 644 perl-shared/RRDs.pm $(DESTDIR)$(prefix)/lib/perl

400 # $(INSTALL) -m 644 perl-shared/blib/arch/auto/RRDs/RRDs.bs $(DESTDIR)$(prefix)/lib/perl/auto/RRDs

401 # [ -f perl-shared/blib/arch/auto/RRDs/RRDs.so ] && $(INSTALL) -m 755 perl-shared/blib/arch/auto/RRDs/RRDs.so $(DESTDI R)$(prefix)/lib/perl/auto/RRDs

402 # [ -f perl-shared/blib/arch/auto/RRDs/RRDs.bundle ] && $(INSTALL) -m 755 perl-shared/blib/arch/auto/RRDs/RRDs.bundle $(DESTDIR)$(prefix)/lib/perl/auto/RRDs

다시 실행하면 오류없이 실행됨

[root@flowtest rrdtool-1.0.43]# make install site-perl-install

Making install in cgilib-0.4

make[1]: 들어감 `/home/src/rrdtool-1.0.43/cgilib-0.4' 디렉토리

make[2]: 들어감 `/home/src/rrdtool-1.0.43/cgilib-0.4' 디렉토리

make[2]: Nothing to be done for `install-exec-am'.

make[2]: Nothing to be done for `install-data-am'.

-- 중간생략 --

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/RRDs.pm

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/ntmake.pl

Installing /usr/share/man/man3/RRDs.3pm

Writing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/RRDs/.packlist

Appending installation info to /usr/lib/perl5/5.8.0/i386-linux-thread-multi/perllocal.pod

make[1]: 나감 `/home/src/rrdtool-1.0.43/perl-shared' 디렉토리

[root@flowtest rrdtool-1.0.43]# ls

CHANGES Makefile README config.cache configure.in gd1.3 perl-shared zlib-1.1.4

CONTRIBUTORS Makefile.am TODO config.log contrib libpng-1.0.9 rrdtool.spec

COPYING Makefile.in cgilib-0.4 config.status doc libtool src

COPYRIGHT NT-BUILD-TIPS.txt config configure examples perl-piped tcl


3. flow-tools
#tar –zxvf flow-tools-0.66.tar.gz

#cd flow-tools-0.66

#./configure: make: make install

	[root@flowtest src]# tar -zxvf flow-tools-0.66.tar.gz

flow-tools-0.66/

flow-tools-0.66/configs/

-- 중간생략 --

flow-tools-0.66/src/flow-stat.c

flow-tools-0.66/src/flow-tag.c

flow-tools-0.66/src/flow-xlate.c

flow-tools-0.66/src/ftbuild.sh

[root@flowtest src]# cd flow-tools-0.66

[root@flowtest flow-tools-0.66]# ls

AUTHORS INSTALL NEWS TODO compile configure.in docs mdate-sh src

COPYING Makefile.am README acconfig.h configs contrib install-sh missing utils

ChangeLog Makefile.in SECURITY aclocal.m4 configure depcomp lib mkinstalldirs

[root@flowtest flow-tools-0.66]# ./configure

checking for a BSD-compatible install... /usr/bin/install -c

checking whether build environment is sane... yes

-- 중간생략 --

config.status: creating docs/flow-fanout.html

config.status: creating lib/ftconfig.h

config.status: executing depfiles commands

Please subscribe to the flow-tools mailing list by sending a message to

flow-tools-request@splintered.net

Now type make to continue the build process

[root@flowtest flow-tools-0.66]# make

Making all in lib

make[1]: 들어감 `/home/src/flow-tools-0.66/lib' 디렉토리

make all-am

-- 중간생략 --

make[1]: 나감 `/home/src/flow-tools-0.66/configs' 디렉토리

make[1]: 들어감 `/home/src/flow-tools-0.66' 디렉토리

make[1]: Nothing to be done for `all-am'.

make[1]: 나감 `/home/src/flow-tools-0.66' 디렉토리

[root@flowtest flow-tools-0.66]# make install

Making install in lib

make[1]: 들어감 `/home/src/flow-tools-0.66/lib' 디렉토리

make[2]: 들어감 `/home/src/flow-tools-0.66/lib' 디렉토리

-- 중간생략 --

make[2]: 들어감 `/home/src/flow-tools-0.66' 디렉토리

make[2]: Nothing to be done for `install-exec-am'.

make[2]: Nothing to be done for `install-data-am'.

make[2]: 나감 `/home/src/flow-tools-0.66' 디렉토리

make[1]: 나감 `/home/src/flow-tools-0.66' 디렉토리

[root@flowtest flow-tools-0.66]# cd /usr/local

[root@flowtest local]# ls

apache bin etc games httpd include lib libexec netflow rrdtool sbin share src

[root@flowtest local]# cd netflow

[root@flowtest netflow]# ls

bin include lib man var

[root@flowtest netflow]# cd bin

[root@flowtest bin]# ls

flow-capture flow-expire flow-filter flow-import flow-nfilter flow-report flow-stat

flow-cat flow-export flow-gen flow-mask flow-print flow-send flow-tag

flow-dscan flow-fanout flow-header flow-merge flow-receive flow-split flow-xlate


4. perl modules
A. Boulder : Boulder-1.30.tar.gz
#tar -zxvf Boulder-1.30.tar.gz
#cd Boulder-1.30
#perl Makefile.PL
#make: make test: make install

	[root@flowtest src]# tar -zxvf Boulder-1.30.tar.gz

Boulder-1.30/

Boulder-1.30/Boulder/

Boulder-1.30/Boulder/Swissprot.pm

-- 중간생략 --

Boulder-1.30/ChangeLog

Boulder-1.30/docs/

Boulder-1.30/docs/blast_tags.txt

Boulder-1.30/docs/javaboulder.txt

Boulder-1.30/docs/genbank_tags.txt

[root@flowtest src]# cd Boulder-1.30

[root@flowtest Boulder-1.30]# ls

Boulder Boulder.pod ChangeLog MANIFEST Makefile.PL README Stone Stone.pm docs eg t

[root@flowtest Boulder-1.30]# perl Makefile.PL

Checking if your kit is complete...

Looks good

Writing Makefile for Boulder

[root@flowtest Boulder-1.30]# make

cp Boulder/Blast/WU.pm blib/lib/Boulder/Blast/WU.pm

cp Boulder/LocusLink.pm blib/lib/Boulder/LocusLink.pm

cp Boulder/Unigene.pm blib/lib/Boulder/Unigene.pm

-- 중간생략 --

Manifying blib/man3/Boulder::Medline.3pm

Manifying blib/man3/Stone.3pm

Manifying blib/man3/Boulder::XML.3pm

[root@flowtest Boulder-1.30]# make test

PERL_DL_NONLAZY=1 /usr/bin/perl "-MExtUtils::Command::MM" "-e" "test_harness(0, 'blib/lib', 'blib/arch')" t/*.t

t/store.....Can't locate DB_File.pm in @INC (@INC contains: .. ../blib/lib ../blib/arch /home/src/Boulder-1.30/blib/lib /home/src/Bo

ulder-1.30/blib/arch /usr/lib/perl5/5.8.0/i386-linux-thread-multi /usr/lib/perl5/5.8.0 /usr/lib/perl5/site_perl/5.8.0/i386-linux-thr

ead-multi /usr/lib/perl5/site_perl/5.8.0 /usr/lib/perl5/site_perl /usr/lib/perl5/vendor_perl/5.8.0/i386-linux-thread-multi /usr/lib/

perl5/vendor_perl/5.8.0 /usr/lib/perl5/vendor_perl .) at /home/src/Boulder-1.30/blib/lib/Boulder/Store.pm line 262.

BEGIN failed--compilation aborted at /home/src/Boulder-1.30/blib/lib/Boulder/Store.pm line 262.

Compilation failed in require at t/store.t line 4.

BEGIN failed--compilation aborted at t/store.t line 4.

t/store.....dubious 

 Test returned status 2 (wstat 512, 0x200)

t/stream....ok 

Failed Test Stat Wstat Total Fail Failed List of Failed

-------------------------------------------------------------------------------

t/store.t 2 512 ?? ?? % ??

Failed 1/2 test scripts, 50.00% okay. 0/20 subtests failed, 100.00% okay.

make: *** [test_dynamic] 오류 29

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: make test 시 오류 발생 :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

· 일단 무시하고 make install 하면 오류없이 설치됨.

· 이후 실행에는 영향을 주지 않는 것 같다.

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[root@flowtest Boulder-1.30]# make install

Installing /usr/lib/perl5/site_perl/5.8.0/Boulder.pod

Installing /usr/lib/perl5/site_perl/5.8.0/Stone.pm

Installing /usr/lib/perl5/site_perl/5.8.0/Stone/Cursor.pm

Installing /usr/lib/perl5/site_perl/5.8.0/Stone/GB_Sequence.pm

-- 중간생략 --

Installing /usr/share/man/man3/Stone.3pm

Installing /usr/share/man/man3/Boulder::XML.3pm

Writing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Boulder/.packlist

Appending installation info to /usr/lib/perl5/5.8.0/i386-linux-thread-multi/perllocal.pod


B. ConfigReader : ConfigReader-0.5.tar.gz
#tar -zxvf ConfigReader-0.5.tar.gz
#cd ConfigReader-0.5
#cd /usr/lib/perl5/5.8.0
#mkdir ConfigReader
#cd ConfigReader
#cp /home/src/ConfigReader-0.5/* .
	[root@flowtest src]# tar -zxvf ConfigReader-0.5.tar.gz

ConfigReader-0.5/

ConfigReader-0.5/Values.pm

ConfigReader-0.5/DirectiveStyle.pm

ConfigReader-0.5/COPYING.LIB

ConfigReader-0.5/Spec.pm

ConfigReader-0.5/README

ConfigReader-0.5/ConfigReader.pod

[root@flowtest src]# cd ConfigReader-0.5

[root@flowtest ConfigReader-0.5]# ls

COPYING.LIB ConfigReader.pod DirectiveStyle.pm README Spec.pm Values.pm

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

ConfigReader 는 Makefile.PL 파일이 없으므로, REAME 파일 참조해서

- You'll find documentation in ConfigReader.pod, as well as in the source files. The *.pm files should be installed in a "ConfigReader" subdirectory on your Perl include path. -

/usr/lib/perl5/5.8.0/ConfigReader 디렉토리를 만들어서 *.pm 복사하고, 

/usr/lib/perl5/site_perl/5.8.0/ConfigReader 디렉토리도 만들어서 *.pm 복사하면 된다.

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[root@flowtest ConfigReader-0.5]# ls

COPYING.LIB ConfigReader.pod DirectiveStyle.pm README Spec.pm Values.pm

[root@flowtest ConfigReader-0.5]# cd /usr/lib/perl5/5.8.0
[root@flowtest 5.8.0]# mkdir ConfigReader
[root@flowtest 5.8.0]# cd ConfigReader
[root@flowtest ConfigReader]# cp /home/src/ConfigReader-0.5/* .

[root@flowtest ConfigReader]# ls

COPYING.LIB ConfigReader.pod DirectiveStyle.pm README Spec.pm Values.pm


C. HTML : HTML-Table-1.18a.tar.gz
#tar -zxvf HTML-Table-1.18a.tar.gz
#cd HTML-Table-1.18a
#perl Makefile.PL
#make: make test: make install

	[root@flowtest src]# tar -zxvf HTML-Table-1.18a.tar.gz

HTML-Table-1.18a/

HTML-Table-1.18a/Table.pm

HTML-Table-1.18a/README

HTML-Table-1.18a/Makefile.PL

HTML-Table-1.18a/Changes

HTML-Table-1.18a/MANIFEST

HTML-Table-1.18a/test.pl

[root@flowtest src]# cd HTML-Table-1.18a

[root@flowtest HTML-Table-1.18a]# ls

Changes MANIFEST Makefile.PL README Table.pm test.pl

[root@flowtest HTML-Table-1.18a]# perl Makefile.PL

Checking if your kit is complete...

Looks good

Writing Makefile for HTML::Table

[root@flowtest HTML-Table-1.18a]# make

cp Table.pm blib/lib/HTML/Table.pm

Manifying blib/man3/HTML::Table.3pm

[root@flowtest HTML-Table-1.18a]# make test

PERL_DL_NONLAZY=1 /usr/bin/perl "-Iblib/lib" "-Iblib/arch" test.pl

1..1

ok 1

[root@flowtest HTML-Table-1.18a]# make install

Installing /usr/lib/perl5/site_perl/5.8.0/HTML/Table.pm

Installing /usr/share/man/man3/HTML::Table.3pm

Writing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/HTML/Table/.packlist

Appending installation info to /usr/lib/perl5/5.8.0/i386-linux-thread-multi/perllocal.pod


D. Net-Patricia : Net-Patricia-1.010.tar.gz
#tar -zxvf Net-Patricia-1.010.tar.gz
#cd Net-Patricia-1.010
#perl Makefile.PL
#make: make install
	[root@flowtest src]# tar -zxvf Net-Patricia-1.010.tar.gz

Net-Patricia-1.010/

Net-Patricia-1.010/typemap

Net-Patricia-1.010/libpatricia/

- 중간생략 -

Net-Patricia-1.010/demo/

Net-Patricia-1.010/demo/demo.c

Net-Patricia-1.010/test.pl

Net-Patricia-1.010/README

[root@flowtest src]# cd Net-Patricia-1.010
[root@flowtest Net-Patricia-1.010]# perl Makefile.PL

Checking if your kit is complete...

Looks good

MakeMaker (v6.03)

Warning (non-fatal): Target 'dynamic' depends on targets in skipped section 'dynamic_lib'

Warning (non-fatal): Target 'static' depends on targets in skipped section 'static_lib'

Writing Makefile for Net::Patricia::libpatricia

Writing Makefile for Net::Patricia

[root@flowtest Net-Patricia-1.010]# make

cp Patricia.pm blib/lib/Net/Patricia.pm

cd libpatricia && make LIB="" LIBPERL_A="libperl.a" LINKTYPE="dynamic" PREFIX="/usr" OPTIMIZE="-O2 -march=i386 -mcpu=i686 -g" PASTHR

U_DEFINE="" PASTHRU_INC=""

make[1]: 들어감 `/home/src/Net-Patricia-1.010/libpatricia' 디렉토리

gcc -c -D_REENTRANT -D_GNU_SOURCE -DTHREADS_HAVE_PIDS -DDEBUGGING -fno-strict-aliasing -I/usr/local/include -D_LARGEFILE_SOURCE -D

_FILE_OFFSET_BITS=64 -I/usr/include/gdbm -O2 -march=i386 -mcpu=i686 -g -DVERSION=\"\" -DXS_VERSION=\"\" -fPIC "-I/usr/lib/perl5/5.

-- 중간생략 --

climbing at 127.0.0.0/8

ok 17

ok 18

make[1]: 들어감 `/home/src/Net-Patricia-1.010/libpatricia' 디렉토리

make[1]: Nothing to be done for `test'.

make[1]: 나감 `/home/src/Net-Patricia-1.010/libpatricia' 디렉토리

[root@flowtest Net-Patricia-1.010]# make install

make[1]: 들어감 `/home/src/Net-Patricia-1.010/libpatricia' 디렉토리

make[1]: Nothing to be done for `all'.

make[1]: 나감 `/home/src/Net-Patricia-1.010/libpatricia' 디렉토리

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Net/Patricia/Patricia.so

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Net/Patricia/Patricia.bs

Files found in blib/arch: installing files in blib/lib into architecture dependent library tree

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/Net/Patricia.pm

Installing /usr/share/man/man3/Net::Patricia.3pm

Writing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Net/Patricia/.packlist

Appending installation info to /usr/lib/perl5/5.8.0/i386-linux-thread-multi/perllocal.pod


E. Cflow : Cflow-1.051.tar.gz

#tar -zxvf Cflow-1.051.tar.gz
#cd Cflow-1.051
# perl Makefile.PL
# make: make test: make install
	[root@flowtest src]# tar -zxvf Cflow-1.051.tar.gz

Cflow-1.051/

Cflow-1.051/Cflow.xs

Cflow-1.051/cflow5.h

Cflow-1.051/Cflow.pm

Cflow-1.051/MANIFEST

Cflow-1.051/Makefile.PL

Cflow-1.051/Changes

Cflow-1.051/COPYING

Cflow-1.051/test.pl

Cflow-1.051/README

Cflow-1.051/flowdumper.PL

[root@flowtest src]# cd Cflow-1.051
[root@flowtest Cflow-1.051]# perl Makefile.PL

Checking if your kit is complete...

Looks good

Writing Makefile for Cflow

[root@flowtest Cflow-1.051]# make

cp Cflow.pm blib/lib/Cflow.pm

AutoSplitting blib/lib/Cflow.pm (blib/lib/auto/Cflow)

/usr/bin/perl /usr/lib/perl5/5.8.0/ExtUtils/xsubpp -typemap /usr/lib/perl5/5.8.0/ExtUtils/typemap Cflow.xs > Cflow.xsc && mv Cflow

.xsc Cflow.c

-- 중간생략 --

/usr/bin/perl "-MExtUtils::MY" -e "MY->fixin(shift)" blib/script/flowdumper

Manifying blib/man3/Cflow.3pm

Manifying blib/man1/flowdumper.1

[root@flowtest Cflow-1.051]# make test

PERL_DL_NONLAZY=1 /usr/bin/perl "-Iblib/lib" "-Iblib/arch" test.pl

1..1

ok 1

[root@flowtest Cflow-1.051]# make install

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Cflow/Cflow.so

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Cflow/Cflow.bs

Files found in blib/arch: installing files in blib/lib into architecture dependent library tree

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/Cflow.pm

Installing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Cflow/autosplit.ix

Installing /usr/share/man/man1/flowdumper.1

Installing /usr/share/man/man3/Cflow.3pm

Installing /usr/bin/flowdumper

Writing /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi/auto/Cflow/.packlist

Appending installation info to /usr/lib/perl5/5.8.0/i386-linux-thread-multi/perllocal.pod


5. Korn Shell : pdksh-5.2.14-16.i386.rpm
#rpm -Uvh pdksh-5.2.14-16.i386.rpm
	[root@flowtest src]# rpm -Uvh pdksh-5.2.14-16.i386.rpm

준비 중... ########################################### [100%]

 1:pdksh ########################################### [100%]




6. FlowScan : FlowScan-1.006.tar.gz
#tar -zxvf FlowScan-1.006.tar.gz
#cd FlowScan-1.006
#./configure --prefix=/flowscan

#make
#make -n install
#make install
#cd cf
#cp flowscan.cf /flowscan/bin
	::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

· FlowScan 및 CUFlow설치 시 root가 아닌 일반계정으로 설치. 여기서는 noc 라는 계정을 사용한다.

· /home/noc 밑에 FlowScan 및 CUFlow 소스파일이 있어야 한다.

· 일반계정 : noc 

· /etc/passwd 파일에서 noc의 group ID를 root의 것과 같이 준다.

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[root@flowtest src]# vi /etc/passwd

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon:/sbin:/sbin/nologin

-- 중간생략 --

ntp:x:38:38::/etc/ntp:/sbin/nologin

gdm:x:42:42::/var/gdm:/sbin/nologin

desktop:x:80:80:desktop:/var/lib/menu/kde:/sbin/nologin

noc:x:500:0:noc:/home/noc:/bin/bash

[root@flowtest root]# cd /home/src

[root@flowtest src]# ls

ActivePerl-5.6.1.635-i686-linux.rpm Net-Patricia-1.010  flowscan-src.tar

Boulder-1.30  Net-Patricia-1.010.tar.gz  html

Boulder-1.30.tar.gz  POE-Component-RRDTool-0.14.tar.gz html.tar

CUFlow-1.4.tgz  arts++-1-1-a5_i686-linux-2.2.10-gnu.tar.gz html.tar.gz

Cflow-1.051  arts++-1-1-a5_sparc-solaris2.7.tar.gz httpd-2.0.47.tar

Cflow-1.051.tar.gz  arts++-1-1-a8.tar.gz  lynx-2.8.4-18.i386.rpm

ConfigReader-0.5  cflowd-2-1-b1.tar.gz  pdksh-5.2.14-16.i386.rpm

ConfigReader-0.5.tar.gz cflowd-2-1-b1_i686-linux-gnu.tar.gz rrdtool-1.0.39-1.7.2.i386.rpm

FlowScan-1.006  cflowd-2-1-b1_sparc-solaris2.7.tar.gz rrdtool-1.0.43

FlowScan-1.006.tar.gz configuration.ps.gz  rrdtool.tar.gz

HTML-Table-1.18a  flow-tools-0.66  websearch

HTML-Table-1.18a.tar.gz flow-tools-0.66.tar.gz

[root@flowtest src]# cp FlowScan-1.006.tar.gz ../noc

[root@flowtest src]# cd ../noc

[root@flowtest noc]# ls

FlowScan-1.006.tar.gz evolution

[root@flowtest noc]# chown -R noc:noc FlowScan-1.006.tar.gz 

[root@flowtest noc]# logout

[noc@flowtest FlowScan-1.006]$ cd /home/noc

[noc@flowtest noc]$ ls

FlowScan-1.006.tar.gz evolution

[noc@flowtest noc]$ tar -zxvf FlowScan-1.006.tar.gz

FlowScan-1.006/

FlowScan-1.006/cf/

-- 중간생략 --

FlowScan-1.006/CampusIO.README

FlowScan-1.006/SubNetIO.html

FlowScan-1.006/SubNetIO.README

[noc@flowtest noc]$ cd FlowScan-1.006

[noc@flowtest FlowScan-1.006]$ ls

COPYING Changes INSTALL.pod README.pod TODO config.sub flowscan.in util

CampusIO.README FlowScan.pm Makefile.in SubNetIO.README VERSION configure graphs.mf.in

CampusIO.html INSTALL README SubNetIO.html cf configure.in install-sh

CampusIO.pm INSTALL.html README.html SubNetIO.pm config.guess example rc

[noc@flowtest FlowScan-1.006]$ ./configure --prefix=/flowscan

creating cache ./config.cache

checking host system type... i686-unknown-linux

checking for find... /usr/bin/find

checking for gzip... /bin/gzip

checking for ksh... /bin/ksh

checking for ln... /bin/ln

checking for ls... /bin/ls

checking for mkdir... /bin/mkdir

checking for perl... /usr/bin/perl

checking perl version... ok

checking for rm... /bin/rm

checking for rcs... /usr/bin/rcs

checking for rrdtool... no

configure: error: rrdtool not found!
::::::::::::::::::::::::::::::::::::::::::::::::::::::::: rrdtool 을 못찾는 에러 :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

· rrdtool에 대한 경로를 환경 파일의 PATH에 추가하자

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[noc@flowtest noc]$ echo $SHELL

/bin/bash

[noc@flowtest noc]$ vi .bash_profile

# .bash_profile

# Get the aliases and functions

 . ~/.bashrc

fi

# User specific environment and startup programs

PATH=$PATH:$HOME/bin:/usr/local/rrdtool/bin

export PATH

unset USERNAME
[noc@flowtest noc]$ . ./.bash_profile

[noc@flowtest FlowScan-1.006]$ ./configure --prefix=/flowscan

loading cache ./config.cache

checking host system type... i686-unknown-linux

checking for find... /usr/bin/find

-- 중간생략 --

creating util/add_ds.pl

creating util/add_txrx

creating util/event2vrule

creating util/ip2hostname

[noc@flowtest FlowScan-1.006]$ make

make: Nothing to be done for `all'.

- 그냥 다음 단계 진행 -

[noc@flowtest FlowScan-1.006]$ cd /flowscan

[noc@flowtest flowscan]$ mkdir -p ft
[noc@flowtest flowscan]$ mkdir rrds
[noc@flowtest flowscan]$ mkdir scoreboard
[noc@flowtest flowscan]$ mkdir graphs

[noc@flowtest flowscan]$ cd /home/noc

[noc@flowtest noc]$ ls

FlowScan-1.006 FlowScan-1.006.tar.gz evolution

[noc@flowtest noc]$ cd FlowScan-1.006

[noc@flowtest FlowScan-1.006]$ make -n install

test -d /flowscan/bin || /bin/mkdir -p /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c flowscan /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c FlowScan.pm /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c CampusIO.pm /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c SubNetIO.pm /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/locker /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/add_ds.pl /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/add_txrx /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/event2vrule /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/ip2hostname /flowscan/bin

[noc@flowtest FlowScan-1.006]$ make install

test -d /flowscan/bin || /bin/mkdir -p /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c flowscan /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c FlowScan.pm /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c CampusIO.pm /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c SubNetIO.pm /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/locker /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/add_ds.pl /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/add_txrx /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/event2vrule /flowscan/bin

/home/noc/FlowScan-1.006/install-sh -c util/ip2hostname /flowscan/bin

[noc@flowtest FlowScan-1.006]$ cd cf

[noc@flowtest cf]$ cp flowscan.cf /flowscan/bin


7. CUFlow : CUFlow-1.4.tgz
noc계정으로 설치

$tar -zxvf CUFlow-1.4.tgz
$cd CUFlow-1.4
$cp CUFlow.* /flowscan/bin/

	[noc@flowtest src]$ cp CUFlow-1.4.tgz ../noc

[noc@flowtest src]$ cd ../noc

[noc@flowtest noc]$ tar -zxvf CUFlow-1.4.tgz

CUFlow-1.4/

CUFlow-1.4/COPYING

CUFlow-1.4/CUFlow.pm

CUFlow-1.4/CUGrapher.pl

CUFlow-1.4/README.txt

CUFlow-1.4/CUFlow.cf

[noc@flowtest noc]$ cd CUFlow-1.4
[noc@flowtest CUFlow-1.4]$ mv CUFlow.pm /flowscan/bin/CUFlow.cf

[noc@flowtest CUFlow-1.4]$ su -

Password: 

[root@flowtest root]# cd /flowscan

[root@flowtest flowscan]# ls

bin ft lost+found rrds scoreboard

[root@flowtest flowscan]# cd bin

[root@flowtest bin]# ls

CUFlow.cf CampusIO.pm FlowScan.pm SubNetIO.pm add_ds.pl add_txrx event2vrule flowscan flowscan.cf ip2hostname locker


5. 시스코 라우터 설정

Cisco7513라우터에 적용

Global mode : ip flow-export version 5 [peer-as|origin-as]

Ip flow-export destination flowscan서버_IP주소 UDP포트번호

Interface mode : ip route-cache flow

	7513-1#conf t

7513-1(config)#ip flow-export version 5 peer-as

7513-1(config)#ip flow-export destination 192.168.79.67 2055

7513-1#conf t

7513-1(config)#int GigabitEthernet5/0/0
7513-1(config-if)#ip route-cache flow

7513-1# sh ip flow export 

Flow export is enabled

  Exporting flows to 192.168.79.67 (2055)

  Exporting using source IP address 192.168.64.10

  Version 5 flow records, origin-as

  739076076 flows exported in 170659722 udp datagrams

  0 flows failed due to lack of export packet

  4 export packets were sent up to process level

  0 export packets were punted to the RP

  20 export packets were dropped due to no fib

  3734 export packets were dropped due to adjacency issues

  0 export packets were dropped due to fragmentation failures

  0 export packets were dropped due to encapsulation fixup failures

  0 export packets were dropped enqueuing for the RP

  0 export packets were dropped due to IPC rate limiting

  0 export packets were dropped due to output drops


6. FlowScan서버 환경설정

1. tcpdump 사용하여 flow data 확인

tcpdump –n udp port UDP포트번호

	[root@flowtest bin]# tcpdump -n udp port 2055

tcpdump: listening on eth0

15:20:07.232394 192.168.64.2.53098 > 192.168.79.67.2055: udp 1464

15:20:07.543039 192.168.64.2.53099 > 192.168.79.67.2055: udp 1464

15:20:07.543044 192.168.64.2.53099 > 192.168.79.67.2055: udp 1464

15:20:07.543048 192.168.64.2.53099 > 192.168.79.67.2055: udp 1464

15:20:07.649798 192.168.64.2.53103 > 192.168.79.67.2055: udp 1464

15:20:07.649803 192.168.64.2.53103 > 192.168.79.67.2055: udp 1464

-- 중간생략 --

15:20:10.649468 192.168.64.10.53103 > 192.168.79.67.2055: udp 1464

15:20:10.651155 192.168.64.10.53103 > 192.168.79.67.2055: udp 1464

15:20:10.651160 192.168.64.10.53103 > 192.168.79.67.2055: udp 1464

15:20:10.651163 192.168.64.10.53103 > 192.168.79.67.2055: udp 1464

50 packets received by filter

0 packets dropped by kernel


2. export 파일생성

	[root@flowtest bin]# cd /usr/local/netflow/bin

[root@flowtest bin]# touch export

[root@flowtest bin]# chmod a+w export

[root@flowtest bin]# vi export

#!/usr/bin/perl

$file = $ARGV[0]:

if ( $file =~ /.*ft-v05\.(\d\d\d\d)-(\d\d)-(\d\d)\.(\d\d)(\d\d)(\d\d)/ ){

$cflowfile = "flows.".$1.$2.$3."_".$4.":".$5.":".$6:

$command = "/usr/local/netflow/bin/flow-export -f0 < $file > /var/netflow/$cflowfile":

print "$command\n":

system($command):

}else{print "File $file didn't match\n":}



3. flowscan.cf 수정

라우터에서 넘어 온 flow데이터를 rrd형식으로 변환하기 전에 어떤 경로에 어떤 형식으로 쌓을 지를 정하는 환경파일

	[root@flowtest bin]# cd /flowscan/bin

[root@flowtest bin]# vi flowscan.cf

# flowscan Configuration Directives ############################################

# FlowFileGlob (REQUIRED)

# use this glob (file pattern match) when looking for raw flow files to be

# processed, e.g.:

# FlowFileGlob /var/local/flows/flows.*:*[0-9]

FlowFileGlob flows.*:*[0-9]            #/flowscan/bin/flows.20040212_12:00:00 과 같이 저장

# ReportClasses (REQUIRED)

# a comma-seperated list of FlowScan report classes, e.g.:

- 이하 default로 설정 -



4. CUFlow.cf 수정

저장된 flows파일을 rrd 파일 및 html 파일로 변환할 때 필요한 정보 및 경로를 지정하는 파일

	[root@flowtest bin]# vi CUFlow.cf

# These are the subnets in our network

# These are used only to determine whether a packet is inbound our

# outbound

#Subnet 10.0.0.0/16

Subnet 192.168.64.0/20

# These are networks we are particularly interested in, and want to

# get separate rrd's for their aggregate traffic

#Network 10.0.1.0/24 routers

Network 192.168.79.0/24 routers

# Where to put the rrd's

# Make sure this is the same as $rrddir in CUGrapher.pl

#OutputDir /cflow/reports/rrds

OutputDir /flowscan/rrds

# Track multicast traffic

Multicast

# Keep top N lists

# Show the top ten talkers, storing reports in /cflow/flows/reports

# and keeping the current report in /etc/httpd/data/reports/topten.html

#Scoreboard 10 /cflow/reports/scoreboard /var/www/html/topten.html

Scoreboard 10 /flowscan/scoreboard /flowscan/scoreboard/topten.html       # 숫자조정 가능

# Same, but build an over-time average top N list

#AggregateScore 10 /cflow/reports/scoreboard/agg.dat /var/www/html/overall.html

AggregateScore 10 /flowscan/scoreboard/agg.dat /flowscan/scoreboard/overall.html

# Our two netflow exporters. Produce service and protocol reports for the

# total, and each of these.

#Router 10.0.1.1 router1

#Router 10.0.1.2 router2

Router 192.168.79.1 7513
# Services we are interested in

Service 20-21/tcp ftp

Service 22/tcp ssh

Service 23/tcp telnet

Service 25/tcp smtp

Service 53/udp,53/tcp dns

Service 80/tcp http

Service 110/tcp pop3

Service 119/tcp nntp

- 이하 생략 -


5. local_nets.boulder 수정

회사가 보유한 네트웍 설정하는 부분

	[root@flowtest bin]# cp /home/noc/FlowScan-1.006/cf/local_nets.boulder /flowscan/bin

[root@flowtest bin]# vi local_nets.boulder

SUBNET=192.168.64.0/19

DESCRIPTION=local network
SUBNET=192.162.128.0/19

DESCRIPTION=leasedline network

SUBNET=192.163.224.0/20

DESCRIPTION=leasedline network


7. FlowScan 실행
1. capture.sh 스크립트

라우터에서 넘어 온 flow데이터를 파일로 저장한다.

Export 파일과 flowscan.cf 파일 참조

	[root@flowtest bin]#cd /flowscan

[root@flowtest flowscan]# vi capture.sh
/usr/local/netflow/bin/flow-capture -w /flowscan/ft 0/0/2055 -S5 -V5 -E1G -n287 -N 0 -R /usr/local/netflow/bin/export

[root@flowtest flowscan]#chmod 755 capture.sh

[root@flowtest flowscan]#./capture.sh


2. fs 스크립트

flow파일을 rrd형식으로 변환한다.

CUFlow.cf파일을 참조

	[root@flowtest bin]#cd /flowscan

[root@flowtest flowscan]# vi fs
#!/bin/sh

# description: Start FlowScan

case "$1" in

'start')

cd /var/netflow/ : bin/flowscan >>/var/log/flowscan 2>&1 </dev/null & >/dev/null

touch /var/lock/subsys/flowscan.1

::

'stop')

rm -f /var/lock/subsys/flowscan.1

::

*)

echo "Usage: $0 { start | stop }"

::

esac

exit 0
[root@flowtest flowscan]#chmod 755 fs

[root@flowtest flowscan]# ./fs start
[root@flowtest flowscan]# tail -f /var/log/flowscan

sleep 30...

sleep 30...

sleep 30...

2004/02/06 16:10:29 working on file flows.20040206_16:05:00...

2004/02/06 16:10:54 flowscan-1.020 CUFlow CampusIO: Cflow::find took 25 wallclock secs (24.82 usr +  0.03 sys = 24.85 CPU) for 6185960 flow file bytes, flow hit ratio: 14438/112472

2004/02/06 16:10:55 flowscan-1.020 CUFlow CampusIO: report took  1 wallclock secs ( 0.29 usr  0.11 sys +  0.11 cusr 0.04 csys =  0.55 CPU)

sleep 30...


3. graph 파일 생성

rrd로 저장된 flow데이터를 png나 gif 파일로 생성한다.

	[root@flowtest FlowScan-1.006]#pwd

/home/noc/ FlowScan-1.006
[root@flowtest FlowScan-1.006]# cp graphs.mf /flowscan/graphs/Makefile

[root@flowtest FlowScan-1.006]# cd /flowscan/graphs

[root@flowtest graphs]# make

make: *** No rule to make target `554_src.rrd', needed by `services_Mbps.png'.  멈춤.

::::::::::::::::::::::::::::::::::::::::::::::::::::::::: make시 발생한 오류 해결 방법 :::::::::::::::::::::::::::::::::::::::::::::::::::::::

Makefile을 열어서 “554_xxx” 로 된 부분 모두 삭제하고 make한다.

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

[root@flowtest graphs]# make

/usr/local/rrdtool/bin/rrdtool graph \

services_Mbps.png \

--interlaced \

--imgformat "$(typeset -u IMGFORMAT=png; print ${IMGFORMAT?})" \

-v 'megabits/sec' \

-t ''Campus' Well Known Services Mb/s' \

-s $(/usr/bin/perl -e 'print time - 48*60*60') \

--width 640 \

--height 150 \

DEF:MCAST_in_bytes=./MCAST.rrd:in_bytes:AVERAGE \

DEF:MCAST_out_bytes=./MCAST.rrd:out_bytes:AVERAGE \

CDEF:MCAST_in_Mbps=MCAST_in_bytes,.000008,* \

CDEF:MCAST_out_Mbps=MCAST_out_bytes,.000008,* \

CDEF:MCAST_Mbps=MCAST_out_Mbps,MCAST_in_Mbps,+ \

- 중간생략 -

AREA:tcp_in_flows_neg#880000:'TCP in ' \

STACK:MCAST_in_flows_neg#555500:'MCAST in ' \

STACK:udp_in_flows_neg#008800:'UDP in ' \

STACK:icmp_in_flows_neg#000088:'ICMP in ' \

LINE1:TOTAL_in_flows#880088:'TOTAL in ' \

HRULE:0#f5f5f5

735x235

[root@flowtest graphs]# ls

0:0.rrd              cron_5m*          io_protocols_bits.png   rtsp_dst.rrd

211.237.64.0_20.rrd  ftp-data_dst.rrd  io_protocols_flows.png  rtsp_src.rrd

7070_dst.rrd         ftp-data_src.rrd  io_protocols_pkts.png   services_Mbps.png

7070_src.rrd         ftpPASV_dst.rrd   io_services_bits.png    services_flows.png

MCAST.rrd            ftpPASV_src.rrd   io_services_flows.png   services_pkts.png

Makefile             ftp_dst.rrd       io_services_pkts.png    smtp_dst.rrd

Makefile.old         ftp_src.rrd       nntp_dst.rrd            smtp_src.rrd

NapUser.rrd          graphs.mf         nntp_src.rrd            tcp.rrd

NapUserMaybe.rrd     http_dst.rrd      protocols_Mbps.png      total.rrd

Quake.rrd            http_src.rrd      protocols_flows.png     udp.rrd

RealAudio.rrd        icmp.rrd          protocols_pkts.png      unknown.rrd


4. cron설정
10분 주기로 graph파일 생성하기

9일 후에 saved에 저장된 flow데이터 삭제하기

	[root@flowtest saved]# crontab -e
0,10,20,30,40,50 * * * *  /flowscan/cron_5m

1 0 * * *  /flowscan/cron_rm_file
[root@flowtest saved]# cd /flowscan

[root@flowtest flowscan]# vi /flowscan/cron_5m

cd /flowscan/graphs

make
[root@flowtest flowscan]# chmod 755 cron_5m

[root@flowtest flowscan]# vi /flowscan/cron_rm_file

Find /flowscan/saved –mtime 9 –exec rm –f {} \:

[root@flowtest flowscan]# chmod 755 cron_rm_file




5. graph.html
10분마다 갱신되는 그래프를 묶어놓은 html파일 

	[root@flowtest graphs]#pwd

/flowscan/graphs

[root@flowtest graphs]#vi graphs.html

<html>

<head>

<title>Untitled Document</title>

<meta http-equiv="Content-Type" content="text/html; charset=euc-kr">

</head>

<body bgcolor="#FFFFFF" text="#000000">

<div align="center"><b>FlowScan Graphs of SKTelink IP Traffic</b> </div>

<p><img src="io_protocols_bits.png"></p>

<p><img src="io_protocols_flows.png"></p>

<p><img src="io_protocols_pkts.png"></p>

<hr>

<p><img src="io_services_bits.png"></p>

<p><img src="io_services_pkts.png"></p>

<hr>

<p><img src="protocols_Mbps.png"></p>

<p><img src="protocols_flows.png"></p>

<p><img src="protocols_pkts.png"></p>

<hr>

<p><img src="services_Mbps.png"></p>

<p><img src="services_pkts.png"></p>

</body>

</html>
[그래프보기]
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8. 맺음말
자세한 설명이 되었는 지 궁금하다. MRTG와 FlowScan을 병행하면 고가의 NMS에 버금가는 효과를 볼 수 있을 것이다. 

특히 ‘flowdump’라는 명령어를 이용하여 바이러스에 감염되었거나 스팸을 날리는 IP주소를 알아낼 수 있다는 것은 정말 매력이 아닐 수 없다.

하지만 이 명령어를 사용하려면 서버에 접속해서 command로 확인해야 되므로 사용하기 불편한 점이 있다. 그래서 MySQL과 PHP를 이용하여 웹에서 검색할 수 있도록 프로그램을 만들어서 사용하고 있는데 기회가 되면 소개하도록 하겠다. [아래 그림 참조]

그럼 이것으로 FlowScan의 세부 설치에 대해 마치고자 한다.
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Num Date. Time. SIP SPort DIP DPort Pratocol Packets =/ Bytes
1 2004/02/13 16:00:11 211.39,14,30 4738 205,188,159,57 ) B(SYNIFINIACKIPUSH) 1212 831834
2 2004/02/13 16:03:29 211.39,14,30 1919 205,188, 158,67 & B(SYNIFINI ACKIPUSH) 768 536290
3 2004/02/13 16:02:46 211.39,14,30 1168 B4, 186,215,6 ) B(FINI ACKIPUSH) 820 532815
4 2004/02/13 16:01:10 211.39,14,30 1934 50, 168,69, 104 & B(SYNIFINIACKIPUSH) 755 479580
5 2004/02/13 16:04:43 211.39,14,30 1605 205,188, 159,57 ) B(SYNIFINIACKIPUSH) 554 364651
B 2004/02/13 16:02:30 211.39,14,30 2030 64,157,478 & B(SYNIFINIACKIPUSH) 766 346200
7 2004/02/13 16:01:42 211.39,14,30 1974 208,202,222,10 ) B(SYNIFINIACKIPUSH) 671 309025
B 2004/02/13 16:01:59 211.39,14,30 1182 204,127.202.26 & B(SYNIFINIACKIPUSH) 676 307366
9 2004/02/13 16:03:39 211.39,14,30 4705 195,98,64,73 ) B(SYNIFINIACKIPUSH) 3% 288892
10 2004/02/13 16:04:39 211.39,14,30 4447 £5,54,190,230 & B(SYNIFINI ACKIPUSH) 618 268035
11 2004/02/13 16:03:43 211.39,14,30 2562 216,186,66,135 ) B(FINI ACKIPUSH) 588 264583
12 2004/02/13 16:04:52 211.39,14,30 1604 5,54, 166,230 & B(SYNIFINIACKIPUSH) 445 162532
13 2004/02/13 16:02:10 211.39,14,30 2457 64,157,479 ) B(SYNIFINIACKIPUSH) 542 133178
14 2004/02/13 16:03:42 211.39,14,30 3232 B4,186,215,6 & B(SYNIFINIACKIPUSH) 543 124404
15 2004/02/13 16:03:25 211.39,14,30 3231 65,54,167.5 ) B(SYNIFINIACKIPUSH) 504 123776
16 2004/02/13 16:03:43 211.39,14,30 3293 64,157,478 & B(SYNIFINIACKIPUSH) 542 122630
17 2004/02/13 16:01:16 211.39,14,30 2935 66,218, 86,254 ) B(SYN| ACK|PUSH) 346 120604
18 2004/02/13 16:03:24 211.39,14,30 3361 5,54, 166,230 & B(SYNIFINIACKIPUSH) 488 113260
19 2004/02/13 16:03:33 211.39,14,30 2327 205,188,158,57 ) B(SYNIFINI ACKIPUSH) 509 111836
o0 2004/02/13 16:03:45 211.39,14,30 293 66,218, 86,254 & B(FINI ACKIPUSH) 329 111476
21 2004/02/13 16:03:10 211.39,14,30 4727 195,208,237,130 ) B(SYNIFINIACKIPUSH) 155 111038
22 2004/02/13 16:03:59 211.39,14,30 3258 200,221, 11,60 & B(SYNIFINIACKIPUSH) 461 104253
23 2004/02/13 16:03:10 211.39,14,30 3360 64.450,99 ) B(SYNIFINIACKIPUSH) 458 100685
24 2004/02/13 16:00:29 211.39,14,30 2844 £4,254,218.3 & B(SYNIFINIACKIPUSH) 226 100504
& 2004/02/13 16:02:23 211.39,14,30 2842 64.450,99 ) B(SYNIFINIACKIPUSH) 450 96279
26 2004/02/13 16:03:41 211.39,14,30 3462 £7.25.114,32 & B(SYNIFINIACKIPUSH) 468 80969
27 2004/02/13 16:02:08 211.39,14,30 2635 64,12,137.184. ) B(SYNIFINIACKIPUSH) 459 90438
28 2004/02/13 16:03:26 211.39,14,30 3469 £4,12,137.89 & B(SYNIFINIACKIPUSH) 464 89848
23 2004/02/13 16:03:23 211.39.14.30 3477 B4.12.138.120 & BISYNIFINIACKIPUSHY 461 HBES\I
« >





- 25번 포트로 대량의 스팸메일을 날리고 있음을 알 수 있다. -
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